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STRUKTURA SIECI – PODZIAŁ NA OBSZARY 
 

Struktura współczesnych sieci komputerowych składa się z wyraźnie 
wyodrębnionych stref o charakterystycznym zakresie pełnionych 
funkcji: 

- sieć dostępowa, 
- sieć dystrybucyjna, 
- sieć transportowa, 
- sieć sterowania. 
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W sieci dostępowej: 
- światłowodowe, kablowe szerokopasmowe systemy dostępowe FITL (Fiber In 

The Loop): 
- dostęp komutowany POTS (Plain Old Telephony Service) i ISDN 

(Integrated Services Digital Network), 
- łącza HDSL (High-speed Digital Subscriber Line) i odmiany (w tym 

SoHo – SmallOffice HomeOffice), 
- przy wykorzystaniu DSLAM Digital Subscriber Line Access 

Multiplexer): ADSL (Asymmetric Digital Subscriber L ine), VDSL 
(Very high-speed Digital Subscriber Line) i SDSL (Symmetric Digital 
Subscriber Line), 

- HIS (Home Internet Solution) – dostęp firmy Ericsson 
- sieci telewizji kablowej z kanałem zwrotnym HFC (Hybrid Fiber Coax). 
- radiowe szerokopasmowe systemy dostępowe SRDA (Systemy Radiowego 

Dostępu Abonenckiego): 
- linie radiowe punkt do punktu (P-P), 
- linie radiowe punkt do wielu punktów (P-MP). 

- satelitarne szerokopasmowe systemy: 
- Skybridge, 
- geostacjonarne: DirecPC, Astra Net i ARCS, 
- VSAT (Very Small Antenna Terminals). 

Interfejsy: 
- od strony klienta to najczęściej: port Ethernet, G.703, V.35/V.36, X.21 i V.28. 
- do sieci dystrybucyjnej to najczęściej: ATM (Asynchronous Transfer Mode) 

– na transporcie STM-1, STM-4, rzadziej E3; obecnie coraz częściej 
GigabitEthernet. 

 
 
 
W sieci dystrybucyjnej: 
- urządzenia o dużej wydajności agregujące ruch pochodzący z sieci 

dostępowej (duże przełączniki, najczęściej ATM skali operatorskiej) 
- zebranie ruchu pochodzącego z interfejsów ze strony sieci dostępowej i 

tranzyt w kierunku sieci transportowej pojedynczymi, szybszymi 
interfejsami. 

- niewielki wolumen ruchu zamyka się w obrębie sieci dystrybucyjnej, który 
nie przechodzi do sieci transportowej. 

- rutery usługowe, które umożliwiaj ą świadczenie wielu usług dodatkowych 
związanych z tworzeniem sieci prywatnych VPN (Virtual Private Network) 
oraz masowego dostępu do sieci Internet. 

- sieci CDN (Content Delivery Network) w dużych węzłach sieci – punktach 
dostępu do sieci Internet - POP (Point of Presence). 

Interfejsy: 
- do sieci transportowej to najczęściej ATM (STM-4 i STM-16), obecnie coraz 

częściej Gigabit Ethernet i 10 Giga Ethernet. 
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W sieci transportowej: 
- ultra szybkie przełączniki/rutery stanowiące jednocześnie rdzeń sieci MAN 

(metropolitan Area Network) i WAN (Wide Area Network). 
- przenoszenie największych wolumenów ruchu pomiędzy oddalonymi węzłami 

w obszarze miejskim lub międzymiastowym. Sieci miejskie MAN stanowią 
zwykle wyodrębnione struktury, w których zdefiniowany jest jasno punkt 
styku z siecią wyższego rzędu – siecią WAN o zasięgu krajowym, a następnie 
międzynarodową. 

Interfejsy: 
- stosowane wewnątrz sieci transportowej to ATM STM-16, 10 Giga Ethernet 

i techniki IP/MPLS (Multi-Protocol Label Switching)  oraz PoS (Packet over 
Sonet) w powiązaniu ze zwielokrotnieniem długości fali w światłowodzie 
DWDM (Dense Wavelength Division Multiplexing) i ruterami optycznymi. 

 
 
 
 
Wydzielona sieć sterowania: 
- zarządzanie zasobami sprzętowymi sieci 
- sterowanie usługami skojarzone z bazą danych profili użytkowników, co 

może być realizowane przez centra uwierzytelniania RADIUS/LDAP 
(Remote Authentication Dial-In User Service/ Lightweight Directory Access 
Protocol). 

 
 
 
 
Kolejne rozwiązania i koncepcje sieci NGN (Next Generation Network): 
stosowania jednolitych sieci konwergentnych dla wszystkich sieci 
telekomunikacyjnych zmierzające głównie do integracji usług telefonii z 
usługami dostępu do sieci komputerowych. Operatorzy na świecie rozpoczynają 
inwestycje zmierzające do rozwiązań NGN, jednak na poziomie pilotowych 
instalacji testowych. 
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Struktura sieci komputerowych z podziałem na sieć dostępową, dystrybucyjną, transportową, i sterowania 
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SIECI SZEROKOPASMOWE 
 

Obecna definicja sieci szerokopasmowych dotyczy transmisji 
cyfrowej o szybkości powyżej 2,048 Mb/s (E1) stosowanej w sieciach 
rozległych. 
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Sieci wąskopasmowe realizują usługi podstawowe w kanałach 
transmisyjnych o szybkościach do 64 kb/s (np. POTS, ISDN itd.) lub 
transferuj ą te kanały w sposób zagregowany, np. standard E1 posiada 
30 kanałów po 64 kb/s. 
 
 

Sieci Ethernet postrzegane są jako pracujące w paśmie podstawowym i 
jako takie nie są zaliczane do sieci szerokopasmowych. 
 

Sieci 
szerokopasmowe 
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TYPOWE TECHNIKI TRANSMISJI DANYCH 
 

Standardy transmisji cyfrowej:  
DS-0, DS-1 (T1), DS-2 i DS-3 są stosowane w Ameryce Północnej w 
przewodach miedzianych i światłowodowych. DS-1 jest metodą 
dotyczącą kodowania, ramkowania i sygnalizacji stosowaną w 
systemach T1. Nie istnieją jednak przez analogię systemy T2 i T3 
związane wprost z DS-2 i DS-3, co jest często mylące. 
E1, E2 i E3 są powszechnie stosowane w Europie, także w Azji i 
Ameryce Południowej w przewodach miedzianych i światłowodach. 
OC-x i STS-x są stosowane w Ameryce Północnej, OC najczęściej w 
światłowodach (Optical Carier), STS-x wszędzie oprócz światłowodów.  
STM-x są stosowane na całym świecie za wyjątkiem Ameryki Północnej 
w przewodach miedzianych i światłowodowych. Istnieje duże 
podobieństwo pomiędzy STM i STS: STM-1 różni się od STS-3c 
mniejszą liczbą bitów w strukturze ramki. 

Zestawienie typowych standardów szybkości transmisji 

Transmisja Szybkość przesyłania bitów 
DS-0 64 kb/s 
DS-1 (T1) 1,544 Mb/s 
E1 2,048 Mb/s  
DS-2 6,312 Mb/s 
E2 8,448 Mb/s 
E3 34,368 Mb/s 
DS-3 44,736 Mb/s 
OC/STS-1 51,840 Mb/s 
OC/STS-3 i STM-1 155,520 Mb/s 
OC/STS-9 i STM-3 466,560 Mb/s 
OC/STS-12 i STM-4 622,080 Mb/s 
OC/STS-18 i STM-6 922,120 Mb/s 
OC/STS-24 i STM-8 1244,160 Mb/s 
OC/STS-36 i STM-12 1866,240 Mb/s 
OC/STS-48 i STM-16 2488,320 Mb/s 

DS – sygnał cyfrowy (Digital Signal); 
E – transmisja obecna w Europie; 
OC – nośnik optyczny, (Optical Carier); 
STS – sygnał transportu synchronicznego (Synchronous Transfer Signal); 
STM – moduł transportu synchronicznego (Synchronous Transfer Modul); 
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ARCHITEKTURA WARSTW OWA 
 
Architektura warstwowa – różne funkcje odpowiedzialne za realizację przekazu 
pomiędzy stacjami końcowymi zorganizowane są w postaci warstw. 
 
Relacje pomiędzy funkcjami realizowanymi przez warstwy: 

• Warstwa wyższa korzysta z usług warstwy niższej - oraz 
komplementarnie - warstwa niższa udostępnia usługi warstwie 
wyższej; 

• Każda z warstw w sytuacji braku możliwości realizacji zadanych 
funkcji informuje o tym warstw ę wyższą; 

• Warstwy komunikuj ą się z innymi warstwami na tym samym 
poziomie w urządzeniach zdalnych zgodnie z regułami i przy 
pomocy sygnałów zdefiniowanych jako protokoły komunikacyjne. 

 
 
 
 

MODEL ODNIESIENIA ISO/OSI RM  
(International Organization for Standardization /  
Open System Interconnection Reference Model) 

ISO 7498 
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KAPSUŁKOWANIE DANYCH (ang. encapsulation)  
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Porównanie modelu odniesienia OSI 
z modelami TCP/IP, SNA i DNA 

 
 
Warstwa ISO/OSI SNA DNA TCP/IP 
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Usług 
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Aplikacji 

transmisją 
danych 

Transportowa 
4 Transportowa 

Nadzoru nad 
Transportowa 

TCP/UDP 
ścieżką Mi ędzysieciowa 
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Sterowania 

2 Łącza danych łączem danych Łącza danych 

1 Fizyczna Fizyczna Fizyczna 

 
Dostępu do 

sieci 

 
SNA - Systems Network Architecture, protokół rozwijany przez IBM, 
dedykowany do komunikacji z serwerami dużej mocy (mainframes). 
DNA - Windows Distributed interNet Applications Archit ecture, nazwa 
marketingowa zestawu aplikacji wprowadzonych przez Microsoft 
umożliwiaj ących pracę komputerów w sieci Internet. Niektóre z nich to 
ActiveX, Dynamic HTML (DHTML) and COM (Component Ob ject 
Model) 
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Wybrane protokoły usytuowane w architekturach warstwowych 
 
 

Warstwa ISO/OSI NetWare Microsoft Apple TCP/IP 
NFS 7 Aplikacji AppleShare 
FTP 

SNMP, 
6 Prezentacji 

NetWare 
Core 

Protocol 

Bloki 
komunikatów 

serwera AppleTalk Filling 
Ptotocol (AFP) Telnet itd 

Gniazda 5 Sesji Potoki 
nazwane 

NetBIOS Potoki 
nazwane 

NetBIOS ASP ADSP ZIP PAP 
(sockets) 

4 Transportowa SPX ATP NBP AEP RTMP TCP/UDP 
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NetBEUI 

Datagram delivery 
protocol 

IP / ICMP 

Sterowniki LAN Sterowniki LAN Sterowniki LAN  
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1 Fizyczna Fizyczna Fizyczna Fizyczna Fizyczna 
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ARCHITEKTURA SIECI INTERNET  
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LAN
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SSiieećć  ((aanngg..  nneettwwoorr kk  lluubb  ssuubbnneett))  --  oznacza sieć opartą o dowolną technikę 
transmisji zgodną z warstwą łącza danych, np.: Ethernet, Frame Relay, 
ATM itd. Sieci takie są jednolite względem warstwy sieciowej i 
protokołu IP, czyli pozostające w jednej grupie adresów IP. Każda sieć 
posiada własny adres IP, pierwszy należący do swojej grupy adresowej. 
Brama (ang. gateway) – wg ISO ruter (ang. router) separuje i 
jednocześnie łączy różne sieci pomiędzy sobą na poziomie warstwy 
sieciowej. Rutery posiadają unikalne adresy IP dla każdego z 
interfejsów sieciowych, należące do grup adresowych dołączonych sieci. 
HHoosstt (ang. host) - urządzenie sieciowe obsługujące protokół IP. 
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PROTOKOŁY sieci INTERNET 
 

Warstwa

APLIKACJI

PREZENTACJI
SESJI
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ŁĄCZA
DANYCH
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LLC (IEEE 802.2)

MAC

Wybrane protokoły sieci INTERNET

 
 

IP - Internet Protocol, 
ICMP - Internet Control Message Protocol, 
TCP - Transport Control Protocol, 
UDP - User Datagram Protocol, 
Telnet - remote terminal protocol, 
FTP - File Transfer Protocol, 
HTTP – HyperText Transfer Protocol, 
SMTP - Simple Mail Transport Protocol, 
SNMP - Simple Network Management Protocol, 
ARP - Address Resolution Protocol, 
RARP - Reverse Address Resolution Protocol, 
Ping - Packet Internet Groper. 
RIP – Router Internet Protocol 
OSPF – Open Short Path First 
LLC – Logical Link Control 
MAC – Medium Access Control 
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Kapsułkowanie protokołów w sieci Internet 
 
 

 
 
Nagłówek H uzależniony jest od wyboru protokołu warstwy łącza danych. 
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STANDARDY SIECI INTERNET  
= DOKUMENTY RFC  

 

Dokumenty RFC opisują protokoły warstw wyższych niż 
warstwa Fizyczna i warstwa Łącza Danych. 
 

IP - Internet Protocol, RFC 791 
ICMP - Internet Control Message Protocol, RFC 792 
TCP - Transport Control Protocol, RFC 793 
UDP - User Datagram Protocol, RFC 768 
Telnet - remote terminal protocol, RFC 854 
FTP - File Transfer Protocol, RFC 959 
HTTP – HyperText Transfer Protocol, RFC 2616 
SMTP - Simple Mail Transport Protocol, RFC 821 
SNMP - Simple Network Management Protocol, RFC 1157 
ARP - Address Resolution Protocol, RFC 826 
RARP - Reverse Address Resolution Protocol, RFC 903 
Ping - Packet Internet Groper, RFC 2925 
RIP – Router Internet Protocol, RFC 1058 
OSPF – Open Short Path First, RFC 2328 
…. 
 
 
Warstwa Łącza Danych (ISO/OSI) lub Network Access (DoD) 
definiowana przez inne organizacje m.in. IEEE 
 
LLC – Logical Link Control, IEEE802.2 
MAC – Medium Access Control IEEE802.xx (różne) 
… 
 
 
 



STANDARDY SIECI INTERNET  15 

DOKUMENTY RFC  
 
 

Rys historyczny rozwoju Internetu: 
 1969-1983: rozwój protokołów ARPAnet  

• NCP, Telnet, FTP, SMTP 
 1975-1985: rozwój protokołów Internetu 

• IP, TCP, RIP, ARP, DNS, … 
 1985-1990: NSFnet 
 1991-dzisiaj: Commercial Internet 

• protokół  HTTP 
 

Dokumenty RFC 
Zapoczątkowane przez Steve Crocker [RFC 3], Jon Postel w 1969 

• Notatki nieformalne, specyfikacje techniczne i inne. 
Jon Postel szybko stał się RFC Editor . 

• Pracował przez 28 lat: od 1970 aż do śmierci w 1998. 
• Postel miał olbrzymi wpływ na rozwój sieci, 
• Wypracował i utrzymywał zwarty styl i jako ść edytorską 

dokumentów RFC 
• ... pomimo, że na klawiaturze pisał dwoma palcami 
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RFC 1, "Host Software", wydane ponad 36 lat temu 07 kwietnia 1969. 
Przedstawiało ogólne przemyślenia i pomysły oraz eksperymenty.  Było 
skromne i mało istotne, ale bardzo znaczące, ponieważ rozpoczęło 
szeroką inicjatyw ę, która rozwija się do dnia dzisiejszego. 
 
W czasie kiedy powstawało RFC 1 sieć ARPANET była w fazie 
projektów, było to zanim zespół Bolt, Beranek i Newman wygrali 
przetarg na budowę tzw. Interface Message Processors  (IMP), który był 
przodkiem dzisiejszych ruterów. Wykonany IMP miał wielkość lodówki 
i kosztował 100 000 $ w 1969 r. Połączono wtedy cztery węzły 
zlokalizowane w: 

• UCLA (University of California, Los Angeles), 
• SRI (Stanford Research Institute),  
• University of California, Santa Barbara, 
• University of Utah. 

 Pierwszy węzeł sieci ARPANET został uruchomiony w UCLA w 
dniu 01 września 1969 roku. 
 Sprawy oprogramowania sieciowego korzystającego z nowo 
budowanej sieci pozostawiono woli naukowców. Już wcześniej, w 1968 
roku odbyło się zebranie zapalonych studentów dyplomantów – garstki 
„zapaleńców” z poszczególnych ośrodków naukowych mające na celu 
zorganizowanie kolejnych spotkań w poszczególnych laboratoriach. To 
zapoczątkowało Sieciową Grupę Roboczą oraz zaowocowało 
współpracą, która w przeciągu kolejnych lat rozwijała się aż do dnia 
dzisiejszego. 
 W 1986 powołano Internet Engineering Task Force (IETF),  gdzie 
na spotkania IETF  trzy razy do roku pojawia się około 2500 osób z 
całego świata. 
 
 
 
Grupa ta żyje własnym życiem ... 
 
 

““ WWee  rreejjeecctt   kkiinnggss,,  pprreessiiddeennttss  aanndd  vvoott iinngg..  WWee  bbeell iieevvee  iinn   rroouugghh  
ccoonnsseennssuuss  aanndd  rruunnnniinngg  ccooddee””   
              DDaavvee  CCllaarrkk  
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Pzykładowa lista pierwszych dokumentów RFC 
 

RFC INDEX 
 
 
0001 Host Software. S. Crocker. Apr-07-1969. (Format: TXT=21088 
bytes) 
     (Status: UNKNOWN) 
 
0002 Host software. B. Duvall. Apr-09-1969. (Format: TXT=17145 
bytes) 
     (Status: UNKNOWN) 
 
0003 Documentation conventions. S.D. Crocker. Apr-09-1969. (Format: 
     TXT=2323 bytes) (Obsoleted by RFC0010) (Status: UNKNOWN) 
 
0004 Network timetable. E.B. Shapiro. Mar-24-1969. (Format: 
TXT=5933 
     bytes) (Status: UNKNOWN) 
 
0005 Decode Encode Language (DEL). J. Rulifson. Jun-02-1969. 
(Format: 
     TXT=26408 bytes) (Status: UNKNOWN) 
 
0006 Conversation with Bob Kahn. S.D. Crocker. Apr-10-1969. 
(Format: 
     TXT=1568 bytes) (Status: UNKNOWN) 
 
0007 Host-IMP interface. G. Deloche. May-01-1969. (Format: 
TXT=13408 
     bytes) (Status: UNKNOWN) 
 
0008 Functional specifications for the ARPA Network. G. Deloche. 
     May-05-1969. (Not online) (Status: UNKNOWN) 
 
0009 Host software. G. Deloche. May-01-1969. (Not online) (Status: 
     UNKNOWN) 

itd. 
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WWssppóółłcczzeessnnee  IIEETTFF 
Internet Engineering Task Force (IETF ) jest olbrzymią 
międzynarodową społecznością projektantów sieci, operatorów sieci, 
producentów sprzętu i naukowców o charakterze otwartym. Swoje 
działania ma ukierunkowane na rozwój architektury sieci Internet i 
oprogramowania wykorzystujących tą sieć. Zaprasza do swoich 
szeregów wszystkich chętnych. 
 
Aktywna działalność IETF  zorganizowana jest w postaci grup 
roboczych, działających na wydzielonych obszarach. Celem grup 
roboczych jest rozwiązanie specyficznych problemów technicznych i 
opracowanie odpowiednich standardów. Większość pracy odbywa się 
poprzez fora dyskusyjne przy użyciu poczty elektronicznej. Trzy razy w 
roku organizowane są spotkania członków IETF. 
Każdy obszar działań posiada koordynatora, tzw. Area Director (AD), 
który wchodzi w skład rady Internet Engineering Steering Group 
(IESG). 
 
Zagadnieniami ogólnymi związanymi z architekturą sieci Internet 
zajmuje się rada Internet Architecture Board (IAB) . Jako ciało 
nadrzędne rozpatruje wszelkie zażalenia na działania IESG. Osoba o 
funkcji General Area Director (GAD) pełni również obowiązki szefa 
IESG i IETF i jest specjalnym członkiem rady IAB. 
 
IAB i IESG są wybierani przez Internet Society (ISOC). 
 
Internet Assigned Numbers Authority (IANA) jest centralnym 
koordynatorem przydzielającym i nadzorującym adresy IP oraz inne 
wartości specyficznych parametrów protokołów w taki sposób, aby 
zachować unikalność i jednoznaczność w skali globalnej. 
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GRUPY 
STANDARYZACYJNE:

“the IETF”“the IETF”

IRTFIRTFIRTFIRTF

IESGIESGIESGIESG

IANAIANAIANAIANAIANAIANAIANAIANA

RFC RFC RFC RFC 

areaareaareaarea areaareaareaarea

areaareaareaarea

Internet Internet 
SocietySociety
Internet Internet 
SocietySociety

IABIABIABIAB IASA IASA IASA IASA 

 

ISOC, Internet Society, Professional Organization 

IAB, Internet Architecture Board, Technical Advisory O rganization 

IRTF, Internet Research Task Force 

IASA, IETF Administrative Support Activity 

IANA, Internet Assigned Numbers Authority 

IETF, Internet Engineering Task Force, Technical Contri butory 
Organization 

RFC Editor , USC Information Sciences Institute 

IESG Internet Engineering Steering Group 
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TThhee  IInntteerrnneett   SSoocciieettyy  ((IISSOOCC)) 

  
NNoonn--pprr ooff ii tt ,,  nnoonn--ggoovveerr nnmmeennttaall ,,  iinntteerr nnaatt iioonnaall ,,  oorr ggaanniizzaaccjj aa  sskkuuppiiaajj ąąccaa  
pprr ooffeessjj oonnaall iissttóóww  
110000  oorr ggaanniizzaaccjj ii   2200,,000000  cczzłłoonnkkóóww  iinnddyywwiidduuaallnnyycchh  ww  118800  kkrr aajj aacchh  
IISSOOCC  wwyybbiieerraa  cczzłłoonnkkóóww::  IIAABB,,  IIEESSGG,,  IIAASSAA  
  
                  jjooiinn  aatt   wwwwww..iissoocc..oorrgg  
 
 
 

IInntteerrnneett   RReesseeaarrcchh  TTaasskk  FFoorrccee  ((IIRRTTFF)) 

SSkkuuppiioonnyy  nnaa  pprroobblleemmaacchh  ddłłuuggooffaalloowwyycchh  ww  ssiieeccii   IInntteerrnneett   
••  AAnntt ii --SSppaamm  
••  CCrr yyppttoo  FFoorr uummDDeellaayy--TToolleerr aanntt   NNeettwwoorr kkiinngg  
••  EEnndd--ttoo--EEnndd  HHoosstt   II ddeenntt ii ttyy  PPrr oottooccooll   II nntteerr nneett   MM eeaassuurr eemmeenntt   
••  II PP  MM oobbii ll ii ttyy  OOpptt iimmiizzaatt iioonnssNNeettwwoorr kk  MM aannaaggeemmeenntt   
••  PPeeeerr --ttoo--PPeeeerr   RRoouutt iinngg  
IInntteerrnneett   EEnnggiinneeeerr iinngg  SStteeeerr iinngg  GGrroouupp  ((IIEESSGG))IIEETTFF  CChhaaii rr   ++  

ddyyrreekkttoorroowwiiee  oobbsszzaarróóww  ((AADD  --  AArreeaa  DDiirreeccttoorrss))  
ZZaarrzząąddzzaanniiee  ddzziiaałłaanniiaammii   IIEETTFF  oorraazz  zzaattwwiieerrddzzaanniiee  ddookkuummeennttóóww  
RRFFCC    
PPoowwoołłyywwaanniiee  ggrruupp  rroobboocczzyycchh  ((WWGG  ––  WWoorrkkiinngg  GGrroouuppss))  
NNaaddzzóórr  nnaa  ppuubbll iikkaaccjjaammii   ddookkuummeennttóóww  pprrzzeezz  IIEETTFF  
PPrrzzeegglląądd  ii   kkoommeennttaarrzz  nnaa  tteemmaatt   ppuubbll iikkaaccjj ii   ssppoozzaa  IIEETTFF  
WWyybbiieerraannee  pprrzzeezz  IISSOOCC  

IIEETTFF  AAddmmiinniisstt rraatt iivvee  SSuuppppoorr tt   AAcctt iivv ii ttyy  ((IIAASSAA))ZZaapplleecczzee  
aaddmmiinniissttrraaccyyjjnnee  wwssppiieerraajjąąccee  pprroocceess  ppoowwssttaawwaanniiaa  ssttaannddaarrddóóww  IIEETTFF::  

••  OOddppoowwiieeddzziiaallnnaa  zzaa  bbuuddżżeett   ii   ff iinnaannssee  
••  OOrrggaanniizzaaccjjaa  ii   ff iinnaannssoowwaanniiee  ssppoottkkaańń  IIEETTFF::  ooppłłaattyy  ddllaa  

uucczzeessttnniikkóóww  
••  OObbssłłuuggaa  kkoonnttrraakkttóóww  
••  SSeekkrreettaarr iiaatt ,,  oorrggaanniizzoowwaanniiee  wwssppóółłpprraaccyy  ppoommiięęddzzyy  RRFFCC  EEddii ttoorr  &&  

IIEETTFF--IIAANNAA  zz  IIEETTFF  IIPPRR  
••  WWyybbiieerraannee  pprrzzeezz  IISSOOCC  
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IInntteerrnneett   AArrcchhii tteeccttuurree  BBooaarrdd  ((IIAABB))  
NNaaddaajj ee  kkiieerr uunnkkii   ddllaa  rr oozzwwoojj uu  ooggóóllnneejj   aarr cchhii tteekkttuurr yy  ssiieeccii   ii   ddoorr aaddzzaa  II EESSGG,,  
II EETTFF  ii   II SSOOCC..  
II nniiccjj uujj ee  nnoowwee  ggrr uuppyy  rr oobboocczzee  II EESSGG  
RRoozzwwiiąązzuujj ee  ssyyttuuaaccjj ee  kkoonnff ll iikkttoowwee  ppoommiięęddzzyy  II EETTFF  ii   śśwwiiaatteemm  
zzeewwnnęętt rr zznnyymm  
PPoowwoołłuujj ee  sszzeeffaa  II RRTTFF,,  wwyybbiieerr aa  II EETTFF  ––  II AANNAA,,  
NNaaddzzoorr uujj ee  pprr aaccęę  EEddyyttoorr aa  RRFFCC  
WWyybbiieerr aannyy  pprr zzee  II SSOOCC  
 
 
 

CCzzłłoonnkkoowwiiee  IIAABB  

BBeerrnnaarrdd  AAbboobbaa,,  Loa Andersson, BBrr iiaann  CCaarrppeenntteerr,,  
((nneeww  IIEETTFF  CChhaaii rr))LLeessll iiee  DDaaiiggllee,,  
((ccuurrrreenntt   IIAABB  cchhaaii rr))  PPaattrr iikk  FFääll ttsstt rröömm,,  
Kurtis Lindqvist, BBoobb  HHiinnddeenn,,  Dave Meyer, EErr iicc  RReessccoorr llaa,,  Pekka 
Nikander, PPeettee  RReessnniicckk,,  JJoonnaatthhaann  RRoosseennbbeerrgg,,  
Lixia Zhang  
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IInntteerrnneett   AAssssiiggnneedd  NNuummbbeerr   AAuutthhoorr ii ttyy  ((IIAANNAA))PPrrzzyyddzziieellaanniiee  
uunniikkaallnnyycchh  aaddrreessóóww  IIPP  oorraazz  iinnnnyycchh  ppaarraammeettrróóww  ddllaa  pprroottookkoołłóóww..  

••  ddeelleeggoowwaanniiee  nnaazzww  ddoommeenn  nnaa  44  ((ddzziiaałłaanniiee  nnaa  55--cciiuu))  
sseerrwwiissaacchh  nnaazzww  ddoommeenn  

••  ooppeerraaccjjee  nnaa  ddoommeennaacchh  oo  nnaajjwwyyżżsszzyymm  ppoozziioommiiee  ((TTLLDD  ––  TToopp  
LLeevveell   DDoommaaiinnss))  

••  ppoozzoossttaałłee  ddoommeennyy  ddeelleeggoowwaannee  ddoo  ppooddrrzzęęddnnyycchh  sseerrwwiissóóww  
DDNNSS  ((DDoommaaiinn  NNaammee  SSeerrvviicceess))  

FFuunnkkccjjee  ppooddzziieelloonnoo  pprrzzeekkaazzuujjąącc  cczzęęśśćć  ddoottyycczząąccąą  oobbssłłuuggii   
pprrzzyyddzziiaałłuu  aaddrreessóóww  IIPP  ii   rreejjeessttrraaccjj ii   nnaazzww  ssyymmbbooll iicczznnyycchh  ddoo  nnoowwoo  
ppoowwoołłaanneejj   IICCAANNNN  ((IInntteerrnneett   CCoorrppoorraatt iioonn  ffoorr   AAssssiiggnneedd  NNaammeess  aanndd  
NNuummbbeerrss)),,  kkttóórraa  jjeesstt   nniieezzaalleeżżnnąą  kkoorrppoorraaccjjąą  nnaa  kkoonnttrraakkcciiee  zz  
rrzząąddeemm  UUSSAA  
TTeerraazz  ddwwiiee  cczzęęśśccii ::   

--  IIEETTFF--IIAANNAA  
--  nnoonn--IIEETTFF--IIAANNAA  

 
Obszary działań IETF  
 

IIEETTFF  CChhaaiirr  &&  AADD  ffoorr    
••  GGeenneerraall  AArreeaa  ((ggeenn))  ((33  WWGGss))  BBrriiaann  CCaarrppeenntteerr  cchhaaiirr@@iieettff..oorrgg  
••  AApppplliiccaattiioonnss  ((aapppp))  ((1144  WWGGss))  TTeedd  HHaarrddiiee  hardie@qualcomm.com, 

SSccootttt  HHoolllleennbbeecckk  sah@428cobrajet.ne  
••  IInntteerrnneett  ((iinntt))  ((2211  WWGGss))  MMaarrkk  TToowwnnsslleeyy  

townsley@cisco.comMMaarrggaarreett  WWaasssseerrmmaann  
mmaarrggaarreett@@tthhiinnggmmaaggiicc..ccoomm  

••  OOppeerraattiioonnss  &&  MMaannaaggeemmeenntt  ((ooppss))  ((2233  WWGGss))DDaavviidd  KKeesssseennss  
ddaavviidd..kkeesssseennss@@nnookkiiaa..ccoomm  BBeerrtt  WWiijjnneenn  bbwwiijjnneenn@@lluucceenntt..ccoomm  

••  RRoouuttiinngg  ((rr ttgg))  ((1144  WWGGss))BBiillll  FFeennnneerr  ffeennnneerr@@rreesseeaarrcchh..aatttt..ccoomm,,  AAlleexx  
ZZiinniinn  zziinniinn@@ppssgg..ccoomm  

••  SSeeccuurriittyy  ((sseecc))  ((2222  WWGGss))  SSaamm  HHaarrttmmaann  hartmans-ietf@mit.edu,,  
RRuussss  HHoouusslleeyy  hhoouusslleeyy@@vviiggiillsseecc..ccoomm  

••  TTrraannssppoorrtt  SSeerrvviicceess  ((ttssvv))  ((2277  WWGGss))AAlllliissoonn  MMaannkkiinn  
mmaannkkiinn@@ppssgg..ccoomm,,  JJoonn  PPeetteerrssoonn  <<jjoonn..ppeetteerrssoonn@@nneeuussttaarr..bbiizz>>  
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Active IETF Working Groups  
 

This list and the associated charters were generated on May 3, 2006 at 15:2:7  

If you find errors, please notify ietf-web@ietf.org.  

Can't find a specific Working Group? It may no longer be active. Check the list of Concluded Working 
Groups.  

 
Table of Contents 

•  Applications Area  
•  General Area  
•  Internet Area  
•  Operations and Management Area  
•  Real-time Applications and Infrastructure Area  
•  Routing Area  
•  Security Area  
•  Transport Area  

 
Applications Area 

Area Director(s):  
•  Ted Hardie <hardie@qualcomm.com> 
•  Lisa Dusseault <lisa@osafoundation.org> 
 
Area Specific Web Page: 
•  Applications Area Web Page 
 
Working Groups: 

           

 atompub Atom Publishing Format and Protocol 

 calsify Calendaring and Scheduling Standards Simplification 

 crisp Cross Registry Information Service Protocol 

 eai Email Address Internationalization 

 imapext Internet Message Access Protocol Extension 

 ldapbis LDAP (v3) Revision 

 lemonade Enhancements to Internet email to support diverse service environments 

 ltru Language Tag Registry Update 

 opes Open Pluggable Edge Services 

 sieve Sieve Mail Filtering Language 

 usefor Usenet Article Standard Update 

 webdav WWW Distributed Authoring and Versioning 

 widex Widget Description Exchange Service 
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General Area 
Area Director(s):  
•  Brian Carpenter <brc@zurich.ibm.com> 
 
Working Groups: 

           

 ipr Intellectual Property Rights 

 newtrk New IETF Standards Track Discussion 
 

Internet Area 
Area Director(s):  
•  Jari Arkko <jari.arkko@piuha.net> 
•  Mark Townsley <townsley@cisco.com> 
 
Area Specific Mailing List: 
•  Internet Area Mailing List 
 
Working Groups: 

           

 6lowpan IPv6 over Low power WPAN 

 autoconf Ad-Hoc Network Autoconfiguration 

 dhc Dynamic Host Configuration 

 dna Detecting Network Attachment 

 dnsext DNS Extensions 

 eap Extensible Authentication Protocol 

 hip Host Identity Protocol 

 ipdvb IP over DVB 

 ipoib IP over InfiniBand 

 iporpr IP over Resilient Packet Rings 

 ipv6 IP Version 6 Working Group 

 l2tpext Layer Two Tunneling Protocol Extensions 

 l2vpn Layer 2 Virtual Private Networks 

 l3vpn Layer 3 Virtual Private Networks 

 magma Multicast & Anycast Group Membership 

 mip4 Mobility for IPv4 

 mip6 Mobility for IPv6 

 mipshop MIPv6 Signaling and Handoff Optimization 

 monami6 Mobile Nodes and Multiple Interfaces in IPv6 

 nemo Network Mobility 

 netlmm Network-based Localized Mobility Management 

 ntp Network Time Protocol 

 pana Protocol for carrying Authentication for Network Access 

 pppext Point-to-Point Protocol Extensions 
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 pwe3 Pseudo Wire Emulation Edge to Edge 

 shim6 Site Multihoming by IPv6 Intermediation 

 softwire Softwires 

 trill  Transparent Interconnection of Lots of Links 
 

Operations and Management Area 
Area Director(s):  
•  Dan Romascanu <dromasca@avaya.com> 
•  David Kessens <david.kessens@nokia.com> 
 
Area Specific Web Page: 
•  O&M Area Web Page 
 
Working Groups: 

           

 aaa Authentication, Authorization and Accounting 

 adslmib ADSL MIB 

 bmwg Benchmarking Methodology 

 capwap Control And Provisioning of Wireless Access Points 

 dime Diameter Maintenance and Extensions 

 disman Distributed Management 

 dnsop Domain Name System Operations 

 grow Global Routing Operations 

 hubmib Ethernet Interfaces and Hub MIB 

 imss Internet and Management Support for Storage 

 ipcdn IP over Cable Data Network 

 ipfix  IP Flow Information Export 

 mboned MBONE Deployment 

 multi6 Site Multihoming in IPv6 

 netconf Network Configuration 

 opsec Operational Security Capabilities for IP Network Infrastructure 

 psamp Packet Sampling 

 radext RADIUS EXTensions 

 rmonmib Remote Network Monitoring 

 v6ops IPv6 Operations 
 

Real-time Applications and Infrastructure Area 
Area Director(s):  
•  Jon Peterson <jon.peterson@neustar.biz> 
•  Cullen Jennings <fluffy@cisco.com> 
 
Working Groups: 
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 avt Audio/Video Transport 

 ecrit Emergency Context Resolution with Internet Technologies 

 enum Telephone Number Mapping 

 geopriv Geographic Location/Privacy 

 ieprep Internet Emergency Preparedness 

 iptel IP Telephony 

 mmusic Multiparty Multimedia Session Control 

 sigtran Signaling Transport 

 simple SIP for Instant Messaging and Presence Leveraging Extensions 

 sip Session Initiation Protocol 

 sipping Session Initiation Proposal Investigation 

 speechsc Speech Services Control 

 speermint Session PEERing for Multimedia INTerconnect 

 xcon Centralized Conferencing 
 

Routing Area 
Area Director(s):  
•  Ross Callon <rcallon@juniper.net> 
•  Bill Fenner <fenner@research.att.com> 
 
Area Specific Web Page: 
•  Routing Area Web Page 
 
Working Groups: 

           

 bfd Bidirectional Forwarding Detection 

 ccamp Common Control and Measurement Plane 

 forces Forwarding and Control Element Separation 

 idr Inter-Domain Routing 

 isis IS-IS for IP Internets 

 l1vpn Layer 1 Virtual Private Networks 

 manet Mobile Ad-hoc Networks 

 mpls Multiprotocol Label Switching 

 ospf Open Shortest Path First IGP 

 pce Path Computation Element 

 pim Protocol Independent Multicast 

 rpsec Routing Protocol Security Requirements 

 rtgwg Routing Area Working Group 

 sidr Secure Inter-Domain Routing 

 ssm Source-Specific Multicast 

 vrrp Virtual Router Redundancy Protocol 
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Security Area 
Area Director(s):  
•  Russ Housley <housley@vigilsec.com> 
•  Sam Hartman <hartmans-ietf@mit.edu> 
 
Area Specific Web Page: 
•  Security Area Web Page 
 
Working Groups: 

           

 btns Better-Than-Nothing Security 

 dkim Domain Keys Identified Mail 

 emu EAP Method Update 

 inch Extended Incident Handling 

 isms Integrated Security Model for SNMP 

 kitten Kitten (GSS-API Next Generation) 

 krb-wg Kerberos WG 

 ltans Long-Term Archive and Notary Services 

 msec Multicast Security 

 openpgp An Open Specification for Pretty Good Privacy 

 pki4ipsec Profiling Use of PKI in IPSEC 

 pkix Public-Key Infrastructure (X.509) 

 sasl Simple Authentication and Security Layer 

 secsh Secure Shell 

 smime S/MIME Mail Security 

 syslog Security Issues in Network Event Logging 

 tls Transport Layer Security 
 

Transport Area 
Area Director(s):  
•  Magnus Westerlund <magnus.westerlund@ericsson.com> 
•  Lars Eggert <lars.eggert@netlab.nec.de> 
 
Working Groups: 

           

 behave Behavior Engineering for Hindrance Avoidance 

 dccp Datagram Congestion Control Protocol 

 fecframe FEC Framework 

 ippm IP Performance Metrics 

 ips IP Storage 

 midcom Middlebox Communication 

 nfsv4 Network File System Version 4 

 nsis Next Steps in Signaling 
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 pmtud Path MTU Discovery 

 rddp Remote Direct Data Placement 

 rmt Reliable Multicast Transport 

 rohc Robust Header Compression 

 rserpool Reliable Server Pooling 

 tcpm TCP Maintenance and Minor Extensions 

 tsvwg Transport Area Working Group 
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Przykład działania jednej z grup roboczych IETF z obszaru:   
Operations and Management Area 
 

Authentication, Authorization and Accounting (aaa) 

Last Modified: 2006-03-24  

Chair(s): 
•  Bernard Aboba <bernarda@microsoft.com>  

•  David Mitton <david@mitton.com>  

•  John Loughney <john.loughney@nokia.com>  

Operations and Management Area Director(s): 
•  Dan Romascanu <dromasca@avaya.com>  
•  David Kessens <david.kessens@nokia.com>  

Operations and Management Area Advisor: 
•  Dan Romascanu <dromasca@avaya.com>  

Mailing Lists: 
General Discussion: aaa-wg@merit.edu 
To Subscribe: majordomo@merit.edu 
In Body: subscribe aaa-wg 
Archive: http://www.merit.edu/mail.archives/aaa-wg/ 

Description of Working Group: 
The Authentication, Authorization and Accounting Working Group 
focused on the development of requirements for Authentication, 
Authorization and Accounting as applied to network access. 
Requirements were gathered from NASREQ, MOBILE IP, and ROAMOPS 
Working Groups as well as TIA 45.6. The AAA WG then solicited 
submission of protocols meeting the requirements, and evaluated 
the submissions. 
 
This incarnation of the AAA Working Group will focus on development 
of an IETF Standards track protocol, based on the DIAMETER submission. 
 
In this process, it is to be understood that the IETF does not function 
as a rubber stamp. It is likely that the protocol will be changed 
significantly during the process of development. 
The immediate goals of the AAA working group are to address the  
following issues: 
- Clarity. The protocol documents should clearly describe the contents 
  of typical messages and the requirements for interoperability. 
- Error messages. The protocol should define categories of error  
  messages, enabling implementations to respond correctly based on the  
  category. The set of error messages should cover the full range of  
  operational problems. 
- Accounting. The accounting operational model should be described for  
  each type of network access. 
- IPv6. The protocol must include attributes in support for IPv6 
  network access and must be transportable over IPv6. 
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- Transport. The protocol should be transport independent and must  
  define at least one mandatory-to-implement transport mapping. Other  
  transport mappings may also be defined. All transport mappings must  
  effectively support congestion control. 
- Explicit proxy support. The protocol should offer explicit support 
  for proxies, including support for automated message routing, route 
  recording, and (where necessary) path hiding. 
- RADIUS compatibility. The protocol should provide improved RADIUS  
  backward compatibility in the case where only RADIUS attributes are  
  used or where RADIUS proxies or servers exist in the path. 
- Security. The protocol should define a lightweight data object  
  security model that is implementable on NASes. 
- Data model. The proposal should offer logical separation between the 
  protocol and the data model and should support rich data types. 
 
- MIBs. A MIB must be defined, supporting both IPv4 and IPv6 operation. 

Goals and Milestones: 
Done    Submission of requirements document as an Informational RFC.  

Done    Submission of evaluation document as an Informational RFC.  

Done    Submission of design team recommendations on protocol improvements.  

Done    Incorporation of design team recommendations into protocol submission. 

Done    Submission of AAA Transport as a Proposed Standard RFC  

Done    Submission of Diameter Base as a Proposed Standard RFC  

Done    Submission of Diameter NASREQ as a Proposed Standard RFC  

Done    Submission of Diameter EAP as a Proposed Standard RFC  

Done    Submission of Diameter Credit Control as a Proposed Standard RFC  

Done    Submission of Diameter SIP application as a Proposed Standard RFC  

Internet-Drafts: 
Diameter Session Initiation Protocol (SIP) Application (198160 bytes) 

Request For Comments: 
Accounting Attributes and Record Formats (RFC 2924) (75561 bytes)  
Introduction to Accounting Management (RFC 2975) (129771 bytes)  
Criteria for Evaluating AAA Protocols for Network Access (RFC 2989) (53197 bytes)  
Authentication, Authorization, and Accounting:Protocol Evaluation (RFC 3127) (170579 bytes)  
Authentication, Authorization and Accounting (AAA) Transport Profile (RFC 3539) (93110 bytes)  
Diameter Base Protocol (RFC 3588) (341261 bytes)  
Diameter Mobile IPv4 Application (RFC 4004) (128210 bytes)  
Diameter Network Access Server Application (RFC 4005) (198871 bytes)  
Diameter Credit-Control Application (RFC 4006) (288794 bytes)  
Diameter Extensible Authentication Protocol (EAP) Application (RFC 4072) (79965 bytes) 
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• Wszystkie dokumenty są jawne 
• Bezpłatna dystrybucja 
• Dokumenty RFC II nntteerr nneett--DDrr aaff ttss  mmoożżee  pprr zzyyssłłaaćć  kkaażżddyy 

o oocczzeekkuujj ąą  nnaa  ddyysskkuussjj ęę  ii   kkoommeennttaarr zzee przez 6 miesięcy 
• Niektóre dokumenty RFC opatrzone są ID grupy roboczej 
• Raz opublikowane RFC nigdy nie ulegają zmianie, wszelkie błędy 

są ujawniane na erratach do RFC 
• Są różne typy dokumentów RFC – nie wszystkie są standardami: 

o informacyjne 
o eksperymentalne 
o BCP (Best Current Practices) 
o standardy: 

� PPrr ooppoosseedd  SSttaannddaarr dd   
� DDrr aaff tt   SSttaannddaarr dd 
� II nntteerr nneett   SSttaannddaarr dd 
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Number Title  Author or 
Ed. 

Date Format More Info 
(Obs&Upd) 

Status 

STD0009 
RFC0959 

File Transfer 
Protocol 

J. Postel, J. 
Reynolds 

October 
1985 

ASCII Obsoletes 
RFC765, 
Updated by 
RFC2228, 
RFC2640, 
RFC2773 

STD 

RFC4217 Securing FTP with 
TLS  

P. Ford-
Hutchinson 

October 
2005 

ASCII   PROPOSED 
STANDARD 

RFC2640 Internationalization 
of the File Transfer 
Protocol  

B. Curtin July 1999 ASCII Updates 
RFC959  

PROPOSED 
STANDARD 

RFC2585 Internet X.509 
Public Key 
Infrastructure 
Operational 
Protocols: FTP and 
HTTP   

R. Housley, 
P. Hoffman 

May 1999 ASCII   PROPOSED 
STANDARD 

RFC2577 FTP Security 
Considerations  

M. Allman, 
S. 
Ostermann 

May 1999 ASCII   INFORMATIONAL 

RFC2428 FTP Extensions for 
IPv6 and NATs  

M. Allman, 
S. 
Ostermann, 
C. Metz 

September 
1998 

ASCII   PROPOSED 
STANDARD 

RFC2389 Feature negotiation 
mechanism for the 
File Transfer 
Protocol  

P. Hethmon, 
R. Elz 

August 
1998 

ASCII   PROPOSED 
STANDARD 

RFC2228 FTP Security 
Extensions  

M. 
Horowitz, S. 
Lunt 

October 
1997 

ASCII Updates 
RFC959  

PROPOSED 
STANDARD 

RFC2204 ODETTE File 
Transfer Protocol  

D. Nash September 
1997 

ASCII   INFORMATIONAL 

RFC1739 A Primer On 
Internet and 
TCP/IP Tools  

G. Kessler, 
S. Shepard 

December 
1994 

ASCII Obsoleted 
by 
RFC2151  
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                      FILE TRANSFER PROTOCOL (FTP) 
 
 
Status of this Memo 
 
   This memo is the official specification of the F ile Transfer 
   Protocol (FTP).  Distribution of this memo is un limited. 
 
   The following new optional commands are included  in this edition of 
   the specification: 
 
      CDUP (Change to Parent Directory), SMNT (Stru cture Mount), STOU 
      (Store Unique), RMD (Remove Directory), MKD ( Make Directory), PWD 
      (Print Directory), and SYST (System). 
 
   Note that this specification is compatible with the previous edition. 
 
1.  INTRODUCTION 
 
   The objectives of FTP are 1) to promote sharing of files (computer 
   programs and/or data), 2) to encourage indirect or implicit (via 
   programs) use of remote computers, 3) to shield a user from 
   variations in file storage systems among hosts, and 4) to transfer 
   data reliably and efficiently.  FTP, though usab le directly by a user 
   at a terminal, is designed mainly for use by pro grams. 
 
   The attempt in this specification is to satisfy the diverse needs of 
   users of maxi-hosts, mini-hosts, personal workst ations, and TACs, 
   with a simple, and easily implemented protocol d esign. 
 
   This paper assumes knowledge of the Transmission  Control Protocol 
   (TCP) [2] and the Telnet Protocol [3].  These do cuments are contained 
   in the ARPA-Internet protocol handbook [1]. 
 
2.  OVERVIEW 
 
   In this section, the history, the terminology, a nd the FTP model are 
   discussed.  The terms defined in this section ar e only those that 
   have special significance in FTP.  Some of the t erminology is very 
   specific to the FTP model; some readers may wish  to turn to the 
   section on the FTP model while reviewing the ter minology. 
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   2.1.  HISTORY 
 
      FTP has had a long evolution over the years.  Appendix III is a 
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      chronological compilation of Request for Comm ents documents 
      relating to FTP.  These include the first pro posed file transfer 
      mechanisms in 1971 that were developed for im plementation on hosts 
      at M.I.T. (RFC 114), plus comments and discus sion in RFC 141. 
 
      RFC 172 provided a user-level oriented protoc ol for file transfer 
      between host computers (including terminal IM Ps).  A revision of 
      this as RFC 265, restated FTP for additional review, while RFC 281 
      suggested further changes.  The use of a "Set  Data Type" 
      transaction was proposed in RFC 294 in Januar y 1982. 
 
      RFC 354 obsoleted RFCs 264 and 265.  The File  Transfer Protocol 
      was now defined as a protocol for file transf er between HOSTs on 
      the ARPANET, with the primary function of FTP  defined as 
      transfering files efficiently and reliably am ong hosts and 
      allowing the convenient use of remote file st orage capabilities. 
      RFC 385 further commented on errors, emphasis  points, and 
      additions to the protocol, while RFC 414 prov ided a status report 
      on the working server and user FTPs.  RFC 430 , issued in 1973, 
      (among other RFCs too numerous to mention) pr esented further 
      comments on FTP.  Finally, an "official" FTP document was 
      published as RFC 454. 
 
      By July 1973, considerable changes from the l ast versions of FTP 
      were made, but the general structure remained  the same.  RFC 542 
      was published as a new "official" specificati on to reflect these 
      changes.  However, many implementations based  on the older 
      specification were not updated. 
 
      In 1974, RFCs 607 and 614 continued comments on FTP.  RFC 624 
      proposed further design changes and minor mod ifications.  In 1975, 
      RFC 686 entitled, "Leaving Well Enough Alone" , discussed the 
      differences between all of the early and late r versions of FTP. 
      RFC 691 presented a minor revision of RFC 686 , regarding the 
      subject of print files. 
 
      Motivated by the transition from the NCP to t he TCP as the 
      underlying protocol, a phoenix was born out o f all of the above 
      efforts in RFC 765 as the specification of FT P for use on TCP. 
 
      This current edition of the FTP specification  is intended to 
      correct some minor documentation errors, to i mprove the 
      explanation of some protocol features, and to  add some new 
      optional commands. 
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      In particular, the following new optional com mands are included in 
      this edition of the specification: 
 
         CDUP - Change to Parent Directory 
 
         SMNT - Structure Mount 
 
         STOU - Store Unique 
 
         RMD - Remove Directory 
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         MKD - Make Directory 
 
         PWD - Print Directory 
 
         SYST - System 
 
      This specification is compatible with the pre vious edition.  A 
      program implemented in conformance to the pre vious specification 
      should automatically be in conformance to thi s specification. 
 
   2.2.  TERMINOLOGY 
 
      ASCII 
 
         The ASCII character set is as defined in t he ARPA-Internet 
         Protocol Handbook.  In FTP, ASCII characte rs are defined to be 
         the lower half of an eight-bit code set (i .e., the most 
         significant bit is zero). 
 
      access controls 
 
         Access controls define users' access privi leges to the use of a 
         system, and to the files in that system.  Access controls are 
         necessary to prevent unauthorized or accid ental use of files. 
         It is the prerogative of a server-FTP proc ess to invoke access 
         controls. 
 
      byte size 
 
         There are two byte sizes of interest in FT P:  the logical byte 
         size of the file, and the transfer byte si ze used for the 
         transmission of the data.  The transfer by te size is always 8 
         bits.  The transfer byte size is not neces sarily the byte size 
         in which data is to be stored in a system,  nor the logical byte 
         size for interpretation of the structure o f the data. 
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      control connection 
 
         The communication path between the USER-PI  and SERVER-PI for 
         the exchange of commands and replies.  Thi s connection follows 
         the Telnet Protocol. 
 
      data connection 
 
         A full duplex connection over which data i s transferred, in a 
         specified mode and type. The data transfer red may be a part of 
         a file, an entire file or a number of file s.  The path may be 
         between a server-DTP and a user-DTP, or be tween two 
         server-DTPs. 
 
      data port 
 
         The passive data transfer process "listens " on the data port 
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         for a connection from the active transfer process in order to 
         open the data connection. 
 
      DTP 
 
         The data transfer process establishes and manages the data 
         connection.  The DTP can be passive or act ive. 
 
      End-of-Line 
 
         The end-of-line sequence defines the separ ation of printing 
         lines.  The sequence is Carriage Return, f ollowed by Line Feed. 
 
      EOF 
 
         The end-of-file condition that defines the  end of a file being 
         transferred. 
 
      EOR 
 
         The end-of-record condition that defines t he end of a record 
         being transferred. 
 
      error recovery 
 
         A procedure that allows a user to recover from certain errors 
         such as failure of either host system or t ransfer process.  In 
         FTP, error recovery may involve restarting  a file transfer at a 
         given checkpoint. 
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      FTP commands 
 
         A set of commands that comprise the contro l information flowing 
         from the user-FTP to the server-FTP proces s. 
 
      file 
 
         An ordered set of computer data (including  programs), of 
         arbitrary length, uniquely identified by a  pathname. 
 
      mode 
 
         The mode in which data is to be transferre d via the data 
         connection.  The mode defines the data for mat during transfer 
         including EOR and EOF.  The transfer modes  defined in FTP are 
         described in the Section on Transmission M odes. 
 
      NVT 
 
         The Network Virtual Terminal as defined in  the Telnet Protocol. 
 
      NVFS 
 
         The Network Virtual File System.  A concep t which defines a 
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         standard network file system with standard  commands and 
         pathname conventions. 
 
      page 
 
         A file may be structured as a set of indep endent parts called 
         pages.  FTP supports the transmission of d iscontinuous files as 
         independent indexed pages. 
 
      pathname 
 
         Pathname is defined to be the character st ring which must be 
         input to a file system by a user in order to identify a file. 
         Pathname normally contains device and/or d irectory names, and 
         file name specification.  FTP does not yet  specify a standard 
         pathname convention.  Each user must follo w the file naming 
         conventions of the file systems involved i n the transfer. 
 
      PI 
 
         The protocol interpreter.  The user and se rver sides of the 
         protocol have distinct roles implemented i n a user-PI and a 
         server-PI. 
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      record 
 
         A sequential file may be structured as a n umber of contiguous 
         parts called records.  Record structures a re supported by FTP 
         but a file need not have record structure.  
 
      reply 
 
         A reply is an acknowledgment (positive or negative) sent from 
         server to user via the control connection in response to FTP 
         commands.  The general form of a reply is a completion code 
         (including error codes) followed by a text  string.  The codes 
         are for use by programs and the text is us ually intended for 
         human users. 
 
      server-DTP 
 
         The data transfer process, in its normal " active" state, 
         establishes the data connection with the " listening" data port. 
         It sets up parameters for transfer and sto rage, and transfers 
         data on command from its PI.  The DTP can be placed in a 
         "passive" state to listen for, rather than  initiate a 
         connection on the data port. 
 
      server-FTP process 
 
         A process or set of processes which perfor m the function of 
         file transfer in cooperation with a user-F TP process and, 
         possibly, another server.  The functions c onsist of a protocol 
         interpreter (PI) and a data transfer proce ss (DTP). 
 



STANDARDY SIECI INTERNET  43 

      server-PI 
 
         The server protocol interpreter "listens" on Port L for a 
         connection from a user-PI and establishes a control 
         communication connection.  It receives sta ndard FTP commands 
         from the user-PI, sends replies, and gover ns the server-DTP. 
 
      type 
 
         The data representation type used for data  transfer and 
         storage.  Type implies certain transformat ions between the time 
         of data storage and data transfer.  The re presentation types 
         defined in FTP are described in the Sectio n on Establishing 
         Data Connections. 
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      user 
 
         A person or a process on behalf of a perso n wishing to obtain 
         file transfer service.  The human user may  interact directly 
         with a server-FTP process, but use of a us er-FTP process is 
         preferred since the protocol design is wei ghted towards 
         automata. 
 
      user-DTP 
 
         The data transfer process "listens" on the  data port for a 
         connection from a server-FTP process.  If two servers are 
         transferring data between them, the user-D TP is inactive. 
 
      user-FTP process 
 
         A set of functions including a protocol in terpreter, a data 
         transfer process and a user interface whic h together perform 
         the function of file transfer in cooperati on with one or more 
         server-FTP processes.  The user interface allows a local 
         language to be used in the command-reply d ialogue with the 
         user. 
 
      user-PI 
 
         The user protocol interpreter initiates th e control connection 
         from its port U to the server-FTP process,  initiates FTP 
         commands, and governs the user-DTP if that  process is part of 
         the file transfer. 
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   2.3.  THE FTP MODEL 
 
      With the above definitions in mind, the follo wing model (shown in 
      Figure 1) may be diagrammed for an FTP servic e. 
 
                                            ------- ------ 
                                            |/----- ----\| 
                                            ||   Us er  ||    -------- 
                                            ||Inter face|<--->| User | 
                                            |\----^ ----/|    -------- 
                  ----------                |     |      | 
                  |/------\|  FTP Commands  |/----V ----\| 
                  ||Server|<---------------->|   Us er  || 
                  ||  PI  ||   FTP Replies  ||    P I   || 
                  |\--^---/|                |\----^ ----/| 
                  |   |    |                |     |      | 
      --------    |/--V---\|      Data      |/----V ----\|    -------- 
      | File |<--->|Server|<---------------->|  Use r   |<--->| File | 
      |System|    || DTP  ||   Connection   ||   DT P   ||    |System| 
      --------    |\------/|                |\----- ----/|    -------- 
                  ----------                ------- ------ 
 
                  Server-FTP                   USER -FTP 
 
      NOTES: 1. The data connection may be used in either direction. 
             2. The data connection need not exist all of the time. 
 
                      Figure 1  Model for FTP Use 
 
      In the model described in Figure 1, the user- protocol interpreter 
      initiates the control connection.  The contro l connection follows 
      the Telnet protocol.  At the initiation of th e user, standard FTP 
      commands are generated by the user-PI and tra nsmitted to the 
      server process via the control connection.  ( The user may 
      establish a direct control connection to the server-FTP, from a 
      TAC terminal for example, and generate standa rd FTP commands 
      independently, bypassing the user-FTP process .) Standard replies 
      are sent from the server-PI to the user-PI ov er the control 
      connection in response to the commands. 
 
      The FTP commands specify the parameters for t he data connection 
      (data port, transfer mode, representation typ e, and structure) and 
      the nature of file system operation (store, r etrieve, append, 
      delete, etc.).  The user-DTP or its designate  should "listen" on 
      the specified data port, and the server initi ate the data 
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      connection and data transfer in accordance wi th the specified 
      parameters.  It should be noted that the data  port need not be in 
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      the same host that initiates the FTP commands  via the control 
      connection, but the user or the user-FTP proc ess must ensure a 
      "listen" on the specified data port.  It ough t to also be noted 
      that the data connection may be used for simu ltaneous sending and 
      receiving. 
 
      In another situation a user might wish to tra nsfer files between 
      two hosts, neither of which is a local host. The user sets up 
      control connections to the two servers and th en arranges for a 
      data connection between them.  In this manner , control information 
      is passed to the user-PI but data is transfer red between the 
      server data transfer processes.  Following is  a model of this 
      server-server interaction. 
 
       
                    Control     ------------   Cont rol 
                    ---------->| User-FTP |<------- ---- 
                    |          | User-PI  |           | 
                    |          |   "C"    |           | 
                    V          ------------           V 
            --------------                        - ------------- 
            | Server-FTP |   Data Connection      |  Server-FTP | 
            |    "A"     |<---------------------->|     "B"     | 
            -------------- Port (A)      Port (B) - ------------- 
       
 
                                 Figure 2 
 
      The protocol requires that the control connec tions be open while 
      data transfer is in progress.  It is the resp onsibility of the 
      user to request the closing of the control co nnections when 
      finished using the FTP service, while it is t he server who takes 
      the action.  The server may abort data transf er if the control 
      connections are closed without command. 
 
      The Relationship between FTP and Telnet: 
 
         The FTP uses the Telnet protocol on the co ntrol connection. 
         This can be achieved in two ways: first, t he user-PI or the 
         server-PI may implement the rules of the T elnet Protocol 
         directly in their own procedures; or, seco nd, the user-PI or 
         the server-PI may make use of the existing  Telnet module in the 
         system. 
 
         Ease of implementaion, sharing code, and m odular programming 
         argue for the second approach.  Efficiency  and independence 
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         argue for the first approach.  In practice , FTP relies on very 
         little of the Telnet Protocol, so the firs t approach does not 
         necessarily involve a large amount of code . 
 
3.  DATA TRANSFER FUNCTIONS 
 
   Files are transferred only via the data connecti on.  The control 
   connection is used for the transfer of commands,  which describe the 
   functions to be performed, and the replies to th ese commands (see the 
   Section on FTP Replies).  Several commands are c oncerned with the 
   transfer of data between hosts.  These data tran sfer commands include 
   the MODE command which specify how the bits of t he data are to be 
   transmitted, and the STRUcture and TYPE commands , which are used to 
   define the way in which the data are to be repre sented.  The 
   transmission and representation are basically in dependent but the 
   "Stream" transmission mode is dependent on the f ile structure 
   attribute and if "Compressed" transmission mode is used, the nature 
   of the filler byte depends on the representation  type. 
 
   3.1.  DATA REPRESENTATION AND STORAGE 
 
      Data is transferred from a storage device in the sending host to a 
      storage device in the receiving host.  Often it is necessary to 
      perform certain transformations on the data b ecause data storage 
      representations in the two systems are differ ent.  For example, 
      NVT-ASCII has different data storage represen tations in different 
      systems.  DEC TOPS-20s's generally store NVT- ASCII as five 7-bit 
      ASCII characters, left-justified in a 36-bit word. IBM Mainframe's 
      store NVT-ASCII as 8-bit EBCDIC codes.  Multi cs stores NVT-ASCII 
      as four 9-bit characters in a 36-bit word.  I t is desirable to 
      convert characters into the standard NVT-ASCI I representation when 
      transmitting text between dissimilar systems.   The sending and 
      receiving sites would have to perform the nec essary 
      transformations between the standard represen tation and their 
      internal representations. 
 
      A different problem in representation arises when transmitting 
      binary data (not character codes) between hos t systems with 
      different word lengths.  It is not always cle ar how the sender 
      should send data, and the receiver store it.  For example, when 
      transmitting 32-bit bytes from a 32-bit word- length system to a 
      36-bit word-length system, it may be desirabl e (for reasons of 
      efficiency and usefulness) to store the 32-bi t bytes 
      right-justified in a 36-bit word in the latte r system.  In any 
      case, the user should have the option of spec ifying data 
      representation and transformation functions.  It should be noted 
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      that FTP provides for very limited data type representations. 
      Transformations desired beyond this limited c apability should be 
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      performed by the user directly. 
 
      3.1.1.  DATA TYPES 
 
         Data representations are handled in FTP by  a user specifying a 
         representation type.  This type may implic itly (as in ASCII or 
         EBCDIC) or explicitly (as in Local byte) d efine a byte size for 
         interpretation which is referred to as the  "logical byte size." 
         Note that this has nothing to do with the byte size used for 
         transmission over the data connection, cal led the "transfer 
         byte size", and the two should not be conf used.  For example, 
         NVT-ASCII has a logical byte size of 8 bit s.  If the type is 
         Local byte, then the TYPE command has an o bligatory second 
         parameter specifying the logical byte size .  The transfer byte 
         size is always 8 bits. 
 
         3.1.1.1.  ASCII TYPE 
 
            This is the default type and must be ac cepted by all FTP 
            implementations.  It is intended primar ily for the transfer 
            of text files, except when both hosts w ould find the EBCDIC 
            type more convenient. 
 
            The sender converts the data from an in ternal character 
            representation to the standard 8-bit NV T-ASCII 
            representation (see the Telnet specific ation).  The receiver 
            will convert the data from the standard  form to his own 
            internal form. 
 
            In accordance with the NVT standard, th e <CRLF> sequence 
            should be used where necessary to denot e the end of a line 
            of text.  (See the discussion of file s tructure at the end 
            of the Section on Data Representation a nd Storage.) 
 
            Using the standard NVT-ASCII representa tion means that data 
            must be interpreted as 8-bit bytes. 
 
            The Format parameter for ASCII and EBCD IC types is discussed 
            below. 
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         3.1.1.2.  EBCDIC TYPE 
 
            This type is intended for efficient tra nsfer between hosts 
            which use EBCDIC for their internal cha racter 
            representation. 
 
            For transmission, the data are represen ted as 8-bit EBCDIC 
            characters.  The character code is the only difference 
            between the functional specifications o f EBCDIC and ASCII 
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            types. 
 
            End-of-line (as opposed to end-of-recor d--see the discussion 
            of structure) will probably be rarely u sed with EBCDIC type 
            for purposes of denoting structure, but  where it is 
            necessary the <NL> character should be used. 
 
         3.1.1.3.  IMAGE TYPE 
 
            The data are sent as contiguous bits wh ich, for transfer, 
            are packed into the 8-bit transfer byte s.  The receiving 
            site must store the data as contiguous bits.  The structure 
            of the storage system might necessitate  the padding of the 
            file (or of each record, for a record-s tructured file) to 
            some convenient boundary (byte, word or  block).  This 
            padding, which must be all zeros, may o ccur only at the end 
            of the file (or at the end of each reco rd) and there must be 
            a way of identifying the padding bits s o that they may be 
            stripped off if the file is retrieved.  The padding 
            transformation should be well publicize d to enable a user to 
            process a file at the storage site. 
 
            Image type is intended for the efficien t storage and 
            retrieval of files and for the transfer  of binary data.  It 
            is recommended that this type be accept ed by all FTP 
            implementations. 
 
         3.1.1.4.  LOCAL TYPE 
 
            The data is transferred in logical byte s of the size 
            specified by the obligatory second para meter, Byte size. 
            The value of Byte size must be a decima l integer; there is 
            no default value.  The logical byte siz e is not necessarily 
            the same as the transfer byte size.  If  there is a 
            difference in byte sizes, then the logi cal bytes should be 
            packed contiguously, disregarding trans fer byte boundaries 
            and with any necessary padding at the e nd. 
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            When the data reaches the receiving hos t, it will be 
            transformed in a manner dependent on th e logical byte size 
            and the particular host.  This transfor mation must be 
            invertible (i.e., an identical file can  be retrieved if the 
            same parameters are used) and should be  well publicized by 
            the FTP implementors. 
 
            For example, a user sending 36-bit floa ting-point numbers to 
            a host with a 32-bit word could send th at data as Local byte 
            with a logical byte size of 36.  The re ceiving host would 
            then be expected to store the logical b ytes so that they 
            could be easily manipulated; in this ex ample putting the 
            36-bit logical bytes into 64-bit double  words should 
            suffice. 
 
            In another example, a pair of hosts wit h a 36-bit word size 
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            may send data to one another in words b y using TYPE L 36. 
            The data would be sent in the 8-bit tra nsmission bytes 
            packed so that 9 transmission bytes car ried two host words. 
 
         3.1.1.5.  FORMAT CONTROL 
 
            The types ASCII and EBCDIC also take a second (optional) 
            parameter; this is to indicate what kin d of vertical format 
            control, if any, is associated with a f ile.  The following 
            data representation types are defined i n FTP: 
 
            A character file may be transferred to a host for one of 
            three purposes: for printing, for stora ge and later 
            retrieval, or for processing.  If a fil e is sent for 
            printing, the receiving host must know how the vertical 
            format control is represented.  In the second case, it must 
            be possible to store a file at a host a nd then retrieve it 
            later in exactly the same form.  Finall y, it should be 
            possible to move a file from one host t o another and process 
            the file at the second host without und ue trouble.  A single 
            ASCII or EBCDIC format does not satisfy  all these 
            conditions.  Therefore, these types hav e a second parameter 
            specifying one of the following three f ormats: 
 
            3.1.1.5.1.  NON PRINT 
 
               This is the default format to be use d if the second 
               (format) parameter is omitted.  Non- print format must be 
               accepted by all FTP implementations.  
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               The file need contain no vertical fo rmat information.  If 
               it is passed to a printer process, t his process may 
               assume standard values for spacing a nd margins. 
 
               Normally, this format will be used w ith files destined 
               for processing or just storage. 
 
            3.1.1.5.2.  TELNET FORMAT CONTROLS 
 
               The file contains ASCII/EBCDIC verti cal format controls 
               (i.e., <CR>, <LF>, <NL>, <VT>, <FF>)  which the printer 
               process will interpret appropriately .  <CRLF>, in exactly 
               this sequence, also denotes end-of-l ine. 
 
            3.1.1.5.2.  CARRIAGE CONTROL (ASA) 
 
               The file contains ASA (FORTRAN) vert ical format control 
               characters.  (See RFC 740 Appendix C ; and Communications 
               of the ACM, Vol. 7, No. 10, p. 606, October 1964.)  In a 
               line or a record formatted according  to the ASA Standard, 
               the first character is not to be pri nted.  Instead, it 
               should be used to determine the vert ical movement of the 
               paper which should take place before  the rest of the 
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               record is printed. 
 
               The ASA Standard specifies the follo wing control 
               characters: 
 
                  Character     Vertical Spacing 
 
                  blank         Move paper up one l ine 
                  0             Move paper up two l ines 
                  1             Move paper to top o f next page 
                  +             No movement, i.e., overprint 
 
               Clearly there must be some way for a  printer process to 
               distinguish the end of the structura l entity.  If a file 
               has record structure (see below) thi s is no problem; 
               records will be explicitly marked du ring transfer and 
               storage.  If the file has no record structure, the <CRLF> 
               end-of-line sequence is used to sepa rate printing lines, 
               but these format effectors are overr idden by the ASA 
               controls. 
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      3.1.2.  DATA STRUCTURES 
 
         In addition to different representation ty pes, FTP allows the 
         structure of a file to be specified.  Thre e file structures are 
         defined in FTP: 
 
            file-structure,     where there is no i nternal structure and 
                                the file is conside red to be a 
                                continuous sequence  of data bytes, 
 
            record-structure,   where the file is m ade up of sequential 
                                records, 
 
            and page-structure, where the file is m ade up of independent 
                                indexed pages. 
 
         File-structure is the default to be assume d if the STRUcture 
         command has not been used but both file an d record structures 
         must be accepted for "text" files (i.e., f iles with TYPE ASCII 
         or EBCDIC) by all FTP implementations.  Th e structure of a file 
         will affect both the transfer mode of a fi le (see the Section 
         on Transmission Modes) and the interpretat ion and storage of 
         the file. 
 
         The "natural" structure of a file will dep end on which host 
         stores the file.  A source-code file will usually be stored on 
         an IBM Mainframe in fixed length records b ut on a DEC TOPS-20 
         as a stream of characters partitioned into  lines, for example 
         by <CRLF>.  If the transfer of files betwe en such disparate 
         sites is to be useful, there must be some way for one site to 
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         recognize the other's assumptions about th e file. 
 
         With some sites being naturally file-orien ted and others 
         naturally record-oriented there may be pro blems if a file with 
         one structure is sent to a host oriented t o the other.  If a 
         text file is sent with record-structure to  a host which is file 
         oriented, then that host should apply an i nternal 
         transformation to the file based on the re cord structure. 
         Obviously, this transformation should be u seful, but it must 
         also be invertible so that an identical fi le may be retrieved 
         using record structure. 
 
         In the case of a file being sent with file -structure to a 
         record-oriented host, there exists the que stion of what 
         criteria the host should use to divide the  file into records 
         which can be processed locally.  If this d ivision is necessary, 
         the FTP implementation should use the end- of-line sequence, 
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         <CRLF> for ASCII, or <NL> for EBCDIC text files, as the 
         delimiter.  If an FTP implementation adopt s this technique, it 
         must be prepared to reverse the transforma tion if the file is 
         retrieved with file-structure. 
 
         3.1.2.1.  FILE STRUCTURE 
 
            File structure is the default to be ass umed if the STRUcture 
            command has not been used. 
 
            In file-structure there is no internal structure and the 
            file is considered to be a continuous s equence of data 
            bytes. 
 
         3.1.2.2.  RECORD STRUCTURE 
 
            Record structures must be accepted for "text" files (i.e., 
            files with TYPE ASCII or EBCDIC) by all  FTP implementations. 
 
            In record-structure the file is made up  of sequential 
            records. 
 
         3.1.2.3.  PAGE STRUCTURE 
 
            To transmit files that are discontinuou s, FTP defines a page 
            structure.  Files of this type are some times known as 
            "random access files" or even as "holey  files".  In these 
            files there is sometimes other informat ion associated with 
            the file as a whole (e.g., a file descr iptor), or with a 
            section of the file (e.g., page access controls), or both. 
            In FTP, the sections of the file are ca lled pages. 
 
            To provide for various page sizes and a ssociated 
            information, each page is sent with a p age header.  The page 
            header has the following defined fields : 
 
               Header Length 
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                  The number of logical bytes in th e page header 
                  including this byte.  The minimum  header length is 4. 
 
               Page Index 
 
                  The logical page number of this s ection of the file. 
                  This is not the transmission sequ ence number of this 
                  page, but the index used to ident ify this page of the 
                  file. 
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               Data Length 
 
                  The number of logical bytes in th e page data.  The 
                  minimum data length is 0. 
 
               Page Type 
 
                  The type of page this is.  The fo llowing page types 
                  are defined: 
 
                     0 = Last Page 
 
                        This is used to indicate th e end of a paged 
                        structured transmission.  T he header length must 
                        be 4, and the data length m ust be 0. 
 
                     1 = Simple Page 
 
                        This is the normal type for  simple paged files 
                        with no page level associat ed control 
                        information.  The header le ngth must be 4. 
 
                     2 = Descriptor Page 
 
                        This type is used to transm it the descriptive 
                        information for the file as  a whole. 
 
                     3 = Access Controlled Page 
 
                        This type includes an addit ional header field 
                        for paged files with page l evel access control 
                        information.  The header le ngth must be 5. 
 
               Optional Fields 
 
                  Further header fields may be used  to supply per page 
                  control information, for example,  per page access 
                  control. 
 
            All fields are one logical byte in leng th.  The logical byte 
            size is specified by the TYPE command.  See Appendix I for 
            further details and a specific case at the page structure. 
 
      A note of caution about parameters:  a file m ust be stored and 
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      retrieved with the same parameters if the ret rieved version is to 
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      be identical to the version originally transm itted.  Conversely, 
      FTP implementations must return a file identi cal to the original 
      if the parameters used to store and retrieve a file are the same. 
 
   3.2.  ESTABLISHING DATA CONNECTIONS 
 
      The mechanics of transferring data consists o f setting up the data 
      connection to the appropriate ports and choos ing the parameters 
      for transfer.  Both the user and the server-D TPs have a default 
      data port.  The user-process default data por t is the same as the 
      control connection port (i.e., U).  The serve r-process default 
      data port is the port adjacent to the control  connection port 
      (i.e., L-1). 
 
      The transfer byte size is 8-bit bytes.  This byte size is relevant 
      only for the actual transfer of the data; it has no bearing on 
      representation of the data within a host's fi le system. 
 
      The passive data transfer process (this may b e a user-DTP or a 
      second server-DTP) shall "listen" on the data  port prior to 
      sending a transfer request command.  The FTP request command 
      determines the direction of the data transfer .  The server, upon 
      receiving the transfer request, will initiate  the data connection 
      to the port.  When the connection is establis hed, the data 
      transfer begins between DTP's, and the server -PI sends a 
      confirming reply to the user-PI. 
 
      Every FTP implementation must support the use  of the default data 
      ports, and only the USER-PI can initiate a ch ange to non-default 
      ports. 
 
      It is possible for the user to specify an alt ernate data port by 
      use of the PORT command.  The user may want a  file dumped on a TAC 
      line printer or retrieved from a third party host.  In the latter 
      case, the user-PI sets up control connections  with both 
      server-PI's.  One server is then told (by an FTP command) to 
      "listen" for a connection which the other wil l initiate.  The 
      user-PI sends one server-PI a PORT command in dicating the data 
      port of the other.  Finally, both are sent th e appropriate 
      transfer commands.  The exact sequence of com mands and replies 
      sent between the user-controller and the serv ers is defined in the 
      Section on FTP Replies. 
 
      In general, it is the server's responsibility  to maintain the data 
      connection--to initiate it and to close it.  The exception to this 
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      is when the user-DTP is sending the data in a  transfer mode that 
      requires the connection to be closed to indic ate EOF.  The server 
      MUST close the data connection under the foll owing conditions: 
 
         1. The server has completed sending data i n a transfer mode 
            that requires a close to indicate EOF. 
 
         2. The server receives an ABORT command fr om the user. 
 
         3. The port specification is changed by a command from the 
            user. 
 
         4. The control connection is closed legall y or otherwise. 
 
         5. An irrecoverable error condition occurs . 
 
      Otherwise the close is a server option, the e xercise of which the 
      server must indicate to the user-process by e ither a 250 or 226 
      reply only. 
 
   3.3.  DATA CONNECTION MANAGEMENT 
 
      Default Data Connection Ports:  All FTP imple mentations must 
      support use of the default data connection po rts, and only the 
      User-PI may initiate the use of non-default p orts. 
 
      Negotiating Non-Default Data Ports:   The Use r-PI may specify a 
      non-default user side data port with the PORT  command.  The 
      User-PI may request the server side to identi fy a non-default 
      server side data port with the PASV command.  Since a connection 
      is defined by the pair of addresses, either o f these actions is 
      enough to get a different data connection, st ill it is permitted 
      to do both commands to use new ports on both ends of the data 
      connection. 
 
      Reuse of the Data Connection:  When using the  stream mode of data 
      transfer the end of the file must be indicate d by closing the 
      connection.  This causes a problem if multipl e files are to be 
      transfered in the session, due to need for TC P to hold the 
      connection record for a time out period to gu arantee the reliable 
      communication.  Thus the connection can not b e reopened at once. 
 
         There are two solutions to this problem.  The first is to 
         negotiate a non-default port.  The second is to use another 
         transfer mode. 
 
         A comment on transfer modes.  The stream t ransfer mode is 
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         inherently unreliable, since one can not d etermine if the 
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         connection closed prematurely or not.  The  other transfer modes 
         (Block, Compressed) do not close the conne ction to indicate the 
         end of file.  They have enough FTP encodin g that the data 
         connection can be parsed to determine the end of the file. 
         Thus using these modes one can leave the d ata connection open 
         for multiple file transfers. 
 
   3.4.  TRANSMISSION MODES 
 
      The next consideration in transferring data i s choosing the 
      appropriate transmission mode.  There are thr ee modes: one which 
      formats the data and allows for restart proce dures; one which also 
      compresses the data for efficient transfer; a nd one which passes 
      the data with little or no processing.  In th is last case the mode 
      interacts with the structure attribute to det ermine the type of 
      processing.  In the compressed mode, the repr esentation type 
      determines the filler byte. 
 
      All data transfers must be completed with an end-of-file (EOF) 
      which may be explicitly stated or implied by the closing of the 
      data connection.  For files with record struc ture, all the 
      end-of-record markers (EOR) are explicit, inc luding the final one. 
      For files transmitted in page structure a "la st-page" page type is 
      used. 
 
      NOTE:  In the rest of this section, byte mean s "transfer byte" 
      except where explicitly stated otherwise. 
 
      For the purpose of standardized transfer, the  sending host will 
      translate its internal end of line or end of record denotation 
      into the representation prescribed by the tra nsfer mode and file 
      structure, and the receiving host will perfor m the inverse 
      translation to its internal denotation.  An I BM Mainframe record 
      count field may not be recognized at another host, so the 
      end-of-record information may be transferred as a two byte control 
      code in Stream mode or as a flagged bit in a Block or Compressed 
      mode descriptor.  End-of-line in an ASCII or EBCDIC file with no 
      record structure should be indicated by <CRLF > or <NL>, 
      respectively.  Since these transformations im ply extra work for 
      some systems, identical systems transferring non-record structured 
      text files might wish to use a binary represe ntation and stream 
      mode for the transfer. 
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      The following transmission modes are defined in FTP: 
 
      3.4.1.  STREAM MODE 
 
         The data is transmitted as a stream of byt es.  There is no 
         restriction on the representation type use d; record structures 
         are allowed. 
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         In a record structured file EOR and EOF wi ll each be indicated 
         by a two-byte control code.  The first byt e of the control code 
         will be all ones, the escape character.  T he second byte will 
         have the low order bit on and zeros elsewh ere for EOR and the 
         second low order bit on for EOF; that is, the byte will have 
         value 1 for EOR and value 2 for EOF.  EOR and EOF may be 
         indicated together on the last byte transm itted by turning both 
         low order bits on (i.e., the value 3).  If  a byte of all ones 
         was intended to be sent as data, it should  be repeated in the 
         second byte of the control code. 
 
         If the structure is a file structure, the EOF is indicated by 
         the sending host closing the data connecti on and all bytes are 
         data bytes. 
 
      3.4.2.  BLOCK MODE 
 
         The file is transmitted as a series of dat a blocks preceded by 
         one or more header bytes.  The header byte s contain a count 
         field, and descriptor code.  The count fie ld indicates the 
         total length of the data block in bytes, t hus marking the 
         beginning of the next data block (there ar e no filler bits). 
         The descriptor code defines:  last block i n the file (EOF) last 
         block in the record (EOR), restart marker (see the Section on 
         Error Recovery and Restart) or suspect dat a (i.e., the data 
         being transferred is suspected of errors a nd is not reliable). 
         This last code is NOT intended for error c ontrol within FTP. 
         It is motivated by the desire of sites exc hanging certain types 
         of data (e.g., seismic or weather data) to  send and receive all 
         the data despite local errors (such as "ma gnetic tape read 
         errors"), but to indicate in the transmiss ion that certain 
         portions are suspect).  Record structures are allowed in this 
         mode, and any representation type may be u sed. 
 
         The header consists of the three bytes.  O f the 24 bits of 
         header information, the 16 low order bits shall represent byte 
         count, and the 8 high order bits shall rep resent descriptor 
         codes as shown below. 
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         Block Header 
 
            +----------------+----------------+---- ------------+ 
            | Descriptor     |    Byte Count                   | 
            |         8 bits |                      16 bits    | 
            +----------------+----------------+---- ------------+ 
             
 
         The descriptor codes are indicated by bit flags in the 
         descriptor byte.  Four codes have been ass igned, where each 
         code number is the decimal value of the co rresponding bit in 
         the byte. 
 
            Code     Meaning 
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             128     End of data block is EOR 
              64     End of data block is EOF 
              32     Suspected errors in data block  
              16     Data block is a restart marker  
 
         With this encoding, more than one descript or coded condition 
         may exist for a particular block.  As many  bits as necessary 
         may be flagged. 
 
         The restart marker is embedded in the data  stream as an 
         integral number of 8-bit bytes representin g printable 
         characters in the language being used over  the control 
         connection (e.g., default--NVT-ASCII).  <S P> (Space, in the 
         appropriate language) must not be used WIT HIN a restart marker. 
 
         For example, to transmit a six-character m arker, the following 
         would be sent: 
 
            +--------+--------+--------+ 
            |Descrptr|  Byte count     | 
            |code= 16|             = 6 | 
            +--------+--------+--------+ 
 
            +--------+--------+--------+ 
            | Marker | Marker | Marker | 
            | 8 bits | 8 bits | 8 bits | 
            +--------+--------+--------+ 
 
            +--------+--------+--------+ 
            | Marker | Marker | Marker | 
            | 8 bits | 8 bits | 8 bits | 
            +--------+--------+--------+ 
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      3.4.3.  COMPRESSED MODE 
 
         There are three kinds of information to be  sent:  regular data, 
         sent in a byte string; compressed data, co nsisting of 
         replications or filler; and control inform ation, sent in a 
         two-byte escape sequence.  If n>0 bytes (u p to 127) of regular 
         data are sent, these n bytes are preceded by a byte with the 
         left-most bit set to 0 and the right-most 7 bits containing the 
         number n. 
 
         Byte string: 
 
             1       7                8                     8 
            +-+-+-+-+-+-+-+-+ +-+-+-+-+-+-+-+-+     +-+-+-+-+-+-+-+-+ 
            |0|       n     | |    d(1)       | ...  |      d(n)     | 
            +-+-+-+-+-+-+-+-+ +-+-+-+-+-+-+-+-+     +-+-+-+-+-+-+-+-+ 
                                          ^             ^ 
                                          |---n byt es---| 
                                              of da ta 
 
            String of n data bytes d(1),..., d(n) 
            Count n must be positive. 



STANDARDY SIECI INTERNET  58 

 
         To compress a string of n replications of the data byte d, the 
         following 2 bytes are sent: 
 
         Replicated Byte: 
 
              2       6               8 
            +-+-+-+-+-+-+-+-+ +-+-+-+-+-+-+-+-+ 
            |1 0|     n     | |       d       | 
            +-+-+-+-+-+-+-+-+ +-+-+-+-+-+-+-+-+ 
 
         A string of n filler bytes can be compress ed into a single 
         byte, where the filler byte varies with th e representation 
         type.  If the type is ASCII or EBCDIC the filler byte is <SP> 
         (Space, ASCII code 32, EBCDIC code 64).  I f the type is Image 
         or Local byte the filler is a zero byte. 
 
         Filler String: 
 
              2       6 
            +-+-+-+-+-+-+-+-+ 
            |1 1|     n     | 
            +-+-+-+-+-+-+-+-+ 
 
         The escape sequence is a double byte, the first of which is the 
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         escape byte (all zeros) and the second of which contains 
         descriptor codes as defined in Block mode.   The descriptor 
         codes have the same meaning as in Block mo de and apply to the 
         succeeding string of bytes. 
 
         Compressed mode is useful for obtaining in creased bandwidth on 
         very large network transmissions at a litt le extra CPU cost. 
         It can be most effectively used to reduce the size of printer 
         files such as those generated by RJE hosts . 
 
   3.5.  ERROR RECOVERY AND RESTART 
 
      There is no provision for detecting bits lost  or scrambled in data 
      transfer; this level of error control is hand led by the TCP. 
      However, a restart procedure is provided to p rotect users from 
      gross system failures (including failures of a host, an 
      FTP-process, or the underlying network). 
 
      The restart procedure is defined only for the  block and compressed 
      modes of data transfer.  It requires the send er of data to insert 
      a special marker code in the data stream with  some marker 
      information.  The marker information has mean ing only to the 
      sender, but must consist of printable charact ers in the default or 
      negotiated language of the control connection  (ASCII or EBCDIC). 
      The marker could represent a bit-count, a rec ord-count, or any 
      other information by which a system may ident ify a data 
      checkpoint.  The receiver of data, if it impl ements the restart 
      procedure, would then mark the corresponding position of this 
      marker in the receiving system, and return th is information to the 
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      user. 
 
      In the event of a system failure, the user ca n restart the data 
      transfer by identifying the marker point with  the FTP restart 
      procedure.  The following example illustrates  the use of the 
      restart procedure. 
 
      The sender of the data inserts an appropriate  marker block in the 
      data stream at a convenient point.  The recei ving host marks the 
      corresponding data point in its file system a nd conveys the last 
      known sender and receiver marker information to the user, either 
      directly or over the control connection in a 110 reply (depending 
      on who is the sender).  In the event of a sys tem failure, the user 
      or controller process restarts the server at the last server 
      marker by sending a restart command with serv er's marker code as 
      its argument.  The restart command is transmi tted over the control 
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      connection and is immediately followed by the  command (such as 
      RETR, STOR or LIST) which was being executed when the system 
      failure occurred. 
 
4.  FILE TRANSFER FUNCTIONS 
 
   The communication channel from the user-PI to th e server-PI is 
   established as a TCP connection from the user to  the standard server 
   port.  The user protocol interpreter is responsi ble for sending FTP 
   commands and interpreting the replies received; the server-PI 
   interprets commands, sends replies and directs i ts DTP to set up the 
   data connection and transfer the data.  If the s econd party to the 
   data transfer (the passive transfer process) is the user-DTP, then it 
   is governed through the internal protocol of the  user-FTP host; if it 
   is a second server-DTP, then it is governed by i ts PI on command from 
   the user-PI.  The FTP replies are discussed in t he next section.  In 
   the description of a few of the commands in this  section, it is 
   helpful to be explicit about the possible replie s. 
 
   4.1.  FTP COMMANDS 
 
      4.1.1.  ACCESS CONTROL COMMANDS 
 
         The following commands specify access cont rol identifiers 
         (command codes are shown in parentheses). 
 
         USER NAME (USER) 
 
            The argument field is a Telnet string i dentifying the user. 
            The user identification is that which i s required by the 
            server for access to its file system.  This command will 
            normally be the first command transmitt ed by the user after 
            the control connections are made (some servers may require 
            this).  Additional identification infor mation in the form of 
            a password and/or an account command ma y also be required by 
            some servers.  Servers may allow a new USER command to be 
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            entered at any point in order to change  the access control 
            and/or accounting information.  This ha s the effect of 
            flushing any user, password, and accoun t information already 
            supplied and beginning the login sequen ce again.  All 
            transfer parameters are unchanged and a ny file transfer in 
            progress is completed under the old acc ess control 
            parameters. 
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         PASSWORD (PASS) 
 
            The argument field is a Telnet string s pecifying the user's 
            password.  This command must be immedia tely preceded by the 
            user name command, and, for some sites,  completes the user's 
            identification for access control.  Sin ce password 
            information is quite sensitive, it is d esirable in general 
            to "mask" it or suppress typeout.  It a ppears that the 
            server has no foolproof way to achieve this.  It is 
            therefore the responsibility of the use r-FTP process to hide 
            the sensitive password information. 
 
         ACCOUNT (ACCT) 
 
            The argument field is a Telnet string i dentifying the user's 
            account.  The command is not necessaril y related to the USER 
            command, as some sites may require an a ccount for login and 
            others only for specific access, such a s storing files.  In 
            the latter case the command may arrive at any time. 
 
            There are reply codes to differentiate these cases for the 
            automation: when account information is  required for login, 
            the response to a successful PASSword c ommand is reply code 
            332.  On the other hand, if account inf ormation is NOT 
            required for login, the reply to a succ essful PASSword 
            command is 230; and if the account info rmation is needed for 
            a command issued later in the dialogue,  the server should 
            return a 332 or 532 reply depending on whether it stores 
            (pending receipt of the ACCounT command ) or discards the 
            command, respectively. 
 
         CHANGE WORKING DIRECTORY (CWD) 
 
            This command allows the user to work wi th a different 
            directory or dataset for file storage o r retrieval without 
            altering his login or accounting inform ation.  Transfer 
            parameters are similarly unchanged.  Th e argument is a 
            pathname specifying a directory or othe r system dependent 
            file group designator. 
 
         CHANGE TO PARENT DIRECTORY (CDUP) 
 
            This command is a special case of CWD, and is included to 
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            simplify the implementation of programs  for transferring 
            directory trees between operating syste ms having different 
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            syntaxes for naming the parent director y.  The reply codes 
            shall be identical to the reply codes o f CWD.  See 
            Appendix II for further details. 
 
         STRUCTURE MOUNT (SMNT) 
 
            This command allows the user to mount a  different file 
            system data structure without altering his login or 
            accounting information.  Transfer param eters are similarly 
            unchanged.  The argument is a pathname specifying a 
            directory or other system dependent fil e group designator. 
 
         REINITIALIZE (REIN) 
 
            This command terminates a USER, flushin g all I/O and account 
            information, except to allow any transf er in progress to be 
            completed.  All parameters are reset to  the default settings 
            and the control connection is left open .  This is identical 
            to the state in which a user finds hims elf immediately after 
            the control connection is opened.  A US ER command may be 
            expected to follow. 
 
         LOGOUT (QUIT) 
 
            This command terminates a USER and if f ile transfer is not 
            in progress, the server closes the cont rol connection.  If 
            file transfer is in progress, the conne ction will remain 
            open for result response and the server  will then close it. 
            If the user-process is transferring fil es for several USERs 
            but does not wish to close and then reo pen connections for 
            each, then the REIN command should be u sed instead of QUIT. 
 
            An unexpected close on the control conn ection will cause the 
            server to take the effective action of an abort (ABOR) and a 
            logout (QUIT). 
 
      4.1.2.  TRANSFER PARAMETER COMMANDS 
 
         All data transfer parameters have default values, and the 
         commands specifying data transfer paramete rs are required only 
         if the default parameter values are to be changed.  The default 
         value is the last specified value, or if n o value has been 
         specified, the standard default value is a s stated here.  This 
         implies that the server must "remember" th e applicable default 
         values.  The commands may be in any order except that they must 
         precede the FTP service request.  The foll owing commands 
         specify data transfer parameters: 
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         DATA PORT (PORT) 
 
            The argument is a HOST-PORT specificati on for the data port 
            to be used in data connection.  There a re defaults for both 
            the user and server data ports, and und er normal 
            circumstances this command and its repl y are not needed.  If 
            this command is used, the argument is t he concatenation of a 
            32-bit internet host address and a 16-b it TCP port address. 
            This address information is broken into  8-bit fields and the 
            value of each field is transmitted as a  decimal number (in 
            character string representation).  The fields are separated 
            by commas.  A port command would be: 
 
               PORT h1,h2,h3,h4,p1,p2 
 
            where h1 is the high order 8 bits of th e internet host 
            address. 
 
         PASSIVE (PASV) 
 
            This command requests the server-DTP to  "listen" on a data 
            port (which is not its default data por t) and to wait for a 
            connection rather than initiate one upo n receipt of a 
            transfer command.  The response to this  command includes the 
            host and port address this server is li stening on. 
 
         REPRESENTATION TYPE (TYPE) 
 
            The argument specifies the representati on type as described 
            in the Section on Data Representation a nd Storage.  Several 
            types take a second parameter.  The fir st parameter is 
            denoted by a single Telnet character, a s is the second 
            Format parameter for ASCII and EBCDIC; the second parameter 
            for local byte is a decimal integer to indicate Bytesize. 
            The parameters are separated by a <SP> (Space, ASCII code 
            32). 
 
            The following codes are assigned for ty pe: 
 
                         \    / 
               A - ASCII |    | N - Non-print 
                         |-><-| T - Telnet format e ffectors 
               E - EBCDIC|    | C - Carriage Contro l (ASA) 
                         /    \ 
               I - Image 
                
               L <byte size> - Local byte Byte size  
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            The default representation type is ASCI I Non-print.  If the 
            Format parameter is changed, and later just the first 
            argument is changed, Format then return s to the Non-print 
            default. 
 
         FILE STRUCTURE (STRU) 
 
            The argument is a single Telnet charact er code specifying 
            file structure described in the Section  on Data 
            Representation and Storage. 
 
            The following codes are assigned for st ructure: 
 
               F - File (no record structure) 
               R - Record structure 
               P - Page structure 
 
            The default structure is File. 
 
         TRANSFER MODE (MODE) 
 
            The argument is a single Telnet charact er code specifying 
            the data transfer modes described in th e Section on 
            Transmission Modes. 
 
            The following codes are assigned for tr ansfer modes: 
 
               S - Stream 
               B - Block 
               C - Compressed 
 
            The default transfer mode is Stream. 
 
      4.1.3.  FTP SERVICE COMMANDS 
 
         The FTP service commands define the file t ransfer or the file 
         system function requested by the user.  Th e argument of an FTP 
         service command will normally be a pathnam e.  The syntax of 
         pathnames must conform to server site conv entions (with 
         standard defaults applicable), and the lan guage conventions of 
         the control connection.  The suggested def ault handling is to 
         use the last specified device, directory o r file name, or the 
         standard default defined for local users.  The commands may be 
         in any order except that a "rename from" c ommand must be 
         followed by a "rename to" command and the restart command must 
         be followed by the interrupted service com mand (e.g., STOR or 
         RETR).  The data, when transferred in resp onse to FTP service 
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         commands, shall always be sent over the da ta connection, except 
         for certain informative replies.  The foll owing commands 
         specify FTP service requests: 
 
         RETRIEVE (RETR) 
 
            This command causes the server-DTP to t ransfer a copy of the 
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            file, specified in the pathname, to the  server- or user-DTP 
            at the other end of the data connection .  The status and 
            contents of the file at the server site  shall be unaffected. 
 
         STORE (STOR) 
 
            This command causes the server-DTP to a ccept the data 
            transferred via the data connection and  to store the data as 
            a file at the server site.  If the file  specified in the 
            pathname exists at the server site, the n its contents shall 
            be replaced by the data being transferr ed.  A new file is 
            created at the server site if the file specified in the 
            pathname does not already exist. 
 
         STORE UNIQUE (STOU) 
 
            This command behaves like STOR except t hat the resultant 
            file is to be created in the current di rectory under a name 
            unique to that directory.  The 250 Tran sfer Started response 
            must include the name generated. 
 
         APPEND (with create) (APPE) 
 
            This command causes the server-DTP to a ccept the data 
            transferred via the data connection and  to store the data in 
            a file at the server site.  If the file  specified in the 
            pathname exists at the server site, the n the data shall be 
            appended to that file; otherwise the fi le specified in the 
            pathname shall be created at the server  site. 
 
         ALLOCATE (ALLO) 
 
            This command may be required by some se rvers to reserve 
            sufficient storage to accommodate the n ew file to be 
            transferred.  The argument shall be a d ecimal integer 
            representing the number of bytes (using  the logical byte 
            size) of storage to be reserved for the  file.  For files 
            sent with record or page structure a ma ximum record or page 
            size (in logical bytes) might also be n ecessary; this is 
            indicated by a decimal integer in a sec ond argument field of 
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            the command.  This second argument is o ptional, but when 
            present should be separated from the fi rst by the three 
            Telnet characters <SP> R <SP>.  This co mmand shall be 
            followed by a STORe or APPEnd command.  The ALLO command 
            should be treated as a NOOP (no operati on) by those servers 
            which do not require that the maximum s ize of the file be 
            declared beforehand, and those servers interested in only 
            the maximum record or page size should accept a dummy value 
            in the first argument and ignore it. 
 
         RESTART (REST) 
 
            The argument field represents the serve r marker at which 
            file transfer is to be restarted.  This  command does not 
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            cause file transfer but skips over the file to the specified 
            data checkpoint.  This command shall be  immediately followed 
            by the appropriate FTP service command which shall cause 
            file transfer to resume. 
 
         RENAME FROM (RNFR) 
 
            This command specifies the old pathname  of the file which is 
            to be renamed.  This command must be im mediately followed by 
            a "rename to" command specifying the ne w file pathname. 
 
         RENAME TO (RNTO) 
 
            This command specifies the new pathname  of the file 
            specified in the immediately preceding "rename from" 
            command.  Together the two commands cau se a file to be 
            renamed. 
 
         ABORT (ABOR) 
 
            This command tells the server to abort the previous FTP 
            service command and any associated tran sfer of data.  The 
            abort command may require "special acti on", as discussed in 
            the Section on FTP Commands, to force r ecognition by the 
            server.  No action is to be taken if th e previous command 
            has been completed (including data tran sfer).  The control 
            connection is not to be closed by the s erver, but the data 
            connection must be closed. 
 
            There are two cases for the server upon  receipt of this 
            command: (1) the FTP service command wa s already completed, 
            or (2) the FTP service command is still  in progress. 
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               In the first case, the server closes  the data connection 
               (if it is open) and responds with a 226 reply, indicating 
               that the abort command was successfu lly processed. 
 
               In the second case, the server abort s the FTP service in 
               progress and closes the data connect ion, returning a 426 
               reply to indicate that the service r equest terminated 
               abnormally.  The server then sends a  226 reply, 
               indicating that the abort command wa s successfully 
               processed. 
 
         DELETE (DELE) 
 
            This command causes the file specified in the pathname to be 
            deleted at the server site.  If an extr a level of protection 
            is desired (such as the query, "Do you really wish to 
            delete?"), it should be provided by the  user-FTP process. 
 
         REMOVE DIRECTORY (RMD) 
 
            This command causes the directory speci fied in the pathname 
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            to be removed as a directory (if the pa thname is absolute) 
            or as a subdirectory of the current wor king directory (if 
            the pathname is relative).  See Appendi x II. 
 
         MAKE DIRECTORY (MKD) 
 
            This command causes the directory speci fied in the pathname 
            to be created as a directory (if the pa thname is absolute) 
            or as a subdirectory of the current wor king directory (if 
            the pathname is relative).  See Appendi x II. 
 
         PRINT WORKING DIRECTORY (PWD) 
 
            This command causes the name of the cur rent working 
            directory to be returned in the reply.  See Appendix II. 
 
         LIST (LIST) 
 
            This command causes a list to be sent f rom the server to the 
            passive DTP.  If the pathname specifies  a directory or other 
            group of files, the server should trans fer a list of files 
            in the specified directory.  If the pat hname specifies a 
            file then the server should send curren t information on the 
            file.  A null argument implies the user 's current working or 
            default directory.  The data transfer i s over the data 
            connection in type ASCII or type EBCDIC .  (The user must 
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            ensure that the TYPE is appropriately A SCII or EBCDIC). 
            Since the information on a file may var y widely from system 
            to system, this information may be hard  to use automatically 
            in a program, but may be quite useful t o a human user. 
 
         NAME LIST (NLST) 
 
            This command causes a directory listing  to be sent from 
            server to user site.  The pathname shou ld specify a 
            directory or other system-specific file  group descriptor; a 
            null argument implies the current direc tory.  The server 
            will return a stream of names of files and no other 
            information.  The data will be transfer red in ASCII or 
            EBCDIC type over the data connection as  valid pathname 
            strings separated by <CRLF> or <NL>.  ( Again the user must 
            ensure that the TYPE is correct.)  This  command is intended 
            to return information that can be used by a program to 
            further process the files automatically .  For example, in 
            the implementation of a "multiple get" function. 
 
         SITE PARAMETERS (SITE) 
 
            This command is used by the server to p rovide services 
            specific to his system that are essenti al to file transfer 
            but not sufficiently universal to be in cluded as commands in 
            the protocol.  The nature of these serv ices and the 
            specification of their syntax can be st ated in a reply to 
            the HELP SITE command. 
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         SYSTEM (SYST) 
 
            This command is used to find out the ty pe of operating 
            system at the server.  The reply shall have as its first 
            word one of the system names listed in the current version 
            of the Assigned Numbers document [4]. 
 
         STATUS (STAT) 
 
            This command shall cause a status respo nse to be sent over 
            the control connection in the form of a  reply.  The command 
            may be sent during a file transfer (alo ng with the Telnet IP 
            and Synch signals--see the Section on F TP Commands) in which 
            case the server will respond with the s tatus of the 
            operation in progress, or it may be sen t between file 
            transfers.  In the latter case, the com mand may have an 
            argument field.  If the argument is a p athname, the command 
            is analogous to the "list" command exce pt that data shall be 
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            transferred over the control connection .  If a partial 
            pathname is given, the server may respo nd with a list of 
            file names or attributes associated wit h that specification. 
            If no argument is given, the server sho uld return general 
            status information about the server FTP  process.  This 
            should include current values of all tr ansfer parameters and 
            the status of connections. 
 
         HELP (HELP) 
 
            This command shall cause the server to send helpful 
            information regarding its implementatio n status over the 
            control connection to the user.  The co mmand may take an 
            argument (e.g., any command name) and r eturn more specific 
            information as a response.  The reply i s type 211 or 214. 
            It is suggested that HELP be allowed be fore entering a USER 
            command. The server may use this reply to specify 
            site-dependent parameters, e.g., in res ponse to HELP SITE. 
 
         NOOP (NOOP) 
 
            This command does not affect any parame ters or previously 
            entered commands. It specifies no actio n other than that the 
            server send an OK reply. 
 
   The File Transfer Protocol follows the specifica tions of the Telnet 
   protocol for all communications over the control  connection.  Since 
   the language used for Telnet communication may b e a negotiated 
   option, all references in the next two sections will be to the 
   "Telnet language" and the corresponding "Telnet end-of-line code". 
   Currently, one may take these to mean NVT-ASCII and <CRLF>.  No other 
   specifications of the Telnet protocol will be ci ted. 
 
   FTP commands are "Telnet strings" terminated by the "Telnet end of 
   line code".  The command codes themselves are al phabetic characters 
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   terminated by the character <SP> (Space) if para meters follow and 
   Telnet-EOL otherwise.  The command codes and the  semantics of 
   commands are described in this section; the deta iled syntax of 
   commands is specified in the Section on Commands , the reply sequences 
   are discussed in the Section on Sequencing of Co mmands and Replies, 
   and scenarios illustrating the use of commands a re provided in the 
   Section on Typical FTP Scenarios. 
 
   FTP commands may be partitioned as those specify ing access-control 
   identifiers, data transfer parameters, or FTP se rvice requests. 
   Certain commands (such as ABOR, STAT, QUIT) may be sent over the 
   control connection while a data transfer is in p rogress.  Some 
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   servers may not be able to monitor the control a nd data connections 
   simultaneously, in which case some special actio n will be necessary 
   to get the server's attention.  The following or dered format is 
   tentatively recommended: 
 
      1. User system inserts the Telnet "Interrupt Process" (IP) signal 
      in the Telnet stream. 
 
      2. User system sends the Telnet "Synch" signa l. 
 
      3. User system inserts the command (e.g., ABO R) in the Telnet 
      stream. 
 
      4. Server PI, after receiving "IP", scans the  Telnet stream for 
      EXACTLY ONE FTP command. 
 
   (For other servers this may not be necessary but  the actions listed 
   above should have no unusual effect.) 
 
   4.2.  FTP REPLIES 
 
      Replies to File Transfer Protocol commands ar e devised to ensure 
      the synchronization of requests and actions i n the process of file 
      transfer, and to guarantee that the user proc ess always knows the 
      state of the Server.  Every command must gene rate at least one 
      reply, although there may be more than one; i n the latter case, 
      the multiple replies must be easily distingui shed.  In addition, 
      some commands occur in sequential groups, suc h as USER, PASS and 
      ACCT, or RNFR and RNTO.  The replies show the  existence of an 
      intermediate state if all preceding commands have been successful. 
      A failure at any point in the sequence necess itates the repetition 
      of the entire sequence from the beginning. 
 
         The details of the command-reply sequence are made explicit in 
         a set of state diagrams below. 
 
      An FTP reply consists of a three digit number  (transmitted as 
      three alphanumeric characters) followed by so me text.  The number 
      is intended for use by automata to determine what state to enter 
      next; the text is intended for the human user .  It is intended 
      that the three digits contain enough encoded information that the 
      user-process (the User-PI) will not need to e xamine the text and 
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      may either discard it or pass it on to the us er, as appropriate. 
      In particular, the text may be server-depende nt, so there are 
      likely to be varying texts for each reply cod e. 
 
      A reply is defined to contain the 3-digit cod e, followed by Space 
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      <SP>, followed by one line of text (where som e maximum line length 
      has been specified), and terminated by the Te lnet end-of-line 
      code.  There will be cases however, where the  text is longer than 
      a single line.  In these cases the complete t ext must be bracketed 
      so the User-process knows when it may stop re ading the reply (i.e. 
      stop processing input on the control connecti on) and go do other 
      things.  This requires a special format on th e first line to 
      indicate that more than one line is coming, a nd another on the 
      last line to designate it as the last.  At le ast one of these must 
      contain the appropriate reply code to indicat e the state of the 
      transaction.  To satisfy all factions, it was  decided that both 
      the first and last line codes should be the s ame. 
 
         Thus the format for multi-line replies is that the first line 
         will begin with the exact required reply c ode, followed 
         immediately by a Hyphen, "-" (also known a s Minus), followed by 
         text.  The last line will begin with the s ame code, followed 
         immediately by Space <SP>, optionally some  text, and the Telnet 
         end-of-line code. 
 
            For example: 
                                123-First line 
                                Second line 
                                  234 A line beginn ing with numbers 
                                123 The last line 
 
         The user-process then simply needs to sear ch for the second 
         occurrence of the same reply code, followe d by <SP> (Space), at 
         the beginning of a line, and ignore all in termediary lines.  If 
         an intermediary line begins with a 3-digit  number, the Server 
         must pad the front  to avoid confusion. 
 
            This scheme allows standard system rout ines to be used for 
            reply information (such as for the STAT  reply), with 
            "artificial" first and last lines tacke d on.  In rare cases 
            where these routines are able to genera te three digits and a 
            Space at the beginning of any line, the  beginning of each 
            text line should be offset by some neut ral text, like Space. 
 
         This scheme assumes that multi-line replie s may not be nested. 
 
      The three digits of the reply each have a spe cial significance. 
      This is intended to allow a range of very sim ple to very 
      sophisticated responses by the user-process.  The first digit 
      denotes whether the response is good, bad or incomplete. 
      (Referring to the state diagram), an unsophis ticated user-process 
      will be able to determine its next action (pr oceed as planned, 
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      redo, retrench, etc.) by simply examining thi s first digit.  A 
      user-process that wants to know approximately  what kind of error 
      occurred (e.g. file system error, command syn tax error) may 
      examine the second digit, reserving the third  digit for the finest 
      gradation of information (e.g., RNTO command without a preceding 
      RNFR). 
 
         There are five values for the first digit of the reply code: 
 
            1yz   Positive Preliminary reply 
 
               The requested action is being initia ted; expect another 
               reply before proceeding with a new c ommand.  (The 
               user-process sending another command  before the 
               completion reply would be in violati on of protocol; but 
               server-FTP processes should queue an y commands that 
               arrive while a preceding command is in progress.)  This 
               type of reply can be used to indicat e that the command 
               was accepted and the user-process ma y now pay attention 
               to the data connections, for impleme ntations where 
               simultaneous monitoring is difficult .  The server-FTP 
               process may send at most, one 1yz re ply per command. 
 
            2yz   Positive Completion reply 
 
               The requested action has been succes sfully completed.  A 
               new request may be initiated. 
 
            3yz   Positive Intermediate reply 
 
               The command has been accepted, but t he requested action 
               is being held in abeyance, pending r eceipt of further 
               information.  The user should send a nother command 
               specifying this information.  This r eply is used in 
               command sequence groups. 
 
            4yz   Transient Negative Completion rep ly 
 
               The command was not accepted and the  requested action did 
               not take place, but the error condit ion is temporary and 
               the action may be requested again.  The user should 
               return to the beginning of the comma nd sequence, if any. 
               It is difficult to assign a meaning to "transient", 
               particularly when two distinct sites  (Server- and 
               User-processes) have to agree on the  interpretation. 
               Each reply in the 4yz category might  have a slightly 
               different time value, but the intent  is that the 
 
 
Postel & Reynolds                                              [Page 37] 
 
 
                                                                         
RFC 959                                                     October 1985 
File Transfer Protocol 
 



STANDARDY SIECI INTERNET  71 

 
               user-process is encouraged to try ag ain.  A rule of thumb 
               in determining if a reply fits into the 4yz or the 5yz 
               (Permanent Negative) category is tha t replies are 4yz if 
               the commands can be repeated without  any change in 
               command form or in properties of the  User or Server 
               (e.g., the command is spelled the sa me with the same 
               arguments used; the user does not ch ange his file access 
               or user name; the server does not pu t up a new 
               implementation.) 
 
            5yz   Permanent Negative Completion rep ly 
 
               The command was not accepted and the  requested action did 
               not take place.  The User-process is  discouraged from 
               repeating the exact request (in the same sequence).  Even 
               some "permanent" error conditions ca n be corrected, so 
               the human user may want to direct hi s User-process to 
               reinitiate the command sequence by d irect action at some 
               point in the future (e.g., after the  spelling has been 
               changed, or the user has altered his  directory status.) 
 
         The following function groupings are encod ed in the second 
         digit: 
 
            x0z   Syntax - These replies refer to s yntax errors, 
                  syntactically correct commands th at don't fit any 
                  functional category, unimplemente d or superfluous 
                  commands. 
 
            x1z   Information -  These are replies to requests for 
                  information, such as status or he lp. 
 
            x2z   Connections - Replies referring t o the control and 
                  data connections. 
 
            x3z   Authentication and accounting - R eplies for the login 
                  process and accounting procedures . 
 
            x4z   Unspecified as yet. 
 
            x5z   File system - These replies indic ate the status of the 
                  Server file system vis-a-vis the requested transfer or 
                  other file system action. 
 
         The third digit gives a finer gradation of  meaning in each of 
         the function categories, specified by the second digit.  The 
         list of replies below will illustrate this .  Note that the text 
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         associated with each reply is recommended,  rather than 
         mandatory, and may even change according t o the command with 
         which it is associated.  The reply codes, on the other hand, 
         must strictly follow the specifications in  the last section; 
         that is, Server implementations should not  invent new codes for 
         situations that are only slightly differen t from the ones 
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         described here, but rather should adapt co des already defined. 
 
            A command such as TYPE or ALLO whose su ccessful execution 
            does not offer the user-process any new  information will 
            cause a 200 reply to be returned.  If t he command is not 
            implemented by a particular Server-FTP process because it 
            has no relevance to that computer syste m, for example ALLO 
            at a TOPS20 site, a Positive Completion  reply is still 
            desired so that the simple User-process  knows it can proceed 
            with its course of action.  A 202 reply  is used in this case 
            with, for example, the reply text:  "No  storage allocation 
            necessary."  If, on the other hand, the  command requests a 
            non-site-specific action and is unimple mented, the response 
            is 502.  A refinement of that is the 50 4 reply for a command 
            that is implemented, but that requests an unimplemented 
            parameter. 
 
      4.2.1  Reply Codes by Function Groups 
 
         200 Command okay. 
         500 Syntax error, command unrecognized. 
             This may include errors such as comman d line too long. 
         501 Syntax error in parameters or argument s. 
         202 Command not implemented, superfluous a t this site. 
         502 Command not implemented. 
         503 Bad sequence of commands. 
         504 Command not implemented for that param eter. 
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         110 Restart marker reply. 
             In this case, the text is exact and no t left to the 
             particular implementation; it must rea d: 
                  MARK yyyy = mmmm 
             Where yyyy is User-process data stream  marker, and mmmm 
             server's equivalent marker (note the s paces between markers 
             and "="). 
         211 System status, or system help reply. 
         212 Directory status. 
         213 File status. 
         214 Help message. 
             On how to use the server or the meanin g of a particular 
             non-standard command.  This reply is u seful only to the 
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             human user. 
         215 NAME system type. 
             Where NAME is an official system name from the list in the 
             Assigned Numbers document. 
           
         120 Service ready in nnn minutes. 
         220 Service ready for new user. 
         221 Service closing control connection. 
             Logged out if appropriate. 
         421 Service not available, closing control  connection. 
             This may be a reply to any command if the service knows it 
             must shut down. 
         125 Data connection already open; transfer  starting. 
         225 Data connection open; no transfer in p rogress. 
         425 Can't open data connection. 
         226 Closing data connection. 
             Requested file action successful (for example, file 
             transfer or file abort). 
         426 Connection closed; transfer aborted. 
         227 Entering Passive Mode (h1,h2,h3,h4,p1, p2). 
           
         230 User logged in, proceed. 
         530 Not logged in. 
         331 User name okay, need password. 
         332 Need account for login. 
         532 Need account for storing files. 
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         150 File status okay; about to open data c onnection. 
         250 Requested file action okay, completed.  
         257 "PATHNAME" created. 
         350 Requested file action pending further information. 
         450 Requested file action not taken. 
             File unavailable (e.g., file busy). 
         550 Requested action not taken. 
             File unavailable (e.g., file not found , no access). 
         451 Requested action aborted. Local error in processing. 
         551 Requested action aborted. Page type un known. 
         452 Requested action not taken. 
             Insufficient storage space in system. 
         552 Requested file action aborted. 
             Exceeded storage allocation (for curre nt directory or 
             dataset). 
         553 Requested action not taken. 
             File name not allowed. 
          
 
      4.2.2 Numeric  Order List of Reply Codes 
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         110 Restart marker reply. 
             In this case, the text is exact and no t left to the 
             particular implementation; it must rea d: 
                  MARK yyyy = mmmm 
             Where yyyy is User-process data stream  marker, and mmmm 
             server's equivalent marker (note the s paces between markers 
             and "="). 
         120 Service ready in nnn minutes. 
         125 Data connection already open; transfer  starting. 
         150 File status okay; about to open data c onnection. 
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         200 Command okay. 
         202 Command not implemented, superfluous a t this site. 
         211 System status, or system help reply. 
         212 Directory status. 
         213 File status. 
         214 Help message. 
             On how to use the server or the meanin g of a particular 
             non-standard command.  This reply is u seful only to the 
             human user. 
         215 NAME system type. 
             Where NAME is an official system name from the list in the 
             Assigned Numbers document. 
         220 Service ready for new user. 
         221 Service closing control connection. 
             Logged out if appropriate. 
         225 Data connection open; no transfer in p rogress. 
         226 Closing data connection. 
             Requested file action successful (for example, file 
             transfer or file abort). 
         227 Entering Passive Mode (h1,h2,h3,h4,p1, p2). 
         230 User logged in, proceed. 
         250 Requested file action okay, completed.  
         257 "PATHNAME" created. 
           
         331 User name okay, need password. 
         332 Need account for login. 
         350 Requested file action pending further information. 
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         421 Service not available, closing control  connection. 
             This may be a reply to any command if the service knows it 
             must shut down. 
         425 Can't open data connection. 
         426 Connection closed; transfer aborted. 
         450 Requested file action not taken. 
             File unavailable (e.g., file busy). 
         451 Requested action aborted: local error in processing. 
         452 Requested action not taken. 
             Insufficient storage space in system. 
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         500 Syntax error, command unrecognized. 
             This may include errors such as comman d line too long. 
         501 Syntax error in parameters or argument s. 
         502 Command not implemented. 
         503 Bad sequence of commands. 
         504 Command not implemented for that param eter. 
         530 Not logged in. 
         532 Need account for storing files. 
         550 Requested action not taken. 
             File unavailable (e.g., file not found , no access). 
         551 Requested action aborted: page type un known. 
         552 Requested file action aborted. 
             Exceeded storage allocation (for curre nt directory or 
             dataset). 
         553 Requested action not taken. 
             File name not allowed. 
          
 
5.  DECLARATIVE SPECIFICATIONS 
 
   5.1.  MINIMUM IMPLEMENTATION 
 
      In order to make FTP workable without needles s error messages, the 
      following minimum implementation is required for all servers: 
 
         TYPE - ASCII Non-print 
         MODE - Stream 
         STRUCTURE - File, Record 
         COMMANDS - USER, QUIT, PORT, 
                    TYPE, MODE, STRU, 
                      for the default values 
                    RETR, STOR, 
                    NOOP. 
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      The default values for transfer parameters ar e: 
 
         TYPE - ASCII Non-print 
         MODE - Stream 
         STRU - File 
 
      All hosts must accept the above as the standa rd defaults. 
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   5.2.  CONNECTIONS 
 
      The server protocol interpreter shall "listen " on Port L.  The 
      user or user protocol interpreter shall initi ate the full-duplex 
      control connection.  Server- and user- proces ses should follow the 
      conventions of the Telnet protocol as specifi ed in the 
      ARPA-Internet Protocol Handbook [1].  Servers  are under no 
      obligation to provide for editing of command lines and may require 
      that it be done in the user host.  The contro l connection shall be 
      closed by the server at the user's request af ter all transfers and 
      replies are completed. 
 
      The user-DTP must "listen" on the specified d ata port; this may be 
      the default user port (U) or a port specified  in the PORT command. 
      The server shall initiate the data connection  from his own default 
      data port (L-1) using the specified user data  port.  The direction 
      of the transfer and the port used will be det ermined by the FTP 
      service command. 
 
      Note that all FTP implementation must support  data transfer using 
      the default port, and that only the USER-PI m ay initiate the use 
      of non-default ports. 
 
      When data is to be transferred between two se rvers, A and B (refer 
      to Figure 2), the user-PI, C, sets up control  connections with 
      both server-PI's.  One of the servers, say A,  is then sent a PASV 
      command telling him to "listen" on his data p ort rather than 
      initiate a connection when he receives a tran sfer service command. 
      When the user-PI receives an acknowledgment t o the PASV command, 
      which includes the identity of the host and p ort being listened 
      on, the user-PI then sends A's port, a, to B in a PORT command; a 
      reply is returned.  The user-PI may then send  the corresponding 
      service commands to A and B.  Server B initia tes the connection 
      and the transfer proceeds.  The command-reply  sequence is listed 
      below where the messages are vertically synch ronous but 
      horizontally asynchronous: 
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         User-PI - Server A                User-PI - Server B 
         ------------------                -------- ---------- 
          
         C->A : Connect                    C->B : C onnect 
         C->A : PASV 
         A->C : 227 Entering Passive Mode. A1,A2,A3 ,A4,a1,a2 
                                           C->B : P ORT A1,A2,A3,A4,a1,a2 
                                           B->C : 2 00 Okay 
         C->A : STOR                       C->B : R ETR 
                    B->A : Connect to HOST-A, PORT- a 
 
                                Figure 3 
 
      The data connection shall be closed by the se rver under the 
      conditions described in the Section on Establ ishing Data 
      Connections.  If the data connection is to be  closed following a 
      data transfer where closing the connection is  not required to 
      indicate the end-of-file, the server must do so immediately. 
      Waiting until after a new transfer command is  not permitted 
      because the user-process will have already te sted the data 
      connection to see if it needs to do a "listen "; (remember that the 
      user must "listen" on a closed data port BEFO RE sending the 
      transfer request).  To prevent a race conditi on here, the server 
      sends a reply (226) after closing the data co nnection (or if the 
      connection is left open, a "file transfer com pleted" reply (250) 
      and the user-PI should wait for one of these replies before 
      issuing a new transfer command). 
 
      Any time either the user or server see that t he connection is 
      being closed by the other side, it should pro mptly read any 
      remaining data queued on the connection and i ssue the close on its 
      own side. 
 
   5.3.  COMMANDS 
 
      The commands are Telnet character strings tra nsmitted over the 
      control connections as described in the Secti on on FTP Commands. 
      The command functions and semantics are descr ibed in the Section 
      on Access Control Commands, Transfer Paramete r Commands, FTP 
      Service Commands, and Miscellaneous Commands.   The command syntax 
      is specified here. 
 
      The commands begin with a command code follow ed by an argument 
      field.  The command codes are four or fewer a lphabetic characters. 
      Upper and lower case alphabetic characters ar e to be treated 
      identically.  Thus, any of the following may represent the 
      retrieve command: 
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                  RETR    Retr    retr    ReTr    r ETr 
 
      This also applies to any symbols representing  parameter values, 
      such as A or a for ASCII TYPE.  The command c odes and the argument 
      fields are separated by one or more spaces. 
 
      The argument field consists of a variable len gth character string 
      ending with the character sequence <CRLF> (Ca rriage Return, Line 
      Feed) for NVT-ASCII representation; for other  negotiated languages 
      a different end of line character might be us ed.  It should be 
      noted that the server is to take no action un til the end of line 
      code is received. 
 
      The syntax is specified below in NVT-ASCII.  All characters in the 
      argument field are ASCII characters including  any ASCII 
      represented decimal integers.  Square bracket s denote an optional 
      argument field.  If the option is not taken, the appropriate 
      default is implied. 
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      5.3.1.  FTP COMMANDS 
 
         The following are the FTP commands: 
 
            USER <SP> <username> <CRLF> 
            PASS <SP> <password> <CRLF> 
            ACCT <SP> <account-information> <CRLF> 
            CWD  <SP> <pathname> <CRLF> 
            CDUP <CRLF> 
            SMNT <SP> <pathname> <CRLF> 
            QUIT <CRLF> 
            REIN <CRLF> 
            PORT <SP> <host-port> <CRLF> 
            PASV <CRLF> 
            TYPE <SP> <type-code> <CRLF> 
            STRU <SP> <structure-code> <CRLF> 
            MODE <SP> <mode-code> <CRLF> 
            RETR <SP> <pathname> <CRLF> 
            STOR <SP> <pathname> <CRLF> 
            STOU <CRLF> 
            APPE <SP> <pathname> <CRLF> 
            ALLO <SP> <decimal-integer> 
                [<SP> R <SP> <decimal-integer>] <CR LF> 
            REST <SP> <marker> <CRLF> 
            RNFR <SP> <pathname> <CRLF> 
            RNTO <SP> <pathname> <CRLF> 
            ABOR <CRLF> 
            DELE <SP> <pathname> <CRLF> 
            RMD  <SP> <pathname> <CRLF> 
            MKD  <SP> <pathname> <CRLF> 
            PWD  <CRLF> 
            LIST [<SP> <pathname>] <CRLF> 
            NLST [<SP> <pathname>] <CRLF> 
            SITE <SP> <string> <CRLF> 
            SYST <CRLF> 
            STAT [<SP> <pathname>] <CRLF> 
            HELP [<SP> <string>] <CRLF> 
            NOOP <CRLF> 
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      5.3.2.  FTP COMMAND ARGUMENTS 
 
         The syntax of the above argument fields (u sing BNF notation 
         where applicable) is: 
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            <username> ::= <string> 
            <password> ::= <string> 
            <account-information> ::= <string> 
            <string> ::= <char> | <char><string> 
            <char> ::= any of the 128 ASCII charact ers except <CR> and 
            <LF> 
            <marker> ::= <pr-string> 
            <pr-string> ::= <pr-char> | <pr-char><p r-string> 
            <pr-char> ::= printable characters, any  
                          ASCII code 33 through 126  
            <byte-size> ::= <number> 
            <host-port> ::= <host-number>,<port-num ber> 
            <host-number> ::= <number>,<number>,<nu mber>,<number> 
            <port-number> ::= <number>,<number> 
            <number> ::= any decimal integer 1 thro ugh 255 
            <form-code> ::= N | T | C 
            <type-code> ::= A [<sp> <form-code>] 
                          | E [<sp> <form-code>] 
                          | I 
                          | L <sp> <byte-size> 
            <structure-code> ::= F | R | P 
            <mode-code> ::= S | B | C 
            <pathname> ::= <string> 
            <decimal-integer> ::= any decimal integ er 
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   5.4.  SEQUENCING OF COMMANDS AND REPLIES 
 
      The communication between the user and server  is intended to be an 
      alternating dialogue.  As such, the user issu es an FTP command and 
      the server responds with a prompt primary rep ly.  The user should 
      wait for this initial primary success or fail ure response before 
      sending further commands. 
 
      Certain commands require a second reply for w hich the user should 
      also wait.  These replies may, for example, r eport on the progress 
      or completion of file transfer or the closing  of the data 
      connection.  They are secondary replies to fi le transfer commands. 
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      One important group of informational replies is the connection 
      greetings.  Under normal circumstances, a ser ver will send a 220 
      reply, "awaiting input", when the connection is completed.  The 
      user should wait for this greeting message be fore sending any 
      commands.  If the server is unable to accept input right away, a 
      120 "expected delay" reply should be sent imm ediately and a 220 
      reply when ready.  The user will then know no t to hang up if there 
      is a delay. 
 
      Spontaneous Replies 
 
         Sometimes "the system" spontaneously has a  message to be sent 
         to a user (usually all users).  For exampl e, "System going down 
         in 15 minutes".  There is no provision in FTP for such 
         spontaneous information to be sent from th e server to the user. 
         It is recommended that such information be  queued in the 
         server-PI and delivered to the user-PI in the next reply 
         (possibly making it a multi-line reply). 
 
      The table below lists alternative success and  failure replies for 
      each command.  These must be strictly adhered  to; a server may 
      substitute text in the replies, but the meani ng and action implied 
      by the code numbers and by the specific comma nd reply sequence 
      cannot be altered. 
 
      Command-Reply Sequences 
 
         In this section, the command-reply sequenc e is presented.  Each 
         command is listed with its possible replie s; command groups are 
         listed together.  Preliminary replies are listed first (with 
         their succeeding replies indented and unde r them), then 
         positive and negative completion, and fina lly intermediary 
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         replies with the remaining commands from t he sequence 
         following.  This listing forms the basis f or the state 
         diagrams, which will be presented separate ly. 
 
            Connection Establishment 
               120 
                  220 
               220 
               421 
            Login 
               USER 
                  230 
                  530 
                  500, 501, 421 
                  331, 332 
               PASS 
                  230 
                  202 
                  530 
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                  500, 501, 503, 421 
                  332 
               ACCT 
                  230 
                  202 
                  530 
                  500, 501, 503, 421 
               CWD 
                  250 
                  500, 501, 502, 421, 530, 550 
               CDUP 
                  200 
                  500, 501, 502, 421, 530, 550 
               SMNT 
                  202, 250 
                  500, 501, 502, 421, 530, 550 
            Logout 
               REIN 
                  120 
                     220 
                  220 
                  421 
                  500, 502 
               QUIT 
                  221 
                  500 
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            Transfer parameters 
               PORT 
                  200 
                  500, 501, 421, 530 
               PASV 
                  227 
                  500, 501, 502, 421, 530 
               MODE 
                  200 
                  500, 501, 504, 421, 530 
               TYPE 
                  200 
                  500, 501, 504, 421, 530 
               STRU 
                  200 
                  500, 501, 504, 421, 530 
            File action commands 
               ALLO 
                  200 
                  202 
                  500, 501, 504, 421, 530 
               REST 
                  500, 501, 502, 421, 530 
                  350 
               STOR 
                  125, 150 
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                     (110) 
                     226, 250 
                     425, 426, 451, 551, 552 
                  532, 450, 452, 553 
                  500, 501, 421, 530 
               STOU 
                  125, 150 
                     (110) 
                     226, 250 
                     425, 426, 451, 551, 552 
                  532, 450, 452, 553 
                  500, 501, 421, 530 
               RETR 
                  125, 150 
                     (110) 
                     226, 250 
                     425, 426, 451 
                  450, 550 
                  500, 501, 421, 530 
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               LIST 
                  125, 150 
                     226, 250 
                     425, 426, 451 
                  450 
                  500, 501, 502, 421, 530 
               NLST 
                  125, 150 
                     226, 250 
                     425, 426, 451 
                  450 
                  500, 501, 502, 421, 530 
               APPE 
                  125, 150 
                     (110) 
                     226, 250 
                     425, 426, 451, 551, 552 
                  532, 450, 550, 452, 553 
                  500, 501, 502, 421, 530 
               RNFR 
                  450, 550 
                  500, 501, 502, 421, 530 
                  350 
               RNTO 
                  250 
                  532, 553 
                  500, 501, 502, 503, 421, 530 
               DELE 
                  250 
                  450, 550 
                  500, 501, 502, 421, 530 
               RMD 
                  250 
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                  500, 501, 502, 421, 530, 550 
               MKD 
                  257 
                  500, 501, 502, 421, 530, 550 
               PWD 
                  257 
                  500, 501, 502, 421, 550 
               ABOR 
                  225, 226 
                  500, 501, 502, 421 
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            Informational commands 
               SYST 
                  215 
                  500, 501, 502, 421 
               STAT 
                  211, 212, 213 
                  450 
                  500, 501, 502, 421, 530 
               HELP 
                  211, 214 
                  500, 501, 502, 421 
            Miscellaneous commands 
               SITE 
                  200 
                  202 
                  500, 501, 530 
               NOOP 
                  200 
                  500 421 
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6.  STATE DIAGRAMS 
 
   Here we present state diagrams for a very simple  minded FTP 
   implementation.  Only the first digit of the rep ly codes is used. 
   There is one state diagram for each group of FTP  commands or command 
   sequences. 
 
   The command groupings were determined by constru cting a model for 
   each command then collecting together the comman ds with structurally 
   identical models. 
 
   For each command or command sequence there are t hree possible 
   outcomes: success (S), failure (F), and error (E ).  In the state 
   diagrams below we use the symbol B for "begin", and the symbol W for 
   "wait for reply". 
 
   We first present the diagram that represents the  largest group of FTP 
   commands: 
 
       
                               1,3    +---+ 
                          ----------->| E | 
                         |            +---+ 
                         | 
      +---+    cmd    +---+    2      +---+ 
      | B |---------->| W |---------->| S | 
      +---+           +---+           +---+ 
                         | 
                         |     4,5    +---+ 
                          ----------->| F | 
                                      +---+ 
       
 
      This diagram models the commands: 
 
         ABOR, ALLO, DELE, CWD, CDUP, SMNT, HELP, M ODE, NOOP, PASV, 
         QUIT, SITE, PORT, SYST, STAT, RMD, MKD, PW D, STRU, and TYPE. 
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   The other large group of commands is represented  by a very similar 
   diagram: 
 
       
                               3      +---+ 
                          ----------->| E | 
                         |            +---+ 
                         | 
      +---+    cmd    +---+    2      +---+ 
      | B |---------->| W |---------->| S | 
      +---+       --->+---+           +---+ 
                 |     | | 
                 |     | |     4,5    +---+ 
                 |  1  |  ----------->| F | 
                  -----               +---+ 
       
 
      This diagram models the commands: 
 
         APPE, LIST, NLST, REIN, RETR, STOR, and ST OU. 
 
   Note that this second model could also be used t o represent the first 
   group of commands, the only difference being tha t in the first group 
   the 100 series replies are unexpected and theref ore treated as error, 
   while the second group expects (some may require ) 100 series replies. 
   Remember that at most, one 100 series reply is a llowed per command. 
 
   The remaining diagrams model command sequences, perhaps the simplest 
   of these is the rename sequence: 
 
       
      +---+   RNFR    +---+    1,2    +---+ 
      | B |---------->| W |---------->| E | 
      +---+           +---+        -->+---+ 
                       | |        | 
                3      | | 4,5    | 
         --------------  ------   | 
        |                      |  |   +---+ 
        |               ------------->| S | 
        |              |   1,3 |  |   +---+ 
        |             2|  -------- 
        |              | |     | 
        V              | |     | 
      +---+   RNTO    +---+ 4,5 ----->+---+ 
      |   |---------->| W |---------->| F | 
      +---+           +---+           +---+ 
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   The next diagram is a simple model of the Restar t command: 
 
       
      +---+   REST    +---+    1,2    +---+ 
      | B |---------->| W |---------->| E | 
      +---+           +---+        -->+---+ 
                       | |        | 
                3      | | 4,5    | 
         --------------  ------   | 
        |                      |  |   +---+ 
        |               ------------->| S | 
        |              |   3   |  |   +---+ 
        |             2|  -------- 
        |              | |     | 
        V              | |     | 
      +---+   cmd     +---+ 4,5 ----->+---+ 
      |   |---------->| W |---------->| F | 
      +---+        -->+---+           +---+ 
                  |      | 
                  |  1   | 
                   ------ 
       
 
         Where "cmd" is APPE, STOR, or RETR. 
 
   We note that the above three models are similar.   The Restart differs 
   from the Rename two only in the treatment of 100  series replies at 
   the second stage, while the second group expects  (some may require) 
   100 series replies.  Remember that at most, one 100 series reply is 
   allowed per command. 
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   The most complicated diagram is for the Login se quence: 
 
       
                            1 
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      +---+   USER    +---+------------->+---+ 
      | B |---------->| W | 2       ---->| E | 
      +---+           +---+------  |  -->+---+ 
                       | |       | | | 
                     3 | | 4,5   | | | 
         --------------   -----  | | | 
        |                      | | | | 
        |                      | | | | 
        |                 ---------  | 
        |               1|     | |   | 
        V                |     | |   | 
      +---+   PASS    +---+ 2  |  ------>+---+ 
      |   |---------->| W |------------->| S | 
      +---+           +---+   ---------->+---+ 
                       | |   | |     | 
                     3 | |4,5| |     | 
         --------------   --------   | 
        |                    | |  |  | 
        |                    | |  |  | 
        |                 ----------- 
        |             1,3|   | |  | 
        V                |  2| |  | 
      +---+   ACCT    +---+--  |   ----->+---+ 
      |   |---------->| W | 4,5 -------->| F | 
      +---+           +---+------------->+---+ 
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   Finally, we present a generalized diagram that c ould be used to model 
   the command and reply interchange: 
 
       
               ------------------------------------  
              |                                    | 
      Begin   |                                    | 
        |     V                                    | 
        |   +---+  cmd   +---+ 2         +---+     | 
         -->|   |------->|   |---------->|   |     | 
            |   |        | W |           | S |----- | 
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         -->|   |     -->|   |-----      |   |     | 
        |   +---+    |   +---+ 4,5 |     +---+     | 
        |     |      |    | |      |               | 
        |     |      |   1| |3     |     +---+     | 
        |     |      |    | |      |     |   |     | 
        |     |       ----  |       ---->| F |-----  
        |     |             |            |   | 
        |     |             |            +---+ 
         ------------------- 
              | 
              | 
              V 
             End 
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7.  TYPICAL FTP SCENARIO 
 
   User at host U wanting to transfer files to/from  host S: 
 
   In general, the user will communicate to the ser ver via a mediating 
   user-FTP process.  The following may be a typica l scenario.  The 
   user-FTP prompts are shown in parentheses, '---- >' represents 
   commands from host U to host S, and '<----' repr esents replies from 
   host S to host U. 
 
      LOCAL COMMANDS BY USER              ACTION IN VOLVED 
 
      ftp (host) multics<CR>         Connect to hos t S, port L, 
                                     establishing c ontrol connections. 
                                     <---- 220 Serv ice ready <CRLF>. 
      username Doe <CR>              USER Doe<CRLF> ----> 
                                     <---- 331 User  name ok, 
                                               need  password<CRLF>. 
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      password mumble <CR>           PASS mumble<CR LF>----> 
                                     <---- 230 User  logged in<CRLF>. 
      retrieve (local type) ASCII<CR> 
      (local pathname) test 1 <CR>   User-FTP opens  local file in ASCII. 
      (for. pathname) test.pl1<CR>   RETR test.pl1< CRLF> ----> 
                                     <---- 150 File  status okay; 
                                           about to  open data 
                                           connecti on<CRLF>. 
                                     Server makes d ata connection 
                                     to port U. 
       
                                     <---- 226 Clos ing data connection, 
                                         file trans fer successful<CRLF>. 
      type Image<CR>                 TYPE I<CRLF> - ---> 
                                     <---- 200 Comm and OK<CRLF> 
      store (local type) image<CR> 
      (local pathname) file dump<CR> User-FTP opens  local file in Image. 
      (for.pathname) >udd>cn>fd<CR>  STOR >udd>cn>f d<CRLF> ----> 
                                     <---- 550 Acce ss denied<CRLF> 
      terminate                      QUIT <CRLF> -- --> 
                                     Server closes all 
                                     connections. 
 
8.  CONNECTION ESTABLISHMENT 
 
   The FTP control connection is established via TC P between the user 
   process port U and the server process port L.  T his protocol is 
   assigned the service port 21 (25 octal), that is  L=21. 
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APPENDIX I -  PAGE STRUCTURE 
 
   The need for FTP to support page structure deriv es principally from 
   the  need to support efficient transmission of f iles between TOPS-20 
   systems, particularly the files used by NLS. 
 
   The file system of TOPS-20 is based on the conce pt of pages.  The 
   operating system is most efficient at manipulati ng files as pages. 
   The operating system provides an interface to th e file system so that 
   many applications view files as sequential strea ms of characters. 
   However, a few applications use the underlying p age structures 
   directly, and some of these create holey files. 
 
   A TOPS-20 disk file consists of four things: a p athname, a page 
   table, a (possibly empty) set of pages, and a se t of attributes. 
 
   The pathname is specified in the RETR or STOR co mmand.  It includes 
   the directory name, file name, file name extensi on, and generation 
   number. 
 
   The page table contains up to 2**18 entries.  Ea ch entry may be 
   EMPTY, or may point to a page.  If it is not emp ty, there are also 
   some page-specific access bits; not all pages of  a file need have the 
   same access protection. 
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      A page is a contiguous set of 512 words of 36  bits each. 
 
   The attributes of the file, in the File Descript or Block (FDB), 
   contain such things as creation time, write time , read time, writer's 
   byte-size, end-of-file pointer, count of reads a nd writes, backup 
   system tape numbers, etc. 
 
   Note that there is NO requirement that entries i n the page table be 
   contiguous.  There may be empty page table slots  between occupied 
   ones.  Also, the end of file pointer is simply a  number.  There is no 
   requirement that it in fact point at the "last" datum in the file. 
   Ordinary sequential I/O calls in TOPS-20 will ca use the end of file 
   pointer to be left after the last datum written,  but other operations 
   may cause it not to be so, if a particular progr amming system so 
   requires. 
 
   In fact, in both of these special cases, "holey"  files and 
   end-of-file pointers NOT at the end of the file,  occur with NLS data 
   files. 
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   The TOPS-20 paged files can be sent with the FTP  transfer parameters: 
   TYPE L 36, STRU P, and MODE S (in fact, any mode  could be used). 
 
   Each page of information has a header.  Each hea der field, which is a 
   logical byte, is a TOPS-20 word, since the TYPE is L 36. 
 
   The header fields are: 
 
      Word 0: Header Length. 
 
         The header length is 5. 
 
      Word 1: Page Index. 
 
         If the data is a disk file page, this is t he number of that 
         page in the file's page map.  Empty pages (holes) in the file 
         are simply not sent.  Note that a hole is NOT the same as a 
         page of zeros. 
 
      Word 2: Data Length. 
 
         The number of data words in this page, fol lowing the header. 
         Thus, the total length of the transmission  unit is the Header 
         Length plus the Data Length. 
 
      Word 3: Page Type. 
 
         A code for what type of chunk this is.  A data page is type 3, 
         the FDB page is type 2. 
 
      Word 4: Page Access Control. 
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         The access bits associated with the page i n the file's page 
         map.  (This full word quantity is put into  AC2 of an SPACS by 
         the program reading from net to disk.) 
 
   After the header are Data Length data words.  Da ta Length is 
   currently either 512 for a data page or 31 for a n FDB.  Trailing 
   zeros in a disk file page may be discarded, maki ng Data Length less 
   than 512 in that case. 
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APPENDIX II -  DIRECTORY COMMANDS 
 
   Since UNIX has a tree-like directory structure i n which directories 
   are as easy to manipulate as ordinary files, it is useful to expand 
   the FTP servers on these machines to include com mands which deal with 
   the creation of directories.  Since there are ot her hosts on the 
   ARPA-Internet which have tree-like directories ( including TOPS-20 and 
   Multics), these commands are as general as possi ble. 
 
      Four directory commands have been added to FT P: 
 
         MKD pathname 
 
            Make a directory with the name "pathnam e". 
 
         RMD pathname 
 
            Remove the directory with the name "pat hname". 
 
         PWD 
 
            Print the current working directory nam e. 
 
         CDUP 
 
            Change to the parent of the current wor king directory. 
 
   The  "pathname"  argument should be created (rem oved) as a 
   subdirectory of the current working directory, u nless the "pathname" 
   string contains sufficient information to specif y otherwise to the 
   server, e.g., "pathname" is an absolute pathname  (in UNIX and 
   Multics), or pathname is something like "<abso.l ute.path>" to 
   TOPS-20. 
 
   REPLY CODES 
 
      The CDUP command is a special case of CWD, an d is included to 
      simplify the implementation of programs for t ransferring directory 
      trees between operating systems having differ ent syntaxes for 
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      naming the parent directory.  The reply codes  for CDUP be 
      identical to the reply codes of CWD. 
 
      The reply codes for RMD be identical to the r eply codes for its 
      file analogue, DELE. 
 
      The reply codes for MKD, however, are a bit m ore complicated.  A 
      freshly created directory will probably be th e object of a future 
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      CWD command.  Unfortunately, the argument to MKD may not always be 
      a suitable argument for CWD.  This is the cas e, for example, when 
      a TOPS-20 subdirectory is created by giving j ust the subdirectory 
      name.  That is, with a TOPS-20 server FTP, th e command sequence 
 
         MKD MYDIR 
         CWD MYDIR 
 
      will fail.  The new directory may only be ref erred to by its 
      "absolute" name; e.g., if the MKD command abo ve were issued while 
      connected to the directory <DFRANKLIN>, the n ew subdirectory 
      could only be referred to by the name <DFRANK LIN.MYDIR>. 
 
      Even on UNIX and Multics, however, the argume nt given to MKD may 
      not be suitable.  If it is a "relative" pathn ame (i.e., a pathname 
      which is interpreted relative to the current directory), the user 
      would need to be in the same current director y in order to reach 
      the subdirectory.  Depending on the applicati on, this may be 
      inconvenient.  It is not very robust in any c ase. 
 
      To solve these problems, upon successful comp letion of an MKD 
      command, the server should return a line of t he form: 
 
         257<space>"<directory-name>"<space><commen tary> 
 
      That is, the server will tell the user what s tring to use when 
      referring to the created  directory.  The dir ectory name can 
      contain any character; embedded double-quotes  should be escaped by 
      double-quotes (the "quote-doubling" conventio n). 
 
      For example, a user connects to the directory  /usr/dm, and creates 
      a subdirectory, named pathname: 
 
         CWD /usr/dm 
         200 directory changed to /usr/dm 
         MKD pathname 
         257 "/usr/dm/pathname" directory created 
 
      An example with an embedded double quote: 
 
         MKD foo"bar 
         257 "/usr/dm/foo""bar" directory created 
         CWD /usr/dm/foo"bar 
         200 directory changed to /usr/dm/foo"bar 
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      The prior existence of a subdirectory with th e same name is an 
      error, and the server must return an "access denied" error reply 
      in that case. 
 
         CWD /usr/dm 
         200 directory changed to /usr/dm 
         MKD pathname 
         521-"/usr/dm/pathname" directory already e xists; 
         521 taking no action. 
 
      The failure replies for MKD are analogous to its file  creating 
      cousin, STOR.  Also, an "access denied" retur n is given if a file 
      name with the same name as the subdirectory w ill conflict with the 
      creation of the subdirectory (this is a probl em on UNIX, but 
      shouldn't be one on TOPS-20). 
 
      Essentially because the PWD command returns t he same type of 
      information as the successful MKD command, th e successful PWD 
      command uses the 257 reply code as well. 
 
   SUBTLETIES 
 
      Because these commands will be most useful in  transferring 
      subtrees from one machine to another, careful ly observe that the 
      argument to MKD is to be interpreted as a sub -directory of  the 
      current working directory, unless it contains  enough information 
      for the destination host to tell otherwise.  A hypothetical 
      example of its use in the TOPS-20 world: 
 
         CWD <some.where> 
         200 Working directory changed 
         MKD overrainbow 
         257 "<some.where.overrainbow>" directory c reated 
         CWD overrainbow 
         431 No such directory 
         CWD <some.where.overrainbow> 
         200 Working directory changed 
 
         CWD <some.where> 
         200 Working directory changed to <some.whe re> 
         MKD <unambiguous> 
         257 "<unambiguous>" directory created 
         CWD <unambiguous> 
 
      Note that the first example results in a subd irectory of the 
      connected directory.  In contrast, the argume nt in the second 
      example contains enough information for TOPS- 20 to tell that  the 
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      <unambiguous> directory is a top-level direct ory.  Note also that 
      in the first example the user "violated" the protocol by 
      attempting to access the freshly created dire ctory with a name 
      other than the one returned by TOPS-20.  Prob lems could have 
      resulted in this case had there been an <over rainbow> directory; 
      this is an ambiguity inherent in some TOPS-20  implementations. 
      Similar considerations apply to the RMD comma nd.  The point is 
      this: except where to do so would violate a h ost's conventions for 
      denoting relative versus absolute pathnames, the host should treat 
      the operands of the MKD and RMD commands as s ubdirectories.  The 
      257 reply to the MKD command must always cont ain the absolute 
      pathname of the created directory. 
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Ross Callon                       Informacyjne                      [Strona 1] 
 

RFC 1925             Fundamentalne Prawdy o Działaniu Sieci                1 April 1996 
 

   (1)  To musi działać. 
   (2)  Bez względu na to jak mocno chcesz oraz bez względu na ważność sprawy, 
nie jesteś w stanie zwiększyć prędkości światła. 
        (2a) (w praktyce). Bez względu na to jak długo będziesz próbował, nie można 
zrobić dziecka w mniej niż 9 miesięcy. Można próbować to przyspieszyć, ale nie 
stanie się to wcześniej. 
   (3)  Przy wystarczającej sile wyrzutu, świnie latają normalnie. Jednak nie jest to 
dobry pomysł. Jest bardzo trudno przewidzieć, gdzie będą one lądować, z tego też 
względu niebezpiecznie jest siedzieć w miejscu, nad którym one przelatują. 
   (4)  Niektóre rzeczy w naszym życiu są tak długo niedoceniane lub nie w pełni 
zrozumiałe póki ich osobiście nie doświadczymy. Niektóre zasady w działaniu sieci 
nie są w pełni zrozumiałe, dopóki sami nie połączymy urządzeń lub będziemy 
odpowiadać za działanie sieci.  
   (5)  Zawsze jest możliwość połączenia wielu oddzielnych problemów w jedno 
współzależne rozwiązanie. W większości przypadków jest to zły pomysł. 
   (6)  Zawsze łatwiej jest odsunąć problem niż go rozwiązać (na przykład problem 
można przesunąć do innej części sieci).  
        (6a) (w praktyce). Zawsze jest możliwe wprowadzenie dodatkowego poziomu 
pośredniczącego. 
   (7)  Coś jest zawsze czymś 
        (7a) (w praktyce). Dobre, Szybkie, Tanie: wybierz dwa (nie możesz mieć 
wszystkich trzech). 
   (8)  To jest bardziej skomplikowane niż Ci się wydaje. 
   (9)  Posiadając wszystkie zasoby, cokolwiek by to było, potrzebujesz więcej. For 
all resources, whatever it is, you need more. 
       (9a) (w praktyce) Do rozwiązania każdego problemu w sieci potrzeba więcej 
czasu niż się początkowo wydaje. 
   (10) Jeden rozmiar nie pasuje do wszystkich. 
   (11) Każdy stary pomysł może być zaproponowany ponownie ale pod inna nazwą 
i w innej prezentacji, bez względu na to czy on działa. 
        (11a) (w praktyce). Patrz prawda 6a. 
   (12) W budowie protokołu czy standardu sieci, doskonałość jest osiągnięta nie 
wtedy, kiedy nie możemy go bardziej rozbudować, ale wtedy – kiedy nie możemy 
nic z niego usunąć. 
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                  The Security Flag in the IPv4 Hea der 
 
Status of this Memo 
 
   This memo provides information for the Internet community.  It does 
   not specify an Internet standard of any kind.  D istribution of this 
   memo is unlimited. 
 
Copyright Notice 
 
   Copyright (C) The Internet Society (2003).  All Rights Reserved. 
 
Abstract 
 
   Firewalls, packet filters, intrusion detection s ystems, and the like 
   often have difficulty distinguishing between pac kets that have 
   malicious intent and those that are merely unusu al.  We define a 
   security flag in the IPv4 header as a means of d istinguishing the two 
   cases. 
 
1. Introduction 
 
   Firewalls [CBR03], packet filters, intrusion det ection systems, and 
   the like often have difficulty distinguishing be tween packets that 
   have malicious intent and those that are merely unusual.  The problem 
   is that making such determinations is hard.  To solve this problem, 
   we define a security flag, known as the "evil" b it, in the IPv4 
   [RFC791] header.  Benign packets have this bit s et to 0; those that 
   are used for an attack will have the bit set to 1. 
 
1.1. Terminology 
 
   The keywords MUST, MUST NOT, REQUIRED, SHALL, SH ALL NOT, SHOULD, 
   SHOULD NOT, RECOMMENDED, MAY, and OPTIONAL, when  they appear in this 
   document, are to be interpreted as described in [RFC2119]. 
 
2. Syntax 
 
   The high-order bit of the IP fragment offset fie ld is the only unused 
   bit in the IP header.  Accordingly, the selectio n of the bit position 
   is not left to IANA. 
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   The bit field is laid out as follows: 
 
             0 
            +-+ 
            |E| 
            +-+ 
 
   Currently-assigned values are defined as follows : 



STANDARDY SIECI INTERNET  104 

 
   0x0  If the bit is set to 0, the packet has no e vil intent.  Hosts, 
        network elements, etc., SHOULD assume that the packet is 
        harmless, and SHOULD NOT take any defensive  measures.  (We note 
        that this part of the spec is already imple mented by many common 
        desktop operating systems.) 
 
   0x1  If the bit is set to 1, the packet has evil  intent.  Secure 
        systems SHOULD try to defend themselves aga inst such packets. 
        Insecure systems MAY chose to crash, be pen etrated, etc. 
 
3. Setting the Evil Bit 
 
   There are a number of ways in which the evil bit  may be set.  Attack 
   applications may use a suitable API to request t hat it be set. 
   Systems that do not have other mechanisms MUST p rovide such an API; 
   attack programs MUST use it. 
 
   Multi-level insecure operating systems may have special levels for 
   attack programs; the evil bit MUST be set by def ault on packets 
   emanating from programs running at such levels.  However, the system 
   MAY provide an API to allow it to be cleared for  non-malicious 
   activity by users who normally engage in attack behavior. 
 
   Fragments that by themselves are dangerous MUST have the evil bit 
   set.  If a packet with the evil bit set is fragm ented by an 
   intermediate router and the fragments themselves  are not dangerous, 
   the evil bit MUST be cleared in the fragments, a nd MUST be turned 
   back on in the reassembled packet. 
 
   Intermediate systems are sometimes used to laund er attack 
   connections.  Packets to such systems that are i ntended to be relayed 
   to a target SHOULD have the evil bit set. 
 
   Some applications hand-craft their own packets.  If these packets are 
   part of an attack, the application MUST set the evil bit by itself. 
 
   In networks protected by firewalls, it is axioma tic that all 
   attackers are on the outside of the firewall.  T herefore, hosts 
   inside the firewall MUST NOT set the evil bit on  any packets. 
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   Because NAT [RFC3022] boxes modify packets, they  SHOULD set the evil 
   bit on such packets.  "Transparent" http and ema il proxies SHOULD set 
   the evil bit on their reply packets to the innoc ent client host. 
 
   Some hosts scan other hosts in a fashion that ca n alert intrusion 
   detection systems.  If the scanning is part of a  benign research 
   project, the evil bit MUST NOT be set.  If the s canning per se is 
   innocent, but the ultimate intent is evil and th e destination site 
   has such an intrusion detection system, the evil  bit SHOULD be set. 
 
4. Processing of the Evil Bit 
 
   Devices such as firewalls MUST drop all inbound packets that have the 
   evil bit set.  Packets with the evil bit off MUS T NOT be dropped. 
   Dropped packets SHOULD be noted in the appropria te MIB variable. 
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   Intrusion detection systems (IDSs) have a harder  problem.  Because of 
   their known propensity for false negatives and f alse positives, IDSs 
   MUST apply a probabilistic correction factor whe n evaluating the evil 
   bit.  If the evil bit is set, a suitable random number generator 
   [RFC1750] must be consulted to determine if the attempt should be 
   logged.  Similarly, if the bit is off, another r andom number 
   generator must be consulted to determine if it s hould be logged 
   despite the setting. 
 
   The default probabilities for these tests depend s on the type of IDS. 
   Thus, a signature-based IDS would have a low fal se positive value but 
   a high false negative value.  A suitable adminis trative interface 
   MUST be provided to permit operators to reset th ese values. 
 
   Routers that are not intended as as security dev ices SHOULD NOT 
   examine this bit.  This will allow them to pass packets at higher 
   speeds. 
 
   As outlined earlier, host processing of evil pac kets is operating- 
   system dependent; however, all hosts MUST react appropriately 
   according to their nature. 
 
5. Related Work 
 
   Although this document only defines the IPv4 evi l bit, there are 
   complementary mechanisms for other forms of evil .  We sketch some of 
   those here. 
 
   For IPv6 [RFC2460], evilness is conveyed by two options.  The first, 
   a hop-by-hop option, is used for packets that da mage the network, 
   such as DDoS packets.  The second, an end-to-end  option, is for 
   packets intended to damage destination hosts.  I n either case, the 
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   option contains a 128-bit strength indicator, wh ich says how evil the 
   packet is, and a 128-bit type code that describe s the particular type 
   of attack intended. 
 
   Some link layers, notably those based on optical  switching, may 
   bypass routers (and hence firewalls) entirely.  Accordingly, some 
   link-layer scheme MUST be used to denote evil.  This may involve evil 
   lambdas, evil polarizations, etc. 
 
   DDoS attack packets are denoted by a special dif fserv code point. 
 
   An application/evil MIME type is defined for Web - or email-carried 
   mischief.  Other MIME types can be embedded insi de of evil sections; 
   this permit easy encoding of word processing doc uments with macro 
   viruses, etc. 
 
6. IANA Considerations 
 
   This document defines the behavior of security e lements for the 0x0 
   and 0x1 values of this bit.  Behavior for other values of the bit may 
   be defined only by IETF consensus [RFC2434]. 
 
7. Security Considerations 
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   Correct functioning of security mechanisms depen d critically on the 
   evil bit being set properly.  If faulty componen ts do not set the 
   evil bit to 1 when appropriate, firewalls will n ot be able to do 
   their jobs properly.  Similarly, if the bit is s et to 1 when it 
   shouldn't be, a denial of service condition may occur. 
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