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STRUKTURA SIECI — PODZIAL NA OBSZARY

Struktura wspoétczesnych sieci komputerowych sktadaie z wyraznie
wyodrebnionych stref o charakterystycznym zakresie petnioych
funkciji:

- sief dosigpowa,

- sie¢ dystrybucyjna,

- siet transportowa,

- sief sterowania.
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W

swiattowodowe, kablowe szerokopasmowe systemy dgsbwe FITL (Fiber In
The Loop):

- dostep komutowany POTS (Plain Old Telephony Service) i3DN
(Integrated Services Digital Network),

- tacza HDSL (High-speed Digital Subscriber Line) i odrmany (w tym
SoHo — SmallOffice HomeOffice),

- przy wykorzystaniu DSLAM Digital Subscriber Line Access
Multiplexer): ADSL (Asymmetric Digital Subscriber L ine), VDSL
(Very high-speed Digital Subscriber Line) i SDSL ($mmetric Digital
Subscriber Line),

HIS (Home Internet Solution) — dosgp firmy Ericsson
sieci telewizji kablowej z kanatem zwrotnym HFC (Hyorid Fiber Coax).
radiowe szerokopasmowe systemy dagtowe SRDA (Systemy Radiowego
Dostepu Abonenckiego):

- linie radiowe punkt do punktu (P-P),

- linie radiowe punkt do wielu punktéw (P-MP).
satelitarne szerokopasmowe systemy:

- Skybridge,

- geostacjonarne: DirecPC, Astra Net i ARCS,

- VSAT (Very Small Antenna Terminals).

Interfejsy:

od strony klienta to najczsciej: port Ethernet, G.703, V.35/V.36, X.21 i V.28.
do sieci dystrybucyjnej to najczsciej: ATM (Asynchronous Transfer Mode)
— na transporcie STM-1, STM-4, rzadziej E3; obecnieoraz czsciej
GigabitEthernet.

urzadzenia o duej wydajnosci agregujace ruch pochodacy z sieci
dostepowej (duze przehczniki, najczescie] ATM skali operatorskiej)
zebranie ruchu pochodacego z interfejsoéw ze strony sieci dogtowe; i
tranzyt w kierunku sieci transportowej pojedynczymi, szybszymi
interfejsami.

niewielki wolumen ruchu zamyka s¢ w obrebie sieci dystrybucyjnej, ktory
nie przechodzi do sieci transportowej.

rutery ustugowe, ktére umazliwiaj 4 swiadczenie wielu ustug dodatkowych
zwigzanych z tworzeniem sieci prywatnych VPN (Virtual Pivate Network)
oraz masowego dogpu do sieci Internet.

sieci CDN (Content Delivery Network) w duych weztach sieci — punktach
dostepu do sieci Internet - POP (Point of Presence).

Interfejsy:

do sieci transportowej to najczsciej] ATM (STM-4 i STM-16), obecnie coraz
czesciej Gigabit Ethernet i 10 Giga Ethernet.
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W sieci transportowef

ultra szybkie przefaczniki/rutery stanowiace jednoczeénie rdzen sieci MAN
(metropolitan Area Network) i WAN (Wide Area Network).

przenoszenie najwgkszych wolumenow ruchu pomgdzy oddalonymi weztami
w obszarze miejskim lub mgdzymiastowym. Sieci miejskie MAN stanowg
zwykle wyodrebnione struktury, w ktorych zdefiniowany jest jasnopunkt
styku z sieciy wyzszego rgdu — sieca WAN o zaskgu krajowym, a nasgpnie
miedzynarodow;y.

Interfejsy:

stosowane wewstrz sieci transportowej to ATM STM-16, 10 Giga Ethenet

I techniki IP/MPLS (Multi-Protocol Label Switching) oraz PoS (Packet over
Sonet) w powazaniu ze zwielokrotnieniem dtugdci fali w swiattowodzie
DWDM (Dense Wavelength Division Multiplexing) i ruterami optycznymi.

Wydzielonasiet sterowania

zarzadzanie zasobami sprgtowymi sieci

sterowanie ustugami skojarzone z bagdanych profili uzytkownikow, co
moze by realizowane przez centra uwierzytelniania RADIUS/IDAP
(Remote Authentication Dial-In User Service/ Lightveight Directory Access
Protocol).

Kolejne rozwigzania i koncepcjesieci NGN (Next Generation NetworK):
stosowania jednolitychsieci konwergentnychdla wszystkich sieci
telekomunikacyjnych zmierzajace gtéwnie do integracji ustug telefonii z
ustugami dosgpu do sieci komputerowych. Operatorzy n&wiecie rozpoczynaj
inwestycje zmierzapce do rozwazan NGN, jednak na poziomie pilotowych
instalacji testowych.
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SIECI SZEROKOPASMOWE

Obecna definicjasieci szerokopasmowycldotyczy transmisji
cyfrowej o szybkaici powyzej 2,048Mb/s (E1) stosowanej w sieciach
rozlegtych.

Sieci _>
szerokopasmowe
ATM
Fast 10 Gigabit
Frame Relay Ethernet Ethernet
Ethernet Gigabit *
X.25 ° FDDI Ethernet
—> ° °
| | | | | | | | | | | |
| | | | | | I | | | | |
64kb/s 1,544Mb/s 10Mb/s 34Mb/s 100Mb/s 155Mb/s 622Mb/s 2,4Gb/s
DS0 2Mb/s 25Mb/s TAXI 0oC-3 1Gb/s 10Gb/s
T1 T3 0OC-12 0OC-48
ps1 EL DS3

Sieci waskopasmowerealizuja ustugi podstawowe w kanatach
transmisyjnych o szybkdciach do 64 kb/s (np. POTS, ISDN itd.) lub
transferuj g te kanaty w sposob zagregowany, np. standard E1 giada
30 kanatéw po 64 kb/s.

SieciEthernet postrzegane g jako pracujace w pa@mie podstawowym i
jako takie nie 3 zaliczane do sieci szerokopasmowych.
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TYPOWE TECHNIKI TRANSMISJI DANYCH

Standardy transmisji cyfrowey:

DS-0, DS-1 (T1), bS-2 1 DS-33 stosowane w Ameryce Potnocnej w
przewodach miedzianych wiattowodowych. DS-1 jest metod
dotyczaca kodowania, ramkowania i sygnalizacji stosowa®gw
systemach T1. Nie istnigj jednak przez analoge systemy T2 i T3
zwigzane wprost z DS-2 i DS-3, co jest ¢zto mylace.

El, E2 i E3s3 powszechnie stosowane w Europie, ta& w Azji i
Ameryce Potudniowej w przewodach miedzianych swiattowodach.
OC-x i STS-x @ stosowane w Ameryce Poinocnej, OC najegciej w
Swiattowodach (Optical Carier), STS-x wsgdzie oproczswiattowodow.
STM-x sa stosowane na catyndwiecie za wyptkiem Ameryki Péinocnej
w przewodach miedzianych gwiattowodowych. Istnieje duze
podobienstwo pomigdzy STM i STS: STM-1 razni si¢ od STS-3c
mniejsza liczba bitow w strukturze ramki.

Zestawienie typowych standardow szybkici transmis;ji

Transmisja Szybkd¢ przesytania bitow
DS-0 64 kb/s
DS-1 (T1) 1,544 Mbl/s
El 2,048 Mb/s
DS-2 6,312 Mb/s
E2 8,448 Mb/s
E3 34,368 Mb/s
DS-3 44,736 Mb/s
OC/STS-1 51,840 Mb/s

OC/STS-3i1 STM-1

155,520 Mb/s

OC/STS-9i STM-3

466,560 Mb/s

OC/STS-12i STM-4

622,080 Mb/s

OC/STS-18i STM-6

922,120 Mb/s

OC/STS-24i1 STM-8

1244,160 Mb/s

OC/STS-361 STM-12

1866,240 Mb/s

OC/STS-481 STM-16

2488,320 Mb/s

DS - sygnat cyfrowy (Digital Signal);

E — transmisja obecna w Europie;

OC — na&nik optyczny, (Optical Carier);

STS — sygnat transportu synchronicznego (Synchrongurlransfer Signal);
STM — modut transportu synchronicznego (Synchronoudransfer Modul);
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ARCHITEKTURA WARSTW_OWA

Architektura warstwowa — rézne funkcje odpowiedzialne za realizagj przekazu
pomiedzy stacjami kahcowymi zorganizowane g w postaci warstw.

Relacje pomedzy funkcjami realizowanymi przez warstwy.

« Warstwa wyzsza korzysta z ustug warstwy riiszej - oraz
komplementarnie - warstwa nisza udosgpnia ustugi warstwie
Wyzszej;

« Kazda z warstw w sytuacji braku maliwosci realizacji zadanych
funkcji informuje o tym warstw ¢ wyzsza;

o Warstwy komunikuj g sie z innymi warstwami na tym samym
poziomie w urzzdzeniach zdalnych zgodnie z regutami i przy
pomocy sygnatow zdefiniowanych jaka

MODEL ODNIESIENIA /OSI RM
(International Organization for Standardization /
Open System| nterconnectionReferenceM odel)

ISO 7498
System A System B
WARSTWA (pr;‘;r;;;i\'fvﬁsm) WARSTWA
7 APLIKACJI < > APLIKACJI 7
6 PREZENTACJI < > PREZENTACJI 6
5 SESJI < > SESJI 5
4 TRANSPORTOWA < > TRANSPORTOWA 4
3 SIECIOWA < > SIECIOWA 3
2 £ ACZA DANYCH < > £ ACZA DANYCH 2
1 FIZYCZNA < > FIZYCZNA 1
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KAPSUEKOWANIE DANYCH (ang. encapsulation)

Pole danych

Header DANE

Informacja sterujgca

H - nagtéwek (ang. header)
PDU - jednostka danych protokotu (ang. Protocol Dat  a Unit)

WARSTWA: JEDNOSTKA DANYCH

APLIKACJI APDU
||
PREZENTACJI PPDU

| |
SESJ | H | DANE | SPDU
| !
TRANSPORTOWA | H | DANE | TPDU
| |
SIECIOWA | H | DANE | PAKIET
! |
LACZADANYCH | H | DANE |[FCs| RAMKA
|
FIZYCZNA | STRUMIEN BINARNY | BIT

H - nagtéwek (ang. header)
FCS - sekwencja sprawdzaj aca ramk e (ang. Frame Check Sequence)
PDU - jednostka danych protokotu (ang. Protocol Dat  a Unit)
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Poréownanie modelu odniesienia OSI

z modelami TCP/IP, SNA | DNA

!

Warstwa| [ISO/OSI SNA DNA TCP/IP
o Ustug Uzytkownika
/ Aplikaci transakcyjnych| Zarzadzania
. Ustug L L
6 Prezentacii prezentacii Aplikacji Aplikaciji
Synchronizacji Nadzoru nad
S Sesji przeptywu
Sterowania sesy
transmisja Transportowa
4 Transportowa danych Transportowa
Nadzoru nad TCP/UDP
. sciezka . Mi edzysieciows
3 Sieciowa potaczeniova Sieciowa IP/ICMP
Sterowania
2 t acza danych taczem danych t gcza danych Dostepu do
1 Fizyczna Fizyczna Fizyczna SIee

SNA - Systems Network Architecture, protokét rozwijanyprzez IBM,
dedykowany do komunikacji z serwerami diej mocy (mainframes).
DNA - Windows Distributed interNet Applications Archit ecture, nazwa
marketingowa zestawu aplikacji wprowadzonych przeaicrosoft
umozliwiaj acych prace komputeréw w sieci Internet. Niektore z nich to
ActiveX, Dynamic HTML (DHTML) and COM (Component Ob ject

Model)
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Wybrane protokoty usytuowane w architekturach warsivowych

Warstwa ISO/OSI NetWare Microsoft Apple TCP/IP
- . NetWare Bloki AppleShare NFS
! Aplikacy Core komunikatow FTP
. Protocol serwera AppleTalk Filling SNMP,
6 Prezentacji Ptotocol (AFP) Telnet itd
5 SeSJ| Potoki |NetBIOS| Potoki |[NetBIOS ASP | ADSP!| ZIP PAP Gniazda
nazwane nazwane (sockets)
SPX ATP | NBP | AEP |RTMP TCP/UDP
4 Transportowa NetBEUI
3 Sieciowa IPX Datagram delivery IP / ICMP
protocol
Sterowniki LAN | Sterowniki LAN Sterowniki LAN Sterowniki LAN
2 tacza danych o5 ™ niS " 0oDl | NDIS |Local- | Ether- |Token- AG
Talk | Talk | Talk
1 Fizyczna Fizyczna Fizyczna Fizyczna Fizyczna
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ARCHITEKTURA SIECI INTERNET

BRAMA (ang. gateway)
RUTER (ang. router)
LAN - lokalna sie ¢ komputerowa
- (ang. Local Area Network)

(ang. network lub subnet) - oznacza sié oparta o dowolm technike
transmisji zgodng z warstwa tacza danych, np.: Ethernet, Frame Relay,
ATM itd. Sieci takie sa jednolite wzgledem warstwy sieciowej |
protokotu IP, czyli pozostajace w jednej grupie adresow IP. Kada sig
posiada wiasny adres IP, pierwszy nakcy do swojej grupy adresowe,.

(ang. gateway) — wg I1SO ruter (ang. router) sepaig i
jednoczenie taczy rozne sieci pomgdzy sola na poziomie warstwy
sieciowej. Rutery posiadag unikalne adresy IP dla kazdego z
interfejsow sieciowych, naleéace do grup adresowych dajczonych sieci.

(ang. host) - uradzenie sieciowe obstugge protokot IP.
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PROTOKOLY sieci INTERNET

mmmmssssssssoseooooee] Wybrane protokoty sieci INTERNET = j----cccccccccccaaaaa- '
[}

Warstwa
]
APLIKACJI i SMTP | TELNET FTP HTTP SNMP PING
]
PREZENTACJI i
SESJI
RIP/OSPF
TRANS-
PORTOWA
TCP UDP
ICMP
]
SIECIOWA ; ! ! ¢
| ARP RARP P
LLC (IEEE 802.2)
LACZA *
DANYCH
MAC

IP - Internet Protocol,

ICMP - Internet Control Message Protocol,
TCP - Transport Control Protocol,

UDP - User Datagram Protocol,

Telnet - remote terminal protocol,

FTP - File Transfer Protocol,

HTTP — HyperText Transfer Protocol,

SMTP - Simple Mail Transport Protocol,
SNMP - Simple Network Management Protocol,
ARP - Address Resolution Protocol,

RARP - Reverse Address Resolution Protocol,
Ping - Packet Internet Groper.

RIP — Router Internet Protocol

OSPF — Open Short Path First

LLC — Logical Link Control

MAC — Medium Access Control
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Kapsutkowanie protokotdw w sieci Internet

Nagtéwek H uzaleniony jest od wyboru protokotu warstwycka danych.

WARSTWA: JEDNOSTKA DANYCH
TRANSPORTOWA |TcP| DANE | SEGMENT
MIEDZYSIECIOWA P l DANE l DATAGRAM

DOSTEPU DO SIECI [ H l DANE lch RAMKA
WARSTWA: JEDNOSTKA DANYCH
TRANSPORTOWA |UDP| DANE | DATAGRAM
| |
MIEDZYSIECIOWA | 1P| DANE | DATAGRAM

l |

DOSTEPU DO SIECI H DANE FCS RAMKA
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STANDARDY SIECI INTERNET
= DOKUMENTY RFC

Dokumenty RFC opisuja protokoty warstw wyzszych ni
warstwa Fizyczna i warstwa tacza Danych.

IP - Internet Protocol, RFC 791

ICMP - Internet Control Message Protocol,RFC 792
TCP - Transport Control Protocol, RFC 793

UDP - User Datagram ProtocolRFC 768

Telnet - remote terminal protocol,RFC 854

FTP - File Transfer Protocol, RFC 959

HTTP — HyperText Transfer Protocol, RFC 2616
SMTP - Simple Mail Transport Protocol, RFC 821
SNMP - Simple Network Management ProtocolRFC 1157
ARP - Address Resolution ProtocolRFC 826

RARP - Reverse Address Resolution ProtocoRFC 903
Ping - Packet Internet Groper,RFC 2925

RIP — Router Internet Protocol, RFC 1058

OSPF — Open Short Path FirstRFC 2328

Warstwa t.acza Danych (ISO/OSI) lub Network Access (DoD)
definiowana przez inne organizacje m.in. IEEE

LLC — Logical Link Control, IEEE802.2
MAC — Medium Access Control IEEE802.xx (r@ne)
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DOKUMENTY RFC

Rys historyczny rozwoju Internetu:
1969-1983rozw0j protokotéw ARPAnNet

« NCP, Telnet, FTP, SMTP
1975-1985rozw0j protokotdéw Internetu

« |IP, TCP, RIP, ARP, DNS, ...
1985-1990NSFnet
1991-dzisiaj Commercial Internet

e protokot HTTP

Dokumenty RFC
Zapoczatkowane przezSteve Crocker[RFC 3], Jon Postelw 1969

* Notatki nieformalne, specyfikacje techniczne i inne
Jon Postelszybko stat s¢ RFC Editor.

* Pracowat przez28 lat: od 1970 & do $§mierci w 1998.

» Postelmiat olbrzymi wplyw na rozwoj sieci,

* Wypracowat i utrzymywat zwarty styl i jako $¢ edytorska
dokumentéw RFC

* ...pomimo,ze na kIaW|aturze plsa’r dwoma palcaml

| || 1 i .y
HJlJ-Jﬂ:m Lildidi i

Photo by PE‘IE‘I Lothberg — IETF34 Aug 1995 Newsweek Aug 8. 1994
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RFC 1, "Host Software", wydane ponad 36 lat temu 07 kwitnia 1969.
Przedstawiato ogolne przemélenia i pomysty oraz eksperymenty. Byto
skromne i mato istotne, ale bardzo znaegke, poniewa rozpoczto
szeroka inicjatyw ¢, ktora rozwija si¢ do dnia dzisiejszego.

W czasie kiedy powstawaldRFC 1 siat byta w fazie
projektéw, byto to zanim zespoiBolt, Beraneki Newmanwygrali
przetarg na budowg tzw. Interface Message Processors (IMP), ktory lby
przodkiem dzisiejszych ruterow. Wykonany IMP miat wielkos$é lodowki
| kosztowat 100 000 $ w 1969 r. Pgdzono wtedy cztery wgzly
zlokalizowane w:

« UCLA (University of California, Los Angeles),

» SRI (Stanford Research Institute),

» University of California, Santa Barbara,

* University of Utah.

Pierwszy wezet sieci ARPANET zostat uruchomiony w UCLA w
dniu 01 wrzesnia 1969roku.

Sprawy oprogramowania sieciowego korzystarego z nowo
budowanej sieci pozostawiono woli naukowcow. Juwvczeniej, w 1968
roku odbyto si¢ zebranie zapalonych studentow dyplomantéw — garstk
,Zapalencow” z poszczegolnych wsodkow naukowych majace na celu
zorganizowanie kolejnych spotka& w poszczegdlnych laboratoriach. To
zapocatkowato Sieciowy Grupe Robocz oraz zaowocowato
wspoOtpraca, ktéra w przeciagu kolejnych lat rozwijata si¢ az do dnia
dzisiejszego.

W 1986 powotandnternet Engineering Task Force (IETF), gdzie
na spotkanialETF trzy razy do roku pojawia si¢ okoto 25000s6b z
categoswiata.

Grupa ta zyje wikasnymzyciem ...

“We reject kings, presidents and voting. We believe in rough
consensus and running code”
Dave Clark
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Pzvykiadowa lista pierwszych dokumentow RFC

RFC INDEX

0001Host Software. S. Crocker. Apr-07-1969. (Format: XT=21088
bytes)
(Status: UNKNOWN)

0002Host software. B. Duvall. Apr-09-1969. (Format: TX=17145
bytes)
(Status: UNKNOWN)

0003 Documentation conventions. S.D. Crocker. Apr-09-19. (Format:
TXT=2323 bytes) (Obsoleted by RFC0010) (Statud NKNOWN)

0004 Network timetable. E.B. Shapiro. Mar-24-1969. (Famat:
TXT=5933
bytes) (Status: UNKNOWN)

0005Decode Encode Language (DEL). J. Rulifson. Jun-02969.
(Format:
TXT=26408 bytes) (Status: UNKNOWN)

0006 Conversation with Bob Kahn. S.D. Crocker. Apr-10-969.
(Format:
TXT=1568 bytes) (Status: UNKNOWN)

0007Host-IMP interface. G. Deloche. May-01-1969. (Forat:
TXT=13408
bytes) (Status: UNKNOWN)

0008Functional specifications for the ARPA Network. G.Deloche.
May-05-1969. (Not online) (Status: UNKNOWN)

0009Host software. G. Deloche. May-01-1969. (Not onk) (Status:
UNKNOWN)
itd.
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Wspotczesne IETF
Internet Engineering Task Force (ETF) jest olbrzymia
miedzynarodowa spoteczndcia projektantow sieci, operatorow sieci,
producentow sprztu i naukowcow o charakterze otwartym. Swoje
dziatania ma ukierunkowane na rozwoj architektury seci Internet i
oprogramowania wykorzystujacych ta siet. Zaprasza do swoich
szeregow wszystkich agtnych.

Aktywna dziatalnos¢ IETF zorganizowana jest w postacjrup
roboczych dziatajacych na wydzielonych obszarach. Celem grup
roboczych jest rozwgzanie specyficznych problemow technicznych i
opracowanie odpowiednich standardowWigkszaé¢ pracy odbywa sg¢
poprzez fora dyskusyjne przy wyciu poczty elektronicznej. Trzy razy w
roku organizowane g spotkania cztonkow IETF.

Kazdy obszar dziatar posiada koordynatora, tzw.Area Director (AD),
ktory wchodzi w sktad rady Internet Engineering Steering Group
(IESG).

Zagadnieniami ogolnymi zwizanymi z architektura sieci Internet
zajmuje sie rada Internet Architecture Board (IAB) . Jako ciato
nadrzedne rozpatruje wszelkie z@alenia na dziatania IESG. Osoba o
funkcji General Area Director (GAD) petni rowniez obowiazki szefa
IESG i IETF i jest specjalnym cztonkiem rady IAB.

IAB 1 IESG sa wybierani przez Internet Society (ISOC).

Internet Assigned Numbers Authority (IANA) jest centralnym
koordynatorem przydzielajacym i nadzorujacym adresy |IP oraz inne
wartosci specyficznych parametréw protokotow w taki sposd, aby
zachowa& unikalnos¢ i jednoznaczndé¢ w skali globalnej.
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GRUPY
STANDARYZACYJNE:

Internet
Society

“the IETF”

ISOC, Internet Society, Professional Organization

IAB, Internet Architecture Board, Technical Advisory O rganization
IRTF, Internet Research Task Force

IASA, IETF Administrative Support Activity

IANA, Internet Assigned Numbers Authority

IETF, Internet Engineering Task Force, Technical Contri  butory
Organization

RFC Editor , USC Information Sciences Institute

IESG Internet Engineering Steering Group
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The Internet Society (ISOCQC)

Non-profit, non-gover nmental, inter national, organizacja skupiajaca
profes onalistow

100 organizacji 20,000 cztonkow indywidualnych w 180 krajach
ISOC wybiera cztonkéw: I1AB, IESG, IASA

join at www.isoc.org

Internet Research Task Force (IRTF)
Skupiony na problemach diugofalowych w sieci Internet
« Anti-Spam
» Crypto ForumDelay-Tolerant Networking
* End-to-End Host I dentity Protocol Internet M easur ement
e |P Mobility OptimizationsNetwork M anagement
» Peer-to-Peer Routing
Internet Engineering Steering Group (IESG)IETF Chair +
dyrektorowie obszaréw (AD - Area Directors)
Zarzadzanie dziataniami IETF oraz zatwierdzanie dokumentow
RFC
Powotywanie grup roboczych (WG — Working Groups)
Nadzor na publikacjami dokumentéw przez IETF
Przeglad i komentarz na temat publikacji spoza IETF
Wybierane przez ISOC
IETF Administrative Support Activity (IASA)zaplecze
administracyjne wspierajace proces powstawania standardéw IETF:
 Odpowiedzialna za budzet i finanse
« Organizacjai finansowanie spotkan IETF: optaty dla
uczestnikow
* Obstuga kontraktow
o Sekretariat, organizowanie wspotpracy pomiedzy RFC Editor &
IETF-IANA z IETF IPR
 Wybierane przez ISOC
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Internet Architecture Board (IAB)
Nadaj e kierunki dla rozwoju ogolngj architektury sieci i doradza | ESG,
IETF i 1SOC.

I nicjuje nowe grupy robocze |ESG

Rozwiazuj e sytuacj e konfliktowe pomiedzy |IETF i swiatem
zewnetr znym

Powotuje szefa IRTF, wybiera IETF —ANA,

Nadzor uje prace Edytora RFC

Wybierany przel SOC

Cztonkowie IAB
Bernard Aboba, Loa Andersson, Brian Carpenter,
(new IETF Chair)Leslie Daigle,
(current IAB chair) Patrik Faltstrom,
Kurtis Lindgvist, Bob Hinden, Dave Meyer, Eric Rescorla, Pekka
Nikander, Pete Resnick, Jonathan Rosenberg,
Lixia Zhang
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Internet Assigned Number Authority (IANA)Przydzielanie
unikalnych adresow IP oraz innych parametrow dla protokotow.
 delegowanie nazw domen na 4 (dziatanie na 5-ciu)
serwisach nazw domen
e operacje nadomenach o najwyzszym poziomie (TLD — Top
Level Domains)
* pozostale domeny delegowane do podrzednych serwiséw
DNS (Domain Name Services)
Funkcje podzielono przekazujac czesé dotyczacq obstugi
przydziatu adreséw IP i rejestracji nazw symbolicznych do nowo
powotanej ICANN (Internet Corporation for Assigned Names and
Numbers), ktora jest niezalezng korporacjq na kontrakcie z
rzadem USA
Teraz dwie czesci:
- IETF-IANA
- non-IETF-IANA

Obszary dzialaa IETF

IETF Chair & AD for
- General Area (gen) (3 WGs) Brian Carpenter chair@ietf.org
« Applications (app) (14 WGSs) Ted Hardie hardie@qualcomm.com,
Scott Hollenbeck sah@428cobrajet.ne
« Internet (int) (21 WGs) Mark Townsley
townsley@cisco.comMargaret Wasserman
margaret@thingmagic.com
« QOperations & Management (ops) (23 WGs)David Kessens
david.kessens@nokia.com Bert Wijnen bwijnen@Ilucent.com
« Routing (rtg) (14 WGs)BIll Fenner fenner@research.att.com, Alex
Zinin zinin@psg.com
« Security (sec) (22 WGs) Sam Hartman hartmans-ietf@mit.edu,
Russ Housley housley@vigilsec.com
« Transport Services (tsv) (27 WGs)Allison Mankin
mankin@psg.com, Jon Peterson <jon.peterson@neustar.biz>
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Active IETF Working Groups

This list and the associated charters were generateon May 3, 2006 at 15:2:7

If you find errors, please notify ieti-web@ietf.org

Can't find a specific Working Group? It may no lengpe active. Check the list GbncludedWorking
Groups.

Table of Contents
» Applications Area
» General Area
e Internet Area
» Operations and Management Area
» Real-time Applications and Infrastructure Area

* Routing Area

» Security Area
¢ Transport Area

Applications Area
Area Director(s):

» Ted Hardie <hardie@qualcomm.com>
 Lisa Dusseault <lisa@osafoundation.org>

Area Specific Web Page:
» Applications Area Web Page

Working Groups:

atompub Atom Publishing Format and Protocol
calsify Calendaring and Scheduling Standards Simplificatio

crisp Cross Registry Information Service Protocol
eai Email Address Internationalization

imapext Internet Message Access Protocol Extension

Idapbis LDAP (v3) Revision

lemonadeEnhancements to Internet email to support divezsdce environments
Itru Language Tag Registry Update

opes Open Pluggable Edge Services

sieve Sieve Malil Filtering Language

usefor  Usenet Article Standard Update

webdav WWW Distributed Authoring and Versioning

widex  Widget Description Exchange Service
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General Area

Area Director(s):
« Brian Carpenter <brc@zurich.ibm.com>

Working Groups:

ipr Intellectual Property Rights
newtrk New IETF Standards Track Discussion
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Internet Area

Area Director(s):
« Jari Arkko <jari.arkko@piuha.net>

+ Mark Townsley <townsley@cisco.com>

Area Specific Mailing List:
* Internet Area Mailing List

Working Groups:

6lowpan IPv6 over Low power WPAN
autoconf Ad-Hoc Network Autoconfiguration

dhc

mip6

Dynamic Host Configuration

Detecting Network Attachment

DNS Extensions

Extensible Authentication Protocol

Host Identity Protocol

IP over DVB

IP over InfiniBand

IP over Resilient Packet Rings

IP Version 6 Working Group

Layer Two Tunneling Protocol Extensions
Layer 2 Virtual Private Networks

Layer 3 Virtual Private Networks
Multicast & Anycast Group Membership
Mobility for IPv4

Mobility for IPv6

mipshop MIPv6 Signaling and Handoff Optimization
monami6éMobile Nodes and Multiple Interfaces in IPv6

nemo
netimm

ntp
pana
pppext

Network Mobility

Network-based Localized Mobility Management
Network Time Protocol

Protocol for carrying Authentication for Networlcéess
Point-to-Point Protocol Extensions
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pwe3
shim6

softwire
trill

Pseudo Wire Emulation Edge to Edge

Site Multihoming by IPv6 Intermediation
Softwires

Transparent Interconnection of Lots of Links
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Operations and Management Area

Area Director(s):
« Dan Romascanu <dromasca@avaya.com>

+ David Kessens <david.kessens@nokia.com>

Area Specific Web Page:
* O&M Area Web Page

Working Groups:

Authentication, Authorization and Accounting
ADSL MIB

Benchmarking Methodology

Control And Provisioning of Wireless Access Points
Diameter Maintenance and Extensions

Distributed Management

Domain Name System Operations

Global Routing Operations

Ethernet Interfaces and Hub MIB

Internet and Management Support for Storage

IP over Cable Data Network

IP Flow Information Export

MBONE Deployment

Site Multihoming in IPv6

Network Configuration

Operational Security Capabilities for IP Netwonkrastructure
Packet Sampling

RADIUS EXTensions

rmonmib Remote Network Monitoring

v6ops

IPv6 Operations

Real-time Applications and Infrastructure Area

Area Director(s):
+ Jon Peterson <jon.peterson@neustar.biz>

e Cullen Jennings <fluffy@-cisco.com>

Working Groups:
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avt Audio/Video Transport
ecrit Emergency Context Resolution with Internet Techg@s
enum Telephone Number Mapping

geopriv  Geographic Location/Privacy

ieprep Internet Emergency Preparedness
iptel IP Telephony

mmusic Multiparty Multimedia Session Control

sigtran  Signaling Transport

simple  SIP for Instant Messaging and Presence Leverdgitgnsions
sip Session Initiation Protocol

sipping  Session Initiation Proposal Investigation

speechsc Speech Services Control

speermintSession PEERing for Multimedia INTerconnect

Xxcon Centralized Conferencing
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Routing Area
Area Director(s):
* Ross Callon <rcallon@juniper.net>
» Bill Fenner <fenner@research.att.com>

Area Specific Web Page:
* Routing Area Web Page

Working Groups:

bfd Bidirectional Forwarding Detection
ccampCommon Control and Measurement Plane
forces Forwarding and Control Element Separation
idr Inter-Domain Routing

isis  IS-IS for IP Internets

I1vpn Layer 1 Virtual Private Networks

manet Mobile Ad-hoc Networks

mpls Multiprotocol Label Switching

ospf Open Shortest Path First IGP

pce Path Computation Element

pim  Protocol Independent Multicast

rpsec Routing Protocol Security Requirements
rtgwg Routing Area Working Group

sidr  Secure Inter-Domain Routing

ssm  Source-Specific Multicast

vrrp  Virtual Router Redundancy Protocol
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Security Area
Area Director(s):
* Russ Housley <housley@Vvigilsec.com>
* Sam Hartman <hartmans-ietf@mit.edu>

Area Specific Web Page:
» Security Area Web Page

Working Groups:

tns Better-Than-Nothing Security

dki Domain Keys Identified Mail
emu EAP Method Update
inch Extended Incident Handling

isms Integrated Security Model for SNMP
kitten Kitten (GSS-API Next Generation)
krb-wg Kerberos WG
Iltans Long-Term Archive and Notary Services
msec Multicast Security
openpgp An Open Specification for Pretty Good Privacy
pkidipsecProfiling Use of PKI in IPSEC

Kix Public-Key Infrastructure (X.509)
sasl Simple Authentication and Security Layer
secsh  Secure Shell
smime S/MIME Mail Security
syslo Security Issues in Network Event Logging
Transport Layer Security

B

"
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Transport Area
Area Director(s):
* Magnus Westerlund <magnus.westerlund@ericsson.com>
o Lars Eggert <lars.eggert@netlab.nec.de>

Working Groups:

behave Behavior Engineering for Hindrance Avoidance
dcep Datagram Congestion Control Protocol
fecframe FEC Framework

ippm IP Performance Metrics

ips IP Storage

midcom Middlebox Communication

nfsv4  Network File System Version 4

nsis Next Steps in Signaling
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pmtud Path MTU Discovery

rddp Remote Direct Data Placement

rmt Reliable Multicast Transport

rohc Robust Header Compression

rserpool Reliable Server Pooling

tcpm TCP Maintenance and Minor Extensions
tsvwg Transport Area Working Group
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Przyktad dziatania jednej z grup roboczych IETF z dszaru:
Operations and Management Area

Authentication, Authorization and Accounting (aaa)
Last Modified: 2006-03-24

Chair(s):
e Bernard Aboba <bernarda@ microsoft.com>

+ David Mitton <david@ mitton.com>

* John Loughney <john.loughney@nokia.com>

Operations and Management Area Director(s):
» Dan Romascanu <dromasca@avaya.com>
» David Kessens <david.kessens@nokia.com>

Operations and Management Area Advisor:
» Dan Romascanu <dromasca@avaya.com>
Mailing Lists:
General Discussion: aaa-wg@merit.edu
To Subscribemajordomo@merit.edu
In Body: subscribe aaa-wg
Archive: http://www.merit.edu/mail.archives/aaa-wg/
Description of Working Group:

The Authentication, Authorization and Accounting Wklag Group
focused on the development of requirements for éutilbation,
Authorization and Accounting as applied to netwackess.
Requirements were gathered from NASREQ, MOBILEaR] ROAMOPS
Working Groups as well as TIA 45.6. The AAA WG thsalicited
submission of protocols meeting the requirememid,evaluated
the submissions.

This incarnation of the AAA Working Group will foston development
of an IETF Standards track protocol, based on tHReMETER submission.

In this process, it is to be understood that thEHHoes not function

as a rubber stamp. It is likely that the protocdl be changed

significantly during the process of development.

The immediate goals of the AAA working group arattress the

following issues:

- Clarity. The protocol documents should clearlgaée the contents
of typical messages and the requirements foraptrability.

- Error messages. The protocol should define caiegof error
messages, enabling implementations to respomdatlyr based on the
category. The set of error messages should ¢bedull range of
operational problems.

- Accounting. The accounting operational model $thtwe described for
each type of network access.

- IPv6. The protocol must include attributes insonp for IPv6
network access and must be transportable ovér IPv
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- Transport. The protocol should be transport irdelent and must
define at least one mandatory-to-implement trarispapping. Other
transport mappings may also be defined. All fpansmappings must
effectively support congestion control.

- Explicit proxy support. The protocol should offetplicit support
for proxies, including support for automated naggsrouting, route
recording, and (where necessary) path hiding.

- RADIUS compatibility. The protocol should providaproved RADIUS
backward compatibility in the case where only RAB attributes are
used or where RADIUS proxies or servers exishapath.

- Security. The protocol should define a lightweidata object
security model that is implementable on NASes.

- Data model. The proposal should offer logicalssapon between the
protocol and the data model and should suppdrtdata types.

- MIBs. A MIB must be defined, supporting both IPadd IPv6 operation.
Goals and Milestones:

Done Submission of requirements document as an InfoomatiRFC.

Done Submission of evaluation document as an Informati&iC.

Done Submission of design team recommendations on prbimprovements.
Done Incorporation of design team recommendations inbdgezol submissior
Done Submission of AAA Transport as a Proposed StanB&d

Done Submission of Diameter Base as a Proposed StaRi&td

Done Submission of Diameter NASREQ as a Proposed StdrRia€

Done Submission of Diameter EAP as a Proposed Standa@ R

Done Submission of Diameter Credit Control as a Prop&eddard RFC

Done Submission of Diameter SIP application as a Prap&andard RFC

Internet-Drafts:

Diameter Session Initiation Protocol (SIP) Applioat(198160 bytes)

Request For Comments:
Accounting Attributes and Record Formats (RFC 2928561 bytes)
Introduction to Accounting Management (RFC 29{8)9771 bytes)
Criteria for Evaluating AAA Protocols for Networkc8ess (RFC 298953197 bytes)
Authentication, Authorization, and Accounting:PratbEvaluation (RFC 31271170579 bytes)
Authentication, Authorization and Accounting (AAAJansport Profile (RFC 353993110 bytes)
Diameter Base Protocol (RFC 358811261 bytes)
Diameter Mobile 1Pv4 Application (RFC 400@)28210 bytes)
Diameter Network Access Server Application (RECE)JA98871 bytes)
Diameter Credit-Control Application (RFC 400@88794 bytes)
Diameter Extensible Authentication Protocol (EAR)pHcation (RFC 407279965 bytes)
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» Wszystkie dokumenty g jawne
» Bezptatna dystrybucja
* Dokumenty RFC Internet-Drafts moze przysiaé¢ kazdy
0 oczekujg nadyskus e i komentarze przez 6 miesicy
» Niektére dokumenty RFC opatrzone g ID grupy roboczej
« Raz opublikowane RFC nigdy nie ulega zmianie, wszelkie b¢dy
Sa ujawniane na erratach do RFC
» Sarozne typy dokumentow RFC — nie wszystkiegsstandardami:
o informacyjne
0 eksperymentalne
o BCP (Best Current Practices)
o standardy:
» Proposed Standard
= Draft Standard
* |nternet Standard
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FTP
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RECO095YProtocol Reynolds 1985 RFEC765
Updated by
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REC4217Securing FTP with  |P. Ford- October |ASCII PROPOSED
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REC264(Internationalization |B. Curtin  July 1999 ASCII |Updates PROPOSED
of the File Transfer RFEC959 STANDARD
Protocol
REC258Internet X.509 R. Housley, May 1999 ASCII PROPOSED
Public Key P. Hoffman STANDARD
Infrastructure
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Protocols: FTP and
HTTP
REC2577FTP Security M. Allman, May 1999 ASCII INFORMATIONAL
Considerations S.
Ostermann
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IPv6 and NATs S. 1998 STANDARD
Ostermann,
C. Metz
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File Transfer
Protocol
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Transfer Protocol 1997
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Network Working Group
Request for Comments: 959

Obsoletes RFC: 765 (IEN 149)

FILE TRANSFER PROTOCOL (FTP)

Status of this Memo

This memo is the official specification of the F
Protocol (FTP). Distribution of this memo is un

The following new optional commands are included
the specification:

CDUP (Change to Parent Directory), SMNT (Stru
(Store Unique), RMD (Remove Directory), MKD (
(Print Directory), and SYST (System).

Note that this specification is compatible with
1. INTRODUCTION

The objectives of FTP are 1) to promote sharing
programs and/or data), 2) to encourage indirect
programs) use of remote computers, 3) to shield
variations in file storage systems among hosts,
data reliably and efficiently. FTP, though usab
at a terminal, is designed mainly for use by pro

The attempt in this specification is to satisfy
users of maxi-hosts, mini-hosts, personal workst
with a simple, and easily implemented protocol d

This paper assumes knowledge of the Transmission

(TCP) [2] and the Telnet Protocol [3]. These do
in the ARPA-Internet protocol handbook [1].

2. OVERVIEW
In this section, the history, the terminology, a
discussed. The terms defined in this section ar
have special significance in FTP. Some of the t

specific to the FTP model; some readers may wish
section on the FTP model while reviewing the ter

Postel & Reynolds

RFC 959
File Transfer Protocol

2.1. HISTORY

FTP has had a long evolution over the years.

38

J. Postel
J. Reynolds
ISI
October 1985

ile Transfer
limited.

in this edition of

cture Mount), STOU
Make Directory), PWD

the previous edition.

of files (computer
or implicit (via

a user from

and 4) to transfer
le directly by a user
grams.

the diverse needs of
ations, and TACs,
esign.

Control Protocol
cuments are contained

nd the FTP model are
e only those that
erminology is very

to turn to the
minology.

[Page 1]

October 1985

Appendix Il is a
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chronological compilation of Request for Comm
relating to FTP. These include the first pro

mechanisms in 1971 that were developed for im
at M.L.T. (RFC 114), plus comments and discus

RFC 172 provided a user-level oriented protoc
between host computers (including terminal IM
this as RFC 265, restated FTP for additional
suggested further changes. The use of a "Set
transaction was proposed in RFC 294 in Januar

RFC 354 obsoleted RFCs 264 and 265. The File
was now defined as a protocol for file transf

the ARPANET, with the primary function of FTP
transfering files efficiently and reliably am
allowing the convenient use of remote file st

RFC 385 further commented on errors, emphasis
additions to the protocol, while RFC 414 prov

on the working server and user FTPs. RFC 430
(among other RFCs too numerous to mention) pr
comments on FTP. Finally, an "official" FTP
published as RFC 454.

By July 1973, considerable changes from the |
were made, but the general structure remained
was published as a new "official" specificati
changes. However, many implementations based
specification were not updated.

In 1974, RFCs 607 and 614 continued comments
proposed further design changes and minor mod
RFC 686 entitled, "Leaving Well Enough Alone"
differences between all of the early and late

RFC 691 presented a minor revision of RFC 686
subject of print files.

Motivated by the transition from the NCP to t
underlying protocol, a phoenix was born out o
efforts in RFC 765 as the specification of FT

This current edition of the FTP specification
correct some minor documentation errors, to i
explanation of some protocol features, and to
optional commands.

39

ents documents
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plementation on hosts
sion in RFC 141.

ol for file transfer

Ps). A revision of
review, while RFC 281
Data Type"

y 1982.

Transfer Protocol

er between HOSTs on
defined as

ong hosts and

orage capabilities.
points, and

ided a status report

, issued in 1973,
esented further
document was

ast versions of FTP
the same. RFC 542
on to reflect these
on the older

on FTP. RFC 624
ifications. In 1975,
, discussed the

r versions of FTP.

, regarding the

he TCP as the
f all of the above
P for use on TCP.

is intended to
mprove the
add some new

Postel & Reynolds [Page 2]

RFC 959 October 1985
File Transfer Protocol

In particular, the following new optional com mands are included in

this edition of the specification:
CDUP - Change to Parent Directory
SMNT - Structure Mount
STOU - Store Unique

RMD - Remove Directory
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MKD - Make Directory
PWD - Print Directory
SYST - System

This specification is compatible with the pre
program implemented in conformance to the pre
should automatically be in conformance to thi

2.2. TERMINOLOGY
ASCII

The ASCII character set is as defined in t
Protocol Handbook. In FTP, ASCII characte
the lower half of an eight-bit code set (i
significant bit is zero).

access controls

Access controls define users' access privi
system, and to the files in that system.
necessary to prevent unauthorized or accid
It is the prerogative of a server-FTP proc
controls.

byte size

There are two byte sizes of interest in FT
size of the file, and the transfer byte si
transmission of the data. The transfer by
bits. The transfer byte size is not neces
in which data is to be stored in a system,
size for interpretation of the structure o

Postel & Reynolds
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control connection
The communication path between the USER-PI
the exchange of commands and replies. Thi
the Telnet Protocol.

data connection
A full duplex connection over which data i
specified mode and type. The data transfer
a file, an entire file or a number of file
between a server-DTP and a user-DTP, or be
server-DTPs.

data port

The passive data transfer process "listens

vious edition. A
vious specification
s specification.

he ARPA-Internet
rs are defined to be
.e., the most

leges to the use of a
Access controls are
ental use of files.
ess to invoke access

P: the logical byte
ze used for the

te size is always 8
sarily the byte size
nor the logical byte
f the data.
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and SERVER-PI for
s connection follows

s transferred, in a
red may be a part of
s. The path may be
tween two

" on the data port
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for a connection from the active transfer
open the data connection.

DTP

The data transfer process establishes and
connection. The DTP can be passive or act

End-of-Line

The end-of-line sequence defines the separ
lines. The sequence is Carriage Return, f

EOF

The end-of-file condition that defines the
transferred.

EOR

The end-of-record condition that defines t
being transferred.

error recovery

A procedure that allows a user to recover
such as failure of either host system or t
FTP, error recovery may involve restarting
given checkpoint.

41

process in order to

manages the data
ive.

ation of printing
ollowed by Line Feed.

end of a file being

he end of a record

from certain errors
ransfer process. In
a file transfer at a
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FTP commands

A set of commands that comprise the contro
from the user-FTP to the server-FTP proces

file

An ordered set of computer data (including
arbitrary length, uniquely identified by a

mode
The mode in which data is to be transferre
connection. The mode defines the data for
including EOR and EOF. The transfer modes
described in the Section on Transmission M
NVT
The Network Virtual Terminal as defined in

NVFS

The Network Virtual File System. A concep

| information flowing
S.

programs), of
pathname.

d via the data

mat during transfer
defined in FTP are
odes.

the Telnet Protocol.

t which defines a



STANDARDY SIECI INTERNET

standard network file system with standard
pathname conventions.

page

A file may be structured as a set of indep
pages. FTP supports the transmission of d
independent indexed pages.

pathname

Pathname is defined to be the character st
input to a file system by a user in order
Pathname normally contains device and/or d
file name specification. FTP does not yet
pathname convention. Each user must follo
conventions of the file systems involved i

Pl

The protocol interpreter. The user and se
protocol have distinct roles implemented i
server-Pl.

Postel & Reynolds
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record

A sequential file may be structured as a n
parts called records. Record structures a
but a file need not have record structure.

reply

A reply is an acknowledgment (positive or
server to user via the control connection
commands. The general form of a reply is
(including error codes) followed by a text
are for use by programs and the text is us
human users.

server-DTP

The data transfer process, in its normal "
establishes the data connection with the "

It sets up parameters for transfer and sto
data on command from its Pl. The DTP can
"passive" state to listen for, rather than
connection on the data port.

server-FTP process

A process or set of processes which perfor
file transfer in cooperation with a user-F
possibly, another server. The functions ¢
interpreter (PI) and a data transfer proce

commands and

endent parts called
iscontinuous files as

ring which must be
to identify a file.
irectory names, and
specify a standard
w the file naming

n the transfer.

rver sides of the
n auser-Pl and a
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umber of contiguous
re supported by FTP

negative) sent from
in response to FTP
a completion code

string. The codes

ually intended for

active" state,
listening" data port.
rage, and transfers
be placed in a
initiate a

m the function of
TP process and,
onsist of a protocol
ss (DTP).

42
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server-Pl

The server protocol interpreter "listens”

connection from a user-Pl and establishes
communication connection. It receives sta
from the user-PI, sends replies, and gover

type

The data representation type used for data
storage. Type implies certain transformat
of data storage and data transfer. The re
defined in FTP are described in the Sectio
Data Connections.

Postel & Reynolds
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user

A person or a process on behalf of a perso
file transfer service. The human user may
with a server-FTP process, but use of a us
preferred since the protocol design is wei
automata.

user-DTP

The data transfer process "listens” on the
connection from a server-FTP process. If
transferring data between them, the user-D

user-FTP process

A set of functions including a protocol in
transfer process and a user interface whic
the function of file transfer in cooperati
server-FTP processes. The user interface
language to be used in the command-reply d
user.

user-PlI

The user protocol interpreter initiates th

from its port U to the server-FTP process,
commands, and governs the user-DTP if that
the file transfer.

on Port L for a
a control

ndard FTP commands

ns the server-DTP.

transfer and

ions between the time

presentation types
n on Establishing
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n wishing to obtain
interact directly
er-FTP process is
ghted towards

data port for a
two servers are
TP is inactive.

terpreter, a data

h together perform
on with one or more
allows a local
ialogue with the

e control connection
initiates FTP
process is part of
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2.3. THE FTP MODEL

With the above definitions in mind, the follo
Figure 1) may be diagrammed for an FTP servic

|| Us
|[Inter
[\e--n
---------- |
[/------ \| FTP Commands [/----V
[|Server|<---------------- >| Us
[| PI'|]|] FTP Replies || P
[\--A---/] [\---A
|1 (.
-------- |/--V---\| Data |/----V
| File |<--->|Server|<---------------- >| Use
|System| || DTP || Connection || DT
-------- [\------/| [\-----
Server-FTP USER

NOTES: 1. The data connection may be used in
2. The data connection need not exist

Figure 1 Model for FTP Use

In the model described in Figure 1, the user-
initiates the control connection. The contro

the Telnet protocol. At the initiation of th
commands are generated by the user-Pl and tra
server process via the control connection. (
establish a direct control connection to the

TAC terminal for example, and generate standa
independently, bypassing the user-FTP process
are sent from the server-PI to the user-PIl ov
connection in response to the commands.

The FTP commands specify the parameters for t
(data port, transfer mode, representation typ

the nature of file system operation (store, r
delete, etc.). The user-DTP or its designate

the specified data port, and the server initi

wing model (shown in

er || -
face|<--->| User |
| —

|
—--\|
er ||
Ll
-

|
SR |
r |<--->| File |
P || |System|
[ —

-FTP

either direction.
all of the time.

protocol interpreter

| connection follows
e user, standard FTP
nsmitted to the

The user may
server-FTP, from a
rd FTP commands

.) Standard replies
er the control

he data connection
e, and structure) and
etrieve, append,
should "listen" on
ate the data
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connection and data transfer in accordance wi
parameters. It should be noted that the data
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the same host that initiates the FTP commands
connection, but the user or the user-FTP proc
"listen" on the specified data port. It ough

that the data connection may be used for simu
receiving.

In another situation a user might wish to tra
two hosts, neither of which is a local host.
control connections to the two servers and th
data connection between them. In this manner
is passed to the user-PI but data is transfer
server data transfer processes. Following is
server-server interaction.

Control  -----mmmmo-- Cont
---------- >| User-FTP |<-------
| | User-PI |
e
Ve

| Server-FTP | Data Connection |
| A< >|
—————————————— Port (A)  Port (B) -

Figure 2

The protocol requires that the control connec
data transfer is in progress. It is the resp
user to request the closing of the control co
finished using the FTP service, while itis t
the action. The server may abort data transf
connections are closed without command.

The Relationship between FTP and Telnet:

The FTP uses the Telnet protocol on the co
This can be achieved in two ways: first, t
server-Pl may implement the rules of the T
directly in their own procedures; or, seco
the server-Pl may make use of the existing
system.

Ease of implementaion, sharing code, and m
argue for the second approach. Efficiency

Postel & Reynolds
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via the control

ess must ensure a

t to also be noted
ltaneous sending and

nsfer files between
The user sets up
en arranges for a

, control information
red between the

a model of this

Server-FTP |
llBll |

tions be open while
onsibility of the
nnections when

he server who takes
er if the control

ntrol connection.

he user-PI or the
elnet Protocol

nd, the user-Pl or
Telnet module in the

odular programming
and independence
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argue for the first approach. In practice
little of the Telnet Protocol, so the firs
necessarily involve a large amount of code

3. DATA TRANSFER FUNCTIONS

Files are transferred only via the data connecti
connection is used for the transfer of commands,
functions to be performed, and the replies to th
Section on FTP Replies). Several commands are ¢
transfer of data between hosts. These data tran
the MODE command which specify how the bits of t
transmitted, and the STRUcture and TYPE commands
define the way in which the data are to be repre
transmission and representation are basically in
"Stream" transmission mode is dependent on the f
attribute and if "Compressed" transmission mode

of the filler byte depends on the representation

3.1. DATA REPRESENTATION AND STORAGE

Data is transferred from a storage device in
storage device in the receiving host. Often
perform certain transformations on the data b
representations in the two systems are differ
NVT-ASCII has different data storage represen
systems. DEC TOPS-20s's generally store NVT-
ASCII characters, left-justified in a 36-bit

store NVT-ASCII as 8-bit EBCDIC codes. Multi
as four 9-bit characters in a 36-bit word. |
convert characters into the standard NVT-ASCI
transmitting text between dissimilar systems.
receiving sites would have to perform the nec
transformations between the standard represen
internal representations.

A different problem in representation arises
binary data (not character codes) between hos
different word lengths. It is not always cle
should send data, and the receiver store it.
transmitting 32-bit bytes from a 32-bit word-
36-bit word-length system, it may be desirabl
efficiency and usefulness) to store the 32-bi
right-justified in a 36-bit word in the latte

case, the user should have the option of spec
representation and transformation functions.

Postel & Reynolds
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that FTP provides for very limited data type
Transformations desired beyond this limited ¢
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, FTP relies on very
t approach does not

on. The control

which describe the
ese commands (see the
oncerned with the

sfer commands include
he data are to be

, Which are used to
sented. The
dependent but the

ile structure

is used, the nature

type.

the sending host to a
it is necessary to
ecause data storage
ent. For example,
tations in different
ASCII as five 7-bit
word. IBM Mainframe's
cs stores NVT-ASCII
tis desirable to
| representation when
The sending and
essary
tation and their

when transmitting

t systems with

ar how the sender
For example, when
length system to a
e (for reasons of

t bytes

r system. In any
ifying data

It should be noted
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performed by the user directly.

3.1.1. DATATYPES

Data representations are handled in FTP by
representation type. This type may implic
EBCDIC) or explicitly (as in Local byte) d
interpretation which is referred to as the
Note that this has nothing to do with the
transmission over the data connection, cal
byte size", and the two should not be conf
NVT-ASCII has a logical byte size of 8 bit
Local byte, then the TYPE command has an o
parameter specifying the logical byte size
size is always 8 hits.

3.1.1.1. ASCII TYPE

This is the default type and must be ac
implementations. It is intended primar
of text files, except when both hosts w
type more convenient.

The sender converts the data from an in
representation to the standard 8-hit NV
representation (see the Telnet specific
will convert the data from the standard
internal form.

In accordance with the NVT standard, th
should be used where necessary to denot
of text. (See the discussion of file s

of the Section on Data Representation a

Using the standard NVT-ASCII representa
must be interpreted as 8-bit bytes.

The Format parameter for ASCIl and EBCD
below.

a user specifying a
itly (as in ASCII or
efine a byte size for
"logical byte size."
byte size used for
led the "transfer
used. For example,
s. If the type is
bligatory second

. The transfer byte

cepted by all FTP
ily for the transfer
ould find the EBCDIC

ternal character
T-ASCII

ation). The receiver
form to his own

e <CRLF> sequence
e the end of a line
tructure at the end
nd Storage.)

tion means that data

IC types is discussed
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3.1.1.2. EBCDIC TYPE

This type is intended for efficient tra
which use EBCDIC for their internal cha
representation.

For transmission, the data are represen
characters. The character code is the
between the functional specifications o

nsfer between hosts
racter

ted as 8-bit EBCDIC
only difference
f EBCDIC and ASCII
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types.

End-of-line (as opposed to end-of-recor
of structure) will probably be rarely u

for purposes of denoting structure, but
necessary the <NL> character should be

3.1.1.3. IMAGE TYPE

The data are sent as contiguous bits wh
are packed into the 8-bit transfer byte
site must store the data as contiguous
of the storage system might necessitate
file (or of each record, for a record-s
some convenient boundary (byte, word or
padding, which must be all zeros, may o
of the file (or at the end of each reco

a way of identifying the padding bits s
stripped off if the file is retrieved.
transformation should be well publicize
process a file at the storage site.

Image type is intended for the efficien
retrieval of files and for the transfer

is recommended that this type be accept
implementations.

3.1.1.4. LOCAL TYPE

The data is transferred in logical byte
specified by the obligatory second para
The value of Byte size must be a decima
no default value. The logical byte siz
the same as the transfer byte size. If
difference in byte sizes, then the logi
packed contiguously, disregarding trans
and with any necessary padding at the e

d--see the discussion
sed with EBCDIC type
where it is

used.

ich, for transfer,

s. The receiving
bits. The structure
the padding of the
tructured file) to
block). This

ccur only at the end
rd) and there must be
o that they may be
The padding

d to enable a user to

t storage and
of binary data. It
ed by all FTP

s of the size

meter, Byte size.

| integer; there is

e is not necessarily
there is a

cal bytes should be
fer byte boundaries
nd.
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When the data reaches the receiving hos
transformed in a manner dependent on th
and the particular host. This transfor
invertible (i.e., an identical file can

same parameters are used) and should be
the FTP implementors.

For example, a user sending 36-bit floa
a host with a 32-bit word could send th
with a logical byte size of 36. The re
then be expected to store the logical b
could be easily manipulated; in this ex
36-bit logical bytes into 64-bit double
suffice.

In another example, a pair of hosts wit

t, it will be

e logical byte size
mation must be
be retrieved if the
well publicized by

ting-point numbers to
at data as Local byte
ceiving host would
ytes so that they
ample putting the
words should

h a 36-bit word size
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may send data to one another in words b
The data would be sent in the 8-bit tra
packed so that 9 transmission bytes car

3.1.1.5. FORMAT CONTROL

The types ASCII and EBCDIC also take a
parameter; this is to indicate what kin
control, if any, is associated with a f

data representation types are defined i

A character file may be transferred to
three purposes: for printing, for stora
retrieval, or for processing. If a fil
printing, the receiving host must know
format control is represented. In the
be possible to store a file at a host a
later in exactly the same form. Finall
possible to move a file from one host t
the file at the second host without und
ASCII or EBCDIC format does not satisfy
conditions. Therefore, these types hav
specifying one of the following three f

3.1.1.5.1. NON PRINT
This is the default format to be use

(format) parameter is omitted. Non-
accepted by all FTP implementations.

y using TYPE L 36.
nsmission bytes
ried two host words.

second (optional)
d of vertical format
ile. The following
nFTP:

a host for one of

ge and later

e is sent for

how the vertical
second case, it must
nd then retrieve it

y, it should be

0 another and process
ue trouble. A single
all these

e a second parameter
ormats:

d if the second
print format must be
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The file need contain no vertical fo
it is passed to a printer process, t
assume standard values for spacing a

Normally, this format will be used w
for processing or just storage.

3.1.1.5.2. TELNET FORMAT CONTROLS

The file contains ASCII/EBCDIC verti
(i.e., <CR>, <LF>, <NL>, <VT>, <FF>)
process will interpret appropriately
this sequence, also denotes end-of-I

3.1.1.5.2. CARRIAGE CONTROL (ASA)

The file contains ASA (FORTRAN) vert
characters. (See RFC 740 Appendix C
of the ACM, Vol. 7, No. 10, p. 606,

line or a record formatted according
the first character is not to be pri
should be used to determine the vert
paper which should take place before

rmat information. If
his process may
nd margins.

ith files destined

cal format controls
which the printer

. <CRLF>, in exactly
ine.

ical format control

; and Communications
October 1964.) Ina
to the ASA Standard,
nted. Instead, it

ical movement of the
the rest of the
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record is printed.

The ASA Standard specifies the follo
characters:

Character Vertical Spacing

blank Move paper up one |
0 Move paper up two |
1 Move paper to top o

+ No movement, i.e.,

Clearly there must be some way for a
distinguish the end of the structura
has record structure (see below) thi
records will be explicitly marked du
storage. If the file has no record
end-of-line sequence is used to sepa
but these format effectors are overr

wing control

ine

ines

f next page
overprint

printer process to

| entity. If a file

s is no problem;

ring transfer and
structure, the <CRLF>
rate printing lines,
idden by the ASA

50
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3.1.2. DATA STRUCTURES
In addition to different representation ty

structure of a file to be specified. Thre
defined in FTP:

pes, FTP allows the
e file structures are

file-structure, where there isnoi nternal structure and
the file is conside red to be a
continuous sequence of data bytes,

record-structure, where the file is m
records,

ade up of sequential

and page-structure, where the file is m
indexed pages.

ade up of independent

d if the STRUcture
d record structures
iles with TYPE ASCII
e structure of a file
le (see the Section
ion and storage of

File-structure is the default to be assume
command has not been used but both file an
must be accepted for "text" files (i.e., f

or EBCDIC) by all FTP implementations. Th
will affect both the transfer mode of a fi

on Transmission Modes) and the interpretat
the file.

end on which host
usually be stored on
ut on a DEC TOPS-20
lines, for example

en such disparate
way for one site to

The "natural” structure of a file will dep
stores the file. A source-code file will

an IBM Mainframe in fixed length records b
as a stream of characters partitioned into
by <CRLF>. If the transfer of files betwe
sites is to be useful, there must be some
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recognize the other's assumptions about th

With some sites being naturally file-orien
naturally record-oriented there may be pro
one structure is sent to a host oriented t
text file is sent with record-structure to
oriented, then that host should apply an i
transformation to the file based on the re
Obviously, this transformation should be u
also be invertible so that an identical fi
using record structure.

In the case of a file being sent with file
record-oriented host, there exists the que
criteria the host should use to divide the
which can be processed locally. If this d

the FTP implementation should use the end-

Postel & Reynolds
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<CRLF> for ASCII, or <NL> for EBCDIC text
delimiter. If an FTP implementation adopt
must be prepared to reverse the transforma
retrieved with file-structure.

3.1.2.1. FILE STRUCTURE

File structure is the default to be ass
command has not been used.

In file-structure there is no internal
file is considered to be a continuous s
bytes.

3.1.2.2. RECORD STRUCTURE

Record structures must be accepted for
files with TYPE ASCII or EBCDIC) by all

In record-structure the file is made up
records.

3.1.2.3. PAGE STRUCTURE

To transmit files that are discontinuou
structure. Files of this type are some
"random access files" or even as "holey
files there is sometimes other informat
the file as a whole (e.qg., a file descr
section of the file (e.g., page access

In FTP, the sections of the file are ca

To provide for various page sizes and a
information, each page is sent with a p
header has the following defined fields

Header Length

51

e file.

ted and others
blems if a file with
o the other. Ifa

a host which is file
nternal

cord structure.
seful, but it must

le may be retrieved

-structure to a

stion of what

file into records
ivision is necessary,
of-line sequence,
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files, as the
s this technique, it
tion if the file is

umed if the STRUcture

structure and the
equence of data

"text" files (i.e.,
FTP implementations.

of sequential

s, FTP defines a page
times known as

files". In these

ion associated with
iptor), or with a
controls), or both.

lled pages.

ssociated
age header. The page
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The number of logical bytes in th

including this byte. The minimum

Page Index
The logical page number of this s
This is not the transmission sequ

page, but the index used to ident
file.

Postel & Reynolds
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Data Length

The number of logical bytes in th
minimum data length is 0.

Page Type

The type of page this is. The fo
are defined:

0 = Last Page
This is used to indicate th
structured transmission. T
be 4, and the data length m
1 = Simple Page
This is the normal type for
with no page level associat
information. The header le

2 = Descriptor Page

This type is used to transm
information for the file as

3 = Access Controlled Page
This type includes an addit
for paged files with page |
information. The header le

Optional Fields

Further header fields may be used

control information, for example,
control.

All fields are one logical byte in leng

size is specified by the TYPE command.

further details and a specific case at

A note of caution about parameters: a file m

52

e page header
header length is 4.

ection of the file.
ence number of this
ify this page of the
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e page data. The

llowing page types

e end of a paged
he header length must
ust be 0.

simple paged files
ed control
ngth must be 4.

it the descriptive
a whole.

ional header field
evel access control
ngth must be 5.

to supply per page
per page access

th. The logical byte
See Appendix | for
the page structure.

ust be stored and
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retrieved with the same parameters if the ret
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be identical to the version originally transm
FTP implementations must return a file identi
if the parameters used to store and retrieve

3.2. ESTABLISHING DATA CONNECTIONS

The mechanics of transferring data consists o
connection to the appropriate ports and choos
for transfer. Both the user and the server-D
data port. The user-process default data por
control connection port (i.e., U). The serve
data port is the port adjacent to the control
(i.e., L-1).

The transfer byte size is 8-bit bytes. This
only for the actual transfer of the data; it
representation of the data within a host's fi

The passive data transfer process (this may b
second server-DTP) shall "listen" on the data
sending a transfer request command. The FTP
determines the direction of the data transfer
receiving the transfer request, will initiate

to the port. When the connection is establis
transfer begins between DTP's, and the server
confirming reply to the user-PlI.

Every FTP implementation must support the use
ports, and only the USER-PI can initiate a ch
ports.

It is possible for the user to specify an alt

use of the PORT command. The user may want a

line printer or retrieved from a third party
case, the user-PI sets up control connections
server-Pl's. One server is then told (by an
"listen" for a connection which the other wil

user-Pl sends one server-Pl a PORT command in

port of the other. Finally, both are sent th

transfer commands. The exact sequence of com

sent between the user-controller and the serv
Section on FTP Replies.

In general, it is the server's responsibility
connection--to initiate it and to close it.

Postel & Reynolds
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itted. Conversely,
cal to the original
a file are the same.

f setting up the data
ing the parameters
TPs have a default
t is the same as the
r-process default
connection port

byte size is relevant
has no bearing on
le system.

eauser-DTP or a
port prior to
request command

. The server, upon
the data connection
hed, the data

-Pl sends a

of the default data
ange to non-default

ernate data port by
file dumped on a TAC
host. In the latter

with both

FTP command) to

| initiate. The

dicating the data

e appropriate

mands and replies

ers is defined in the

to maintain the data
The exception to this
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is when the user-DTP is sending the data in a
requires the connection to be closed to indic
MUST close the data connection under the foll

1. The server has completed sending data i
that requires a close to indicate EOF.

2. The server receives an ABORT command fr

3. The port specification is changed by a
user.

4. The control connection is closed legall
5. An irrecoverable error condition occurs
Otherwise the close is a server option, the e

server must indicate to the user-process by e
reply only.

3.3. DATA CONNECTION MANAGEMENT

Default Data Connection Ports: All FTP imple
support use of the default data connection po
User-Pl may initiate the use of non-default p

Negotiating Non-Default Data Ports: The Use
non-default user side data port with the PORT
User-Pl may request the server side to identi
server side data port with the PASV command.
is defined by the pair of addresses, either o
enough to get a different data connection, st

to do both commands to use new ports on both
connection.

Reuse of the Data Connection: When using the
transfer the end of the file must be indicate
connection. This causes a problem if multipl
transfered in the session, due to need for TC
connection record for a time out period to gu
communication. Thus the connection can not b

There are two solutions to this problem.
negotiate a non-default port. The second
transfer mode.

A comment on transfer modes. The stream t

transfer mode that
ate EOF. The server
owing conditions:

n a transfer mode

om the user.

command from the

y or otherwise.

xercise of which the
ither a 250 or 226

mentations must
rts, and only the
orts.

r-Pl may specify a
command. The

fy a non-default
Since a connection
f these actions is

ill it is permitted
ends of the data

stream mode of data
d by closing the

e files are to be

P to hold the

arantee the reliable

e reopened at once.

The first is to
is to use another

ransfer mode is
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inherently unreliable, since one can not d etermine if the
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connection closed prematurely or not. The
(Block, Compressed) do not close the conne
end of file. They have enough FTP encodin
connection can be parsed to determine the
Thus using these modes one can leave the d
for multiple file transfers.

3.4. TRANSMISSION MODES

The next consideration in transferring data i
appropriate transmission mode. There are thr
formats the data and allows for restart proce
compresses the data for efficient transfer; a
the data with little or no processing. In th
interacts with the structure attribute to det
processing. In the compressed mode, the repr
determines the filler byte.

All data transfers must be completed with an
which may be explicitly stated or implied by
data connection. For files with record struc
end-of-record markers (EOR) are explicit, inc
For files transmitted in page structure a "la
used.

NOTE: In the rest of this section, byte mean
except where explicitly stated otherwise.

For the purpose of standardized transfer, the
translate its internal end of line or end of

into the representation prescribed by the tra
structure, and the receiving host will perfor
translation to its internal denotation. An |
count field may not be recognized at another
end-of-record information may be transferred
code in Stream mode or as a flagged bit in a
mode descriptor. End-of-line in an ASCII or
record structure should be indicated by <CRLF
respectively. Since these transformations im
some systems, identical systems transferring
text files might wish to use a binary represe
mode for the transfer.

other transfer modes
ction to indicate the

g that the data

end of the file.

ata connection open

s choosing the

ee modes: one which
dures; one which also
nd one which passes
is last case the mode
ermine the type of
esentation type

end-of-file (EOF)

the closing of the
ture, all the

luding the final one.
st-page" page type is

s "transfer byte"

sending host will
record denotation
nsfer mode and file
m the inverse

BM Mainframe record
host, so the

as a two byte control
Block or Compressed
EBCDIC file with no
> or <NL>,

ply extra work for
non-record structured
ntation and stream
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The following transmission modes are defined
3.4.1. STREAM MODE
The data is transmitted as a stream of byt

restriction on the representation type use
are allowed.

in FTP:

es. Thereis no
d; record structures
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In a record structured file EOR and EOF wi
by a two-byte control code. The first byt
will be all ones, the escape character. T
have the low order bit on and zeros elsewh
second low order bit on for EOF; that is,
value 1 for EOR and value 2 for EOF. EOR
indicated together on the last byte transm
low order bits on (i.e., the value 3). If

was intended to be sent as data, it should
second byte of the control code.

If the structure is a file structure, the
the sending host closing the data connecti
data bytes.

3.4.2. BLOCK MODE

The file is transmitted as a series of dat

one or more header bytes. The header byte
field, and descriptor code. The count fie
total length of the data block in bytes, t
beginning of the next data block (there ar
The descriptor code defines: last block i
block in the record (EOR), restart marker
Error Recovery and Restart) or suspect dat
being transferred is suspected of errors a
This last code is NOT intended for error ¢

It is motivated by the desire of sites exc

of data (e.qg., seismic or weather data) to
the data despite local errors (such as "ma
errors"), but to indicate in the transmiss
portions are suspect). Record structures
mode, and any representation type may be u

The header consists of the three bytes. O
header information, the 16 low order bits
count, and the 8 high order bits shall rep
codes as shown below.

56

Il each be indicated
e of the control code
he second byte will
ere for EOR and the
the byte will have
and EOF may be
itted by turning both
a byte of all ones
be repeated in the

EOF is indicated by
on and all bytes are

a blocks preceded by
s contain a count

Id indicates the

hus marking the

e no filler bits).

n the file (EOF) last
(see the Section on

a (i.e., the data

nd is not reliable).
ontrol within FTP.
hanging certain types
send and receive all
gnetic tape read

ion that certain

are allowed in this
sed.

f the 24 bits of
shall represent byte
resent descriptor

Postel & Reynolds [Page 21]

RFC 959 October 1985
File Transfer Protocol

Block Header

| Descriptor | Byte Count
| 8 bits |
+ + +----

The descriptor codes are indicated by bit
descriptor byte. Four codes have been ass
code number is the decimal value of the co
the byte.

Code Meaning

flags in the
igned, where each
rresponding bit in
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128 End of data block is EOR

64 End of data block is EOF

32 Suspected errors in data block
16 Data block is a restart marker

With this encoding, more than one descript
may exist for a particular block. As many
may be flagged.

The restart marker is embedded in the data
integral number of 8-hit bytes representin
characters in the language being used over
connection (e.g., default--NVT-ASCII). <S
appropriate language) must not be used WIT

For example, to transmit a six-character m
would be sent:

+ + + +
|Descrptr| Byte count |
|code= 16| =6
+ + + +

| Marker | Marker | Marker |
| 8 bits | 8 bits | 8 bits |

+ + + +
| Marker | Marker | Marker |
| 8 bits | 8 bits | 8 bits |

57

or coded condition
bits as necessary

stream as an

g printable

the control

P> (Space, in the
HIN a restart marker.

arker, the following
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3.4.3. COMPRESSED MODE

There are three kinds of information to be
sent in a byte string; compressed data, co
replications or filler; and control inform
two-byte escape sequence. If n>0 bytes (u
data are sent, these n bytes are preceded
left-most bit set to 0 and the right-most
number n.

Byte string:

1 7 8
+otottt bttt bbb+t
|0] n || d@) ...
e T e s o S TR N
N
|---n byt
of da

String of n data bytes d(1),..., d(n)
Count n must be positive.

sent: regular data,

nsisting of

ation, sentin a

p to 127) of regular

by a byte with the

7 bits containing the

8

L T

[ dn) |
I i i S S N
AN
es--|
ta
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To compress a string of n replications of
following 2 bytes are sent:

Replicated Byte:

2 6 8
s s s SR DI S S S
10 n || d |

O s = N S S S S

A string of n filler bytes can be compress
byte, where the filler byte varies with th

type. If the type is ASCII or EBCDIC the
(Space, ASCII code 32, EBCDIC code 64). |
or Local byte the filler is a zero byte.

Filler String:

2 6
e I L e s
111 n |
ottt

The escape sequence is a double byte, the

58

the data byte d, the

ed into a single

e representation
filler byte is <SP>
f the type is Image

first of which is the
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escape byte (all zeros) and the second of
descriptor codes as defined in Block mode.
codes have the same meaning as in Block mo
succeeding string of bytes.

Compressed mode is useful for obtaining in
very large network transmissions at a litt
It can be most effectively used to reduce
files such as those generated by RJE hosts

3.5. ERROR RECOVERY AND RESTART

There is no provision for detecting bits lost
transfer; this level of error control is hand
However, a restart procedure is provided to p
gross system failures (including failures of
FTP-process, or the underlying network).

The restart procedure is defined only for the
modes of data transfer. It requires the send

a special marker code in the data stream with
information. The marker information has mean
sender, but must consist of printable charact
negotiated language of the control connection
The marker could represent a bit-count, a rec
other information by which a system may ident
checkpoint. The receiver of data, if it impl
procedure, would then mark the corresponding
marker in the receiving system, and return th

which contains
The descriptor
de and apply to the

creased bandwidth on
le extra CPU cost.
the size of printer

or scrambled in data
led by the TCP.
rotect users from

a host, an

block and compressed
er of data to insert
some marker

ing only to the

ers in the default or
(ASCII or EBCDIC).
ord-count, or any

ify a data

ements the restart
position of this

is information to the
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user.

In the event of a system failure, the user ca
transfer by identifying the marker point with
procedure. The following example illustrates
restart procedure.

The sender of the data inserts an appropriate
data stream at a convenient point. The recei
corresponding data point in its file system a
known sender and receiver marker information
directly or over the control connection in a

on who is the sender). In the event of a sys

or controller process restarts the server at
marker by sending a restart command with serv
its argument. The restart command is transmi

Postel & Reynolds
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connection and is immediately followed by the

RETR, STOR or LIST) which was being executed

failure occurred.
4. FILE TRANSFER FUNCTIONS

The communication channel from the user-PI to th
established as a TCP connection from the user to
port. The user protocol interpreter is responsi
commands and interpreting the replies received,
interprets commands, sends replies and directs i
data connection and transfer the data. If the s
data transfer (the passive transfer process) is

is governed through the internal protocol of the

is a second server-DTP, then it is governed by i
the user-PI. The FTP replies are discussed in t
the description of a few of the commands in this
helpful to be explicit about the possible replie

4.1. FTP COMMANDS
4.1.1. ACCESS CONTROL COMMANDS

The following commands specify access cont
(command codes are shown in parentheses).

USER NAME (USER)

The argument field is a Telnet string i

The user identification is that which i

server for access to its file system.

normally be the first command transmitt

the control connections are made (some
this). Additional identification infor

a password and/or an account command ma
some servers. Servers may allow a new

59

n restart the data
the FTP restart
the use of the

marker block in the
ving host marks the
nd conveys the last
to the user, either
110 reply (depending
tem failure, the user
the last server

er's marker code as
tted over the control
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command (such as
when the system

e server-Pl is

the standard server
ble for sending FTP
the server-PlI

ts DTP to set up the
econd party to the
the user-DTP, then it
user-FTP host; if it
ts Pl on command from
he next section. In
section, it is

S.

rol identifiers

dentifying the user.

s required by the

This command will

ed by the user after
servers may require
mation in the form of
y also be required by
USER command to be
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entered at any point in order to change
and/or accounting information. This ha
flushing any user, password, and accoun

60

the access control
s the effect of
t information already

supplied and beginning the login sequen ce again. All
transfer parameters are unchanged and a ny file transfer in
progress is completed under the old acc ess control
parameters.
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PASSWORD (PASS)

The argument field is a Telnet string s

password. This command must be immedia

user name command, and, for some sites,
identification for access control. Sin
information is quite sensitive, itis d

to "mask” it or suppress typeout. Ita
server has no foolproof way to achieve
therefore the responsibility of the use

the sensitive password information.

ACCOUNT (ACCT)

The argument field is a Telnet string i
account. The command is not necessaril
command, as some sites may require an a
others only for specific access, such a

the latter case the command may arrive

There are reply codes to differentiate
automation: when account information is
the response to a successful PASSword ¢
332. On the other hand, if account inf
required for login, the reply to a succ
command is 230; and if the account info

a command issued later in the dialogue,
return a 332 or 532 reply depending on
(pending receipt of the ACCounT command
command, respectively.

CHANGE WORKING DIRECTORY (CWD)

This command allows the user to work wi
directory or dataset for file storage o
altering his login or accounting inform
parameters are similarly unchanged. Th
pathname specifying a directory or othe
file group designator.

CHANGE TO PARENT DIRECTORY (CDUP)

This command is a special case of CWD,

pecifying the user's
tely preceded by the
completes the user's
ce password

esirable in general
ppears that the

this. Itis

r-FTP process to hide

dentifying the user's
y related to the USER
ccount for login and

s storing files. In

at any time.

these cases for the
required for login,
ommand is reply code
ormation is NOT
essful PASSword
rmation is needed for
the server should
whether it stores
) or discards the

th a different

r retrieval without
ation. Transfer

e argument is a

r system dependent

and is included to
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simplify the implementation of programs
directory trees between operating syste
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syntaxes for naming the parent director
shall be identical to the reply codes o
Appendix Il for further details.

STRUCTURE MOUNT (SMNT)

This command allows the user to mount a
system data structure without altering
accounting information. Transfer param
unchanged. The argument is a pathname
directory or other system dependent fil

REINITIALIZE (REIN)

This command terminates a USER, flushin
information, except to allow any transf
completed. All parameters are reset to
and the control connection is left open

to the state in which a user finds hims

the control connection is opened. A US
expected to follow.

LOGOUT (QUIT)

This command terminates a USER and if f
in progress, the server closes the cont

file transfer is in progress, the conne

open for result response and the server

If the user-process is transferring fil

but does not wish to close and then reo
each, then the REIN command should be u

An unexpected close on the control conn
server to take the effective action of
logout (QUIT).

4.1.2. TRANSFER PARAMETER COMMANDS

All data transfer parameters have default
commands specifying data transfer paramete
if the default parameter values are to be
value is the last specified value, or if n
specified, the standard default value is a
implies that the server must "remember" th
values. The commands may be in any order
precede the FTP service request. The foll
specify data transfer parameters:

Postel & Reynolds
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for transferring
ms having different
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y. The reply codes
f CWD. See

different file

his login or

eters are similarly
specifying a

e group designator.

g all I/O and account
er in progress to be
the default settings

. This is identical

elf immediately after
ER command may be

ile transfer is not

rol connection. If
ction will remain

will then close it.

es for several USERs
pen connections for
sed instead of QUIT.

ection will cause the
an abort (ABOR) and a

values, and the

rs are required only
changed. The default
o value has been

s stated here. This

e applicable default
except that they must
owing commands
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DATA PORT (PORT)

The argument is a HOST-PORT specificati
to be used in data connection. There a
the user and server data ports, and und
circumstances this command and its repl
this command is used, the argument is t
32-bit internet host address and a 16-b
This address information is broken into
value of each field is transmitted as a
character string representation). The

by commas. A port command would be:

PORT h1,h2,h3,h4,p1,p2

where hl is the high order 8 bits of th
address.

PASSIVE (PASV)

This command requests the server-DTP to
port (which is not its default data por
connection rather than initiate one upo
transfer command. The response to this
host and port address this server is li

REPRESENTATION TYPE (TYPE)

The argument specifies the representati
in the Section on Data Representation a
types take a second parameter. The fir
denoted by a single Telnet character, a
Format parameter for ASCIl and EBCDIC;
for local byte is a decimal integer to

The parameters are separated by a <SP>
32).

on for the data port
re defaults for both

er normal

y are not needed. If
he concatenation of a
it TCP port address.
8-bit fields and the
decimal number (in
fields are separated

e internet host

"listen" on a data

t) and to wait for a

n receipt of a
command includes the
stening on.

on type as described
nd Storage. Several
st parameter is

s is the second

the second parameter
indicate Bytesize.
(Space, ASCII code

The following codes are assigned for ty pe:
\
A -ASCIl| | N - Non-print
[-><-| T - Telnet format e ffectors
E - EBCDIC| |C - Carriage Contro | (ASA)
/A
| - Image
L <byte size> - Local byte Byte size
Postel & Reynolds [Page 28]
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The default representation type is ASCI
Format parameter is changed, and later
argument is changed, Format then return
default.

FILE STRUCTURE (STRU)
The argument is a single Telnet charact
file structure described in the Section
Representation and Storage.
The following codes are assigned for st
F - File (no record structure)
R - Record structure
P - Page structure
The default structure is File.
TRANSFER MODE (MODE)
The argument is a single Telnet charact
the data transfer modes described in th
Transmission Modes.
The following codes are assigned for tr
S - Stream
B - Block

C - Compressed

The default transfer mode is Stream.

4.1.3. FTP SERVICE COMMANDS

The FTP service commands define the file t
system function requested by the user. Th
service command will normally be a pathnam
pathnames must conform to server site conv
standard defaults applicable), and the lan
the control connection. The suggested def
use the last specified device, directory o
standard default defined for local users.

in any order except that a "rename from" ¢
followed by a "rename to" command and the
be followed by the interrupted service com
RETR). The data, when transferred in resp

63

| Non-print. If the
just the first
s to the Non-print

er code specifying
on Data

ructure:

er code specifying
e Section on

ansfer modes:

ransfer or the file

e argument of an FTP
e. The syntax of
entions (with

guage conventions of
ault handling is to

r file name, or the

The commands may be
ommand must be
restart command must
mand (e.g., STOR or
onse to FTP service
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commands, shall always be sent over the da ta connection, except
for certain informative replies. The foll owing commands
specify FTP service requests:

RETRIEVE (RETR)

This command causes the server-DTP to t ransfer a copy of the
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file, specified in the pathname, to the
at the other end of the data connection
contents of the file at the server site

STORE (STOR)

This command causes the server-DTP to a
transferred via the data connection and

a file at the server site. If the file
pathname exists at the server site, the

be replaced by the data being transferr
created at the server site if the file
pathname does not already exist.

STORE UNIQUE (STOU)

This command behaves like STOR except t
file is to be created in the current di

unique to that directory. The 250 Tran
must include the name generated.

APPEND (with create) (APPE)

This command causes the server-DTP to a
transferred via the data connection and

a file at the server site. If the file
pathname exists at the server site, the
appended to that file; otherwise the fi
pathname shall be created at the server

ALLOCATE (ALLO)

This command may be required by some se
sufficient storage to accommodate the n
transferred. The argument shall be a d
representing the number of bytes (using
size) of storage to be reserved for the

sent with record or page structure a ma
size (in logical bytes) might also be n
indicated by a decimal integer in a sec

server- or user-DTP
. The status and
shall be unaffected.

ccept the data

to store the data as
specified in the

n its contents shall
ed. A new fileis
specified in the

hat the resultant
rectory under a name
sfer Started response

ccept the data

to store the data in
specified in the

n the data shall be
le specified in the
site.

rvers to reserve

ew file to be

ecimal integer

the logical byte

file. For files

ximum record or page
ecessary; this is

ond argument field of
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the command. This second argument is o
present should be separated from the fi
Telnet characters <SP> R <SP>. This co

followed by a STORe or APPENnd command.

should be treated as a NOOP (no operati
which do not require that the maximum s
declared beforehand, and those servers

the maximum record or page size should
in the first argument and ignore it.

RESTART (REST)

The argument field represents the serve
file transfer is to be restarted. This

ptional, but when

rst by the three
mmand shall be

The ALLO command
on) by those servers
ize of the file be
interested in only
accept a dummy value

r marker at which
command does not
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cause file transfer but skips over the

data checkpoint. This command shall be
by the appropriate FTP service command
file transfer to resume.

RENAME FROM (RNFR)

This command specifies the old pathname
to be renamed. This command must be im
a "rename to" command specifying the ne

RENAME TO (RNTO)

This command specifies the new pathname
specified in the immediately preceding
command. Together the two commands cau
renamed.

ABORT (ABOR)

This command tells the server to abort
service command and any associated tran
abort command may require "special acti
the Section on FTP Commands, to force r
server. No action is to be taken if th

has been completed (including data tran
connection is not to be closed by the s
connection must be closed.

There are two cases for the server upon
command: (1) the FTP service command wa
or (2) the FTP service command is still

Postel & Reynolds
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In the first case, the server closes
(if it is open) and responds with a
that the abort command was successfu

In the second case, the server abort
progress and closes the data connect
reply to indicate that the service r
abnormally. The server then sends a
indicating that the abort command wa
processed.

DELETE (DELE)
This command causes the file specified
deleted at the server site. If an extr
is desired (such as the query, "Do you
delete?"), it should be provided by the
REMOVE DIRECTORY (RMD)

This command causes the directory speci

file to the specified
immediately followed
which shall cause

of the file which is
mediately followed by
w file pathname.

of the file
"rename from"
se a file to be

the previous FTP
sfer of data. The
on", as discussed in
ecognition by the

e previous command
sfer). The control
erver, but the data

receipt of this
s already completed,
in progress.
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the data connection
226 reply, indicating
lly processed.

s the FTP service in
ion, returning a 426
equest terminated
226 reply,

s successfully

in the pathname to be
a level of protection
really wish to
user-FTP process.

fied in the pathname
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to be removed as a directory (if the pa
or as a subdirectory of the current wor
the pathname is relative). See Appendi

MAKE DIRECTORY (MKD)

This command causes the directory speci
to be created as a directory (if the pa

or as a subdirectory of the current wor
the pathname is relative). See Appendi

PRINT WORKING DIRECTORY (PWD)

This command causes the name of the cur
directory to be returned in the reply.

LIST (LIST)

This command causes a list to be sent f
passive DTP. If the pathname specifies
group of files, the server should trans

in the specified directory. If the pat

file then the server should send curren
file. A null argument implies the user
default directory. The data transfer i
connection in type ASCII or type EBCDIC

thname is absolute)
king directory (if
x 1l

fied in the pathname
thname is absolute)
king directory (if

X Il.

rent working
See Appendix .

rom the server to the
a directory or other
fer a list of files
hname specifies a

t information on the
's current working or
s over the data

. (The user must

66
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ensure that the TYPE is appropriately A
Since the information on a file may var
to system, this information may be hard
in a program, but may be quite useful t

NAME LIST (NLST)

This command causes a directory listing
server to user site. The pathname shou
directory or other system-specific file

null argument implies the current direc
will return a stream of names of files
information. The data will be transfer
EBCDIC type over the data connection as
strings separated by <CRLF> or <NL>. (
ensure that the TYPE is correct.) This

to return information that can be used
further process the files automatically
the implementation of a "multiple get"

SITE PARAMETERS (SITE)

This command is used by the server to p
specific to his system that are essenti
but not sufficiently universal to be in

the protocol. The nature of these serv
specification of their syntax can be st
the HELP SITE command.

SCIl or EBCDIC).

y widely from system
to use automatically
0 a human user.

to be sent from

Id specify a

group descriptor; a
tory. The server
and no other

red in ASCII or
valid pathname
Again the user must
command is intended
by a program to

. For example, in
function.

rovide services
al to file transfer

cluded as commands in

ices and the
ated in areply to
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SYSTEM (SYST)

This command is used to find out the ty
system at the server. The reply shall

word one of the system names listed in
of the Assigned Numbers document [4].

STATUS (STAT)

This command shall cause a status respo
the control connection in the form of a
may be sent during a file transfer (alo
and Synch signals--see the Section on F
case the server will respond with the s
operation in progress, or it may be sen
transfers. In the latter case, the com
argument field. If the argumentis ap

is analogous to the "list" command exce

Postel & Reynolds
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transferred over the control connection
pathname is given, the server may respo
file names or attributes associated wit

If no argument is given, the server sho
status information about the server FTP
should include current values of all tr

the status of connections.

HELP (HELP)

This command shall cause the server to
information regarding its implementatio
control connection to the user. The co
argument (e.g., any command name) and r
information as a response. The reply i

It is suggested that HELP be allowed be
command. The server may use this reply
site-dependent parameters, e.g., in res

NOOP (NOOP)

This command does not affect any parame
entered commands. It specifies no actio
server send an OK reply.

The File Transfer Protocol follows the specifica
protocol for all communications over the control

the language used for Telnet communication may b
option, all references in the next two sections
"Telnet language" and the corresponding "Telnet
Currently, one may take these to mean NVT-ASCII
specifications of the Telnet protocol will be ci

FTP commands are "Telnet strings" terminated by
line code". The command codes themselves are al
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terminated by the character <SP> (Space) if para

Telnet-EOL otherwise. The command codes and the

commands are described in this section; the deta
commands is specified in the Section on Commands
are discussed in the Section on Sequencing of Co
and scenarios illustrating the use of commands a
Section on Typical FTP Scenarios.

FTP commands may be partitioned as those specify
identifiers, data transfer parameters, or FTP se

Certain commands (such as ABOR, STAT, QUIT) may

control connection while a data transfer is in p

Postel & Reynolds
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servers may not be able to monitor the control a
simultaneously, in which case some special actio
to get the server's attention. The following or
tentatively recommended:

1. User system inserts the Telnet "Interrupt
in the Telnet stream.

2. User system sends the Telnet "Synch" signa

3. User system inserts the command (e.g., ABO
stream.

4. Server PI, after receiving "IP", scans the
EXACTLY ONE FTP command.

(For other servers this may not be necessary but
above should have no unusual effect.)

4.2. FTP REPLIES

Replies to File Transfer Protocol commands ar
the synchronization of requests and actions i
transfer, and to guarantee that the user proc
state of the Server. Every command must gene
reply, although there may be more than one; i
the multiple replies must be easily distingui
some commands occur in sequential groups, suc
ACCT, or RNFR and RNTO. The replies show the
intermediate state if all preceding commands

A failure at any point in the sequence necess

of the entire sequence from the beginning.

The details of the command-reply sequence
a set of state diagrams below.

An FTP reply consists of a three digit number
three alphanumeric characters) followed by so
is intended for use by automata to determine
next; the text is intended for the human user
that the three digits contain enough encoded
user-process (the User-PI) will not need to e

meters follow and
semantics of

iled syntax of

, the reply sequences
mmands and Replies,
re provided in the

ing access-control
rvice requests.

be sent over the
rogress. Some
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R) in the Telnet

Telnet stream for
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e devised to ensure

n the process of file
ess always knows the
rate at least one

n the latter case,

shed. In addition,

h as USER, PASS and
existence of an

have been successful.
itates the repetition

are made explicit in

(transmitted as

me text. The number
what state to enter

. Itis intended
information that the
xamine the text and
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may either discard it or pass it on to the us
In particular, the text may be server-depende
likely to be varying texts for each reply cod

A reply is defined to contain the 3-digit cod

Postel & Reynolds
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<SP>, followed by one line of text (where som
has been specified), and terminated by the Te
code. There will be cases however, where the
a single line. In these cases the complete t

so the User-process knows when it may stop re
stop processing input on the control connecti
things. This requires a special format on th
indicate that more than one line is coming, a
last line to designate it as the last. Atle
contain the appropriate reply code to indicat
transaction. To satisfy all factions, it was

the first and last line codes should be the s

Thus the format for multi-line replies is

will begin with the exact required reply ¢
immediately by a Hyphen, "-" (also known a
text. The last line will begin with the s
immediately by Space <SP>, optionally some

end-of-line code.

For example:
123-First line
Second line
234 A line beginn
123 The last line

The user-process then simply needs to sear
occurrence of the same reply code, followe
the beginning of a line, and ignore all in

an intermediary line begins with a 3-digit
must pad the front to avoid confusion.

This scheme allows standard system rout
reply information (such as for the STAT
"artificial" first and last lines tacke

where these routines are able to genera
Space at the beginning of any line, the
text line should be offset by some neut

This scheme assumes that multi-line replie

The three digits of the reply each have a spe
This is intended to allow a range of very sim
sophisticated responses by the user-process.
denotes whether the response is good, bad or
(Referring to the state diagram), an unsophis
will be able to determine its next action (pr
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redo, retrench, etc.) by simply examining thi
user-process that wants to know approximately
occurred (e.qg. file system error, command syn
examine the second digit, reserving the third
gradation of information (e.g., RNTO command
RNFR).

There are five values for the first digit
lyz Positive Preliminary reply

The requested action is being initia
reply before proceeding with a new ¢
user-process sending another command
completion reply would be in violati
server-FTP processes should queue an
arrive while a preceding command is
type of reply can be used to indicat
was accepted and the user-process ma
to the data connections, for impleme
simultaneous monitoring is difficult
process may send at most, one 1yz re

2yz Positive Completion reply

The requested action has been succes
new request may be initiated.

3yz Positive Intermediate reply

The command has been accepted, but t
is being held in abeyance, pending r
information. The user should send a
specifying this information. This r
command sequence groups.

4yz Transient Negative Completion rep

The command was not accepted and the
not take place, but the error condit

the action may be requested again.
return to the beginning of the comma

It is difficult to assign a meaning
particularly when two distinct sites
User-processes) have to agree on the
Each reply in the 4yz category might
different time value, but the intent

Postel & Reynolds

RFC 959
File Transfer Protocol

70
[Page 36]

October 1985

s first digit. A

what kind of error
tax error) may

digit for the finest
without a preceding

of the reply code:

ted; expect another
ommand. (The
before the

on of protocol; but
y commands that
in progress.) This
e that the command
y now pay attention
ntations where

. The server-FTP
ply per command.

sfully completed. A

he requested action
eceipt of further
nother command
eply is used in

ly

requested action did
ion is temporary and
The user should
nd sequence, if any.
to "transient",
(Server- and
interpretation.
have a slightly
is that the

[Page 37]

October 1985



STANDARDY SIECI INTERNET

user-process is encouraged to try ag

in determining if a reply fits into
(Permanent Negative) category is tha
the commands can be repeated without
command form or in properties of the
(e.g., the command is spelled the sa
arguments used; the user does not ch
or user name; the server does not pu
implementation.)

5yz Permanent Negative Completion rep

The command was not accepted and the
not take place. The User-process is
repeating the exact request (in the

some "permanent” error conditions ca
the human user may want to direct hi
reinitiate the command sequence by d
point in the future (e.g., after the
changed, or the user has altered his

The following function groupings are encod
digit:

x0z Syntax - These replies referto s
syntactically correct commands th
functional category, unimplemente
commands.

x1z Information - These are replies
information, such as status or he

x2z Connections - Replies referring t
data connections.

x3z Authentication and accounting - R
process and accounting procedures

x4z Unspecified as yet.
x5z File system - These replies indic
Server file system vis-a-vis the
other file system action.
The third digit gives a finer gradation of

the function categories, specified by the
list of replies below will illustrate this

Postel & Reynolds
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associated with each reply is recommended,

mandatory, and may even change according t

which it is associated. The reply codes,
must strictly follow the specifications in
that is, Server implementations should not
situations that are only slightly differen
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described here, but rather should adapt co

A command such as TYPE or ALLO whose su
does not offer the user-process any new
cause a 200 reply to be returned. Ift
implemented by a particular Server-FTP
has no relevance to that computer syste
at a TOPS20 site, a Positive Completion
desired so that the simple User-process
with its course of action. A 202 reply
with, for example, the reply text: "No
necessary." If, on the other hand, the
non-site-specific action and is unimple
is 502. A refinement of that is the 50
that is implemented, but that requests
parameter.

4.2.1 Reply Codes by Function Groups

200 Command okay.

500 Syntax error, command unrecognized.
This may include errors such as comman

501 Syntax error in parameters or argument

202 Command not implemented, superfluous a

502 Command not implemented.

503 Bad sequence of commands.

504 Command not implemented for that param

Postel & Reynolds
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110 Restart marker reply.
In this case, the text is exact and no
particular implementation; it must rea

MARK yyyy = mmmm

Where yyyy is User-process data stream
server's equivalent marker (note the s
and "=").

211 System status, or system help reply.

212 Directory status.

213 File status.

214 Help message.
On how to use the server or the meanin
non-standard command. This reply is u

des already defined.

ccessful execution
information will

he command is not
process because it
m, for example ALLO
reply is still

knows it can proceed
is used in this case
storage allocation
command requests a
mented, the response
4 reply for a command
an unimplemented

d line too long.
S.
t this site.

eter.
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human user.

215 NAME system type.
Where NAME is an official system name
Assigned Numbers document.

120 Service ready in nnn minutes.

220 Service ready for new user.

221 Service closing control connection.
Logged out if appropriate.

421 Service not available, closing control
This may be a reply to any command if
must shut down.

125 Data connection already open; transfer

225 Data connection open; no transfer in p

425 Can't open data connection.

226 Closing data connection.

Requested file action successful (for
transfer or file abort).

426 Connection closed; transfer aborted.

227 Entering Passive Mode (h1,h2,h3,h4,p1,

230 User logged in, proceed.

530 Not logged in.

331 User name okay, need password.
332 Need account for login.

532 Need account for storing files.
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connection.
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starting.

rogress.
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150 File status okay; about to open data c
250 Requested file action okay, completed.
257 "PATHNAME" created.
350 Requested file action pending further
450 Requested file action not taken.
File unavailable (e.qg., file busy).
550 Requested action not taken.
File unavailable (e.g., file not found
451 Requested action aborted. Local error
551 Requested action aborted. Page type un
452 Requested action not taken.
Insufficient storage space in system.
552 Requested file action aborted.
Exceeded storage allocation (for curre
dataset).
553 Requested action not taken.
File name not allowed.

4.2.2 Numeric Order List of Reply Codes

onnection.

information.

, N0 access).
in processing.
known.

nt directory or
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110 Restart marker reply.
In this case, the text is exact and no
particular implementation; it must rea

MARK yyyy = mmmm

Where yyyy is User-process data stream
server's equivalent marker (note the s
and "=").

120 Service ready in hnn minutes.

211 System status, or system help reply.

212 Directory status.

213 File status.

214 Help message.
On how to use the server or the meanin
non-standard command. This reply is u
human user.

215 NAME system type.
Where NAME is an official system name
Assigned Numbers document.

220 Service ready for new user.

221 Service closing control connection.
Logged out if appropriate.

225 Data connection open; no transfer in p

226 Closing data connection.
Requested file action successful (for
transfer or file abort).

227 Entering Passive Mode (h1,h2,h3,h4,p1,

230 User logged in, proceed.

250 Requested file action okay, completed.

257 "PATHNAME" created.

331 User name okay, need password.
332 Need account for login.
350 Requested file action pending further
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125 Data connection already open; transfer starting.

150 File status okay; about to open data c onnection.
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200 Command okay.

202 Command not implemented, superfluous a t this site.

g of a particular
seful only to the

from the list in the

rogress.

example, file
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information.



STANDARDY SIECI INTERNET

421 Service not available, closing control
This may be a reply to any command if
must shut down.

425 Can't open data connection.

426 Connection closed; transfer aborted.

450 Requested file action not taken.

File unavailable (e.g., file busy).

451 Requested action aborted: local error

452 Requested action not taken.
Insufficient storage space in system.

Postel & Reynolds
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500 Syntax error, command unrecognized.
This may include errors such as comman
501 Syntax error in parameters or argument

502 Command not implemented.
503 Bad sequence of commands.

504 Command not implemented for that param

530 Not logged in.
532 Need account for storing files.
550 Requested action not taken.

File unavailable (e.g., file not found

551 Requested action aborted: page type un

552 Requested file action aborted.
Exceeded storage allocation (for curre
dataset).

553 Requested action not taken.

File name not allowed.

5. DECLARATIVE SPECIFICATIONS

5.1. MINIMUM IMPLEMENTATION

In order to make FTP workable without needles
following minimum implementation is required

TYPE - ASCII Non-print
MODE - Stream
STRUCTURE - File, Record
COMMANDS - USER, QUIT, PORT,
TYPE, MODE, STRU,
for the default values
RETR, STOR,
NOOP.

connection.
the service knows it

in processing.
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The default values for transfer parameters ar e:

TYPE - ASCII Non-print
MODE - Stream

STRU - File
All hosts must accept the above as the standa rd defaults.
Postel & Reynolds [Page 43]
RFC 959 October 1985
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5.2. CONNECTIONS

The server protocol interpreter shall "listen
user or user protocol interpreter shall initi
control connection. Server- and user- proces
conventions of the Telnet protocol as specifi
ARPA-Internet Protocol Handbook [1]. Servers
obligation to provide for editing of command
that it be done in the user host. The contro
closed by the server at the user's request af
replies are completed.

The user-DTP must "listen" on the specified d
the default user port (U) or a port specified
The server shall initiate the data connection
data port (L-1) using the specified user data
of the transfer and the port used will be det
service command.

Note that all FTP implementation must support
the default port, and that only the USER-PI m
of non-default ports.

When data is to be transferred between two se
to Figure 2), the user-PI, C, sets up control

both server-PI's. One of the servers, say A,
command telling him to "listen" on his data p
initiate a connection when he receives a tran
When the user-PI receives an acknowledgment t
which includes the identity of the host and p

on, the user-PI then sends A's port, a, to B
reply is returned. The user-Pl may then send
service commands to A and B. Server B initia
and the transfer proceeds. The command-reply
below where the messages are vertically synch
horizontally asynchronous:

"on PortL. The

ate the full-duplex
ses should follow the
ed in the

are under no

lines and may require
| connection shall be
ter all transfers and

ata port; this may be

in the PORT command.
from his own default
port. The direction
ermined by the FTP

data transfer using
ay initiate the use

rvers, A and B (refer
connections with

is then sent a PASV
ort rather than

sfer service command.
o the PASV command,
ort being listened

in a PORT command; a
the corresponding

tes the connection
sequence is listed
ronous but
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User-Pl - Server A User-PlI

C->A : Connect C->B:C

C->A : PASV

A->C : 227 Entering Passive Mode. A1,A2,A3
C>B:P
B->C:2

C->A: STOR C>B:R

B->A : Connect to HOST-A, PORT-
Figure 3

The data connection shall be closed by the se
conditions described in the Section on Establ
Connections. If the data connection is to be
data transfer where closing the connection is
indicate the end-of-file, the server must do
Waiting until after a new transfer command is
because the user-process will have already te
connection to see if it needs to do a "listen
user must "listen" on a closed data port BEFO
transfer request). To prevent a race conditi
sends a reply (226) after closing the data co
connection is left open, a "file transfer com
and the user-PI should wait for one of these
issuing a new transfer command).

Any time either the user or server see that t
being closed by the other side, it should pro
remaining data queued on the connection and i
own side.

5.3. COMMANDS

The commands are Telnet character strings tra
control connections as described in the Secti

The command functions and semantics are descr
on Access Control Commands, Transfer Paramete

Service Commands, and Miscellaneous Commands.

is specified here.

The commands begin with a command code follow
field. The command codes are four or fewer a
Upper and lower case alphabetic characters ar
identically. Thus, any of the following may

retrieve command:

- Server B

onnect

,Ad,al,a2

ORT Al1,A2,A3,A4,al,a2
00 Okay

ETR

a

rver under the
ishing Data

closed following a
not required to

so immediately.
not permitted

sted the data

" (remember that the
RE sending the

on here, the server
nnection (or if the
pleted" reply (250)
replies before

he connection is
mptly read any
ssue the close on its

nsmitted over the
on on FTP Commands.
ibed in the Section
r Commands, FTP
The command syntax

ed by an argument
Iphabetic characters.
e to be treated
represent the
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RETR Retr retr ReTr r

This also applies to any symbols representing
such as A or a for ASCII TYPE. The command ¢
fields are separated by one or more spaces.

The argument field consists of a variable len
ending with the character sequence <CRLF> (Ca
Feed) for NVT-ASCII representation; for other

a different end of line character might be us
noted that the server is to take no action un

code is received.

The syntax is specified below in NVT-ASCII.
argument field are ASCII characters including
represented decimal integers. Square bracket
argument field. If the option is not taken,
default is implied.

Postel & Reynolds
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5.3.1. FTP COMMANDS
The following are the FTP commands:

USER <SP> <username> <CRLF>
PASS <SP> <password> <CRLF>
ACCT <SP> <account-information> <CRLF>
CWD <SP> <pathname> <CRLF>
CDUP <CRLF>
SMNT <SP> <pathname> <CRLF>
QUIT <CRLF>
REIN <CRLF>
PORT <SP> <host-port> <CRLF>
PASV <CRLF>
TYPE <SP> <type-code> <CRLF>
STRU <SP> <structure-code> <CRLF>
MODE <SP> <mode-code> <CRLF>
RETR <SP> <pathname> <CRLF>
STOR <SP> <pathname> <CRLF>
STOU <CRLF>
APPE <SP> <pathname> <CRLF>
ALLO <SP> <decimal-integer>
[<SP> R <SP> <decimal-integer>] <CR LF>
REST <SP> <marker> <CRLF>
RNFR <SP> <pathname> <CRLF>
RNTO <SP> <pathname> <CRLF>
ABOR <CRLF>
DELE <SP> <pathname> <CRLF>
RMD <SP> <pathname> <CRLF>
MKD <SP> <pathname> <CRLF>
PWD <CRLF>
LIST [<SP> <pathname>] <CRLF>
NLST [<SP> <pathname>] <CRLF>
SITE <SP> <string> <CRLF>
SYST <CRLF>
STAT [<SP> <pathname>] <CRLF>
HELP [<SP> <string>] <CRLF>
NOOP <CRLF>

Postel & Reynolds [Page 47]
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5.3.2. FTP COMMAND ARGUMENTS

The syntax of the above argument fields (u sing BNF notation
where applicable) is:
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<username> ::= <string>
<password> ::= <string>
<account-information> ::= <string>
<string> ::= <char> | <char><string>

<char> ::= any of the 128 ASCII charact ers except <CR> and
<LF>

<marker> ::= <pr-string>

<pr-string> ::= <pr-char> | <pr-char><p r-string>

<pr-char> ::= printable characters, any
ASCII code 33 through 126
<byte-size> ::= <number>

<host-port> ::= <host-number>,<port-num ber>
<host-number> ::= <number>,<number>,<nu mber>,<number>
<port-number> ::= <number>,<number>

<number> ::= any decimal integer 1 thro ugh 255

<form-code>::=N|T|C
<type-code> ::= A [<sp> <form-code>]

| E [<sp> <form-code>]

|

| L <sp> <byte-size>
<structure-code>::=F |R | P
<mode-code>::=S|B|C
<pathname> ::= <string>

<decimal-integer> ::= any decimal integ er
Postel & Reynolds [Page 48]
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5.4. SEQUENCING OF COMMANDS AND REPLIES

The communication between the user and server is intended to be an
alternating dialogue. As such, the user issu es an FTP command and
the server responds with a prompt primary rep ly. The user should
wait for this initial primary success or fail ure response before

sending further commands.

Certain commands require a second reply for w hich the user should
also wait. These replies may, for example, r eport on the progress
or completion of file transfer or the closing of the data

connection. They are secondary replies to fi le transfer commands.



STANDARDY SIECI INTERNET

One important group of informational replies
greetings. Under normal circumstances, a ser
reply, "awaiting input”, when the connection
user should wait for this greeting message be
commands. If the server is unable to accept

120 "expected delay" reply should be sent imm

reply when ready. The user will then know no
is a delay.

Spontaneous Replies

Sometimes "the system" spontaneously has a

to a user (usually all users). For exampl

in 15 minutes". There is no provision in
spontaneous information to be sent from th
It is recommended that such information be
server-Pl and delivered to the user-Pl in
(possibly making it a multi-line reply).

The table below lists alternative success and

each command. These must be strictly adhered

substitute text in the replies, but the meani

by the code numbers and by the specific comma

cannot be altered.
Command-Reply Sequences

In this section, the command-reply sequenc
command is listed with its possible replie
listed together. Preliminary replies are
their succeeding replies indented and unde
positive and negative completion, and fina

Postel & Reynolds
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replies with the remaining commands from t
following. This listing forms the basis f
diagrams, which will be presented separate

Connection Establishment
120
220
220
421
Login
USER
230
530
500, 501, 421
331, 332
PASS
230
202
530

81

is the connection
ver will send a 220
is completed. The
fore sending any
input right away, a
ediately and a 220
t to hang up if there

message to be sent

e, "System going down
FTP for such

e server to the user.
gueued in the

the next reply

failure replies for

to; a server may

ng and action implied
nd reply sequence

e is presented. Each
s; command groups are
listed first (with

r them), then

lly intermediary
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500, 501, 503, 421
332
ACCT
230
202
530
500, 501, 503, 421
CwWD
250
500, 501, 502, 421, 530, 550
CDUP
200
500, 501, 502, 421, 530, 550
SMNT
202, 250
500, 501, 502, 421, 530, 550
Logout
REIN
120
220
220
421
500, 502
QUIT
221
500

Postel & Reynolds [Page 50]

RFC 959 October 1985
File Transfer Protocol

Transfer parameters

PORT

200

500, 501, 421, 530
PASV

227

500, 501, 502, 421, 530
MODE

200

500, 501, 504, 421, 530
TYPE

200

500, 501, 504, 421, 530
STRU

200

500, 501, 504, 421, 530

File action commands

ALLO

200

202

500, 501, 504, 421, 530
REST

500, 501, 502, 421, 530

350
STOR

125, 150

82
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(110)
226, 250
425, 426, 451, 551, 552
532, 450, 452, 553
500, 501, 421, 530
STOU
125, 150
(110)
226, 250
425, 426, 451, 551, 552
532, 450, 452, 553
500, 501, 421, 530
RETR
125, 150
(110)
226, 250
425, 426, 451
450, 550
500, 501, 421, 530

Postel & Reynolds
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LIST
125, 150
226, 250
425, 426, 451
450
500, 501, 502, 421, 530
NLST
125, 150
226, 250
425, 426, 451
450
500, 501, 502, 421, 530
APPE
125, 150
(110)
226, 250
425, 426, 451, 551, 552
532, 450, 550, 452, 553
500, 501, 502, 421, 530
RNFR
450, 550
500, 501, 502, 421, 530
350
RNTO
250
532, 553
500, 501, 502, 503, 421, 530
DELE
250
450, 550
500, 501, 502, 421, 530
RMD
250
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500, 501, 502, 421, 530, 550
MKD

257

500, 501, 502, 421, 530, 550
PWD

257

500, 501, 502, 421, 550
ABOR

225, 226

500, 501, 502, 421
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Informational commands
SYST
215
500, 501, 502, 421
STAT
211, 212, 213
450
500, 501, 502, 421, 530
HELP
211, 214
500, 501, 502, 421
Miscellaneous commands
SITE
200
202
500, 501, 530
NOOP
200
500 421



STANDARDY SIECI INTERNET

Postel & Reynolds

RFC 959
File Transfer Protocol

6. STATE DIAGRAMS

Here we present state diagrams for a very simple
implementation. Only the first digit of the rep
There is one state diagram for each group of FTP
sequences.

The command groupings were determined by constru
each command then collecting together the comman
identical models.

For each command or command sequence there are t
outcomes: success (S), failure (F), and error (E
diagrams below we use the symbol B for "begin”,
"wait for reply".

We first present the diagram that represents the
commands:

+---+ ¢cmd +--+ 2 +--—+

|B| > W | > S|
+---+ +---+ +---+
|
| 45 +--+
----------- > F|
o

This diagram models the commands:

ABOR, ALLO, DELE, CWD, CDUP, SMNT, HELP, M
QUIT, SITE, PORT, SYST, STAT, RMD, MKD, PW

85
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hree possible
). In the state
and the symbol W for
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STANDARDY SIECI INTERNET

Postel & Reynolds [Page 54]

RFC 959 October 1985
File Transfer Protocol

The other large group of commands is represented by a very similar
diagram:
3 +omt
----------- > E|
| +--—+

+--—-+ cmd +-—-+ 2 +--t

|B| > W > S|
- S SE—
[ 1]
| Il 45
| L] e > F |
----- —

This diagram models the commands:

APPE, LIST, NLST, REIN, RETR, STOR, and ST Oou.
Note that this second model could also be used t o represent the first
group of commands, the only difference being tha tin the first group
the 100 series replies are unexpected and theref ore treated as error,
while the second group expects (some may require ) 100 series replies.
Remember that at most, one 100 series reply is a llowed per command.
The remaining diagrams model command sequences, perhaps the simplest

of these is the rename sequence:

++ RNFR 4ot 1,2 4ot

| B > W > E|
+---t +o-t I S
I I

3 145 |
____________________ |
I | | 4=t
I >[ S|
I | 13] ] +--+
| R
I [
\ [
+---+ RNTO +--+4/5 ---- P —
e >| W [oomeemeee- >| F |
+---+ +---+ +---+
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The next diagram is a simple model of the Restar

+ot REST 4=+ 1,2 4+

|B| > W > E|
+--—+ +---+ .
|l I
3 1145 |
____________________ |
| ||+t
| > S|
| | 3 1]+
| 2| ~oeeoees
I [
\ [
+---+ cmd +--+45--—--- >+--—+
| s A > F|
+--—+ -S4t +--—+
|
|1 |

Where "cmd" is APPE, STOR, or RETR.

We note that the above three models are similar.
from the Rename two only in the treatment of 100

the second stage, while the second group expects

100 series replies. Remember that at most, one

allowed per command.
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The most complicated diagram is for the Login se

t command:

The Restart differs
series replies at
(some may require)
100 series reply is
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quence:
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+---+ USER +-—-+-—mmmme- >S+-——+
[ >Wil2  -—->[E|
+-——+ B S | -->+---+
.
31145 |1
------------------- [
I []1
I [111
| e I
I Il |
\Y I I
+---+ PASS +---+2| ------ >S4+
| e e > S|
+-——+ D — >S4+
I
3114511 |
I
I [l 11
I (111
I ——
I 13 |11
\Y [ 2[] ]
+---+ ACCT +---t-- | - P S—
| e >|W |45 -—>| F|
+-——+ S S S — >4+
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Finally, we present a generalized diagram that ¢
the command and reply interchange:

Begin |

| V

| +--+ cmd +---+2 +---+
<> || >

I W] |'S |-
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= | |
+---+ | +--+45| +--+

N
| U3 | et
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7. TYPICAL FTP SCENARIO
User at host U wanting to transfer files to/from

In general, the user will communicate to the ser
user-FTP process. The following may be a typica
user-FTP prompts are shown in parentheses, '----
commands from host U to host S, and '<----' repr
host S to host U.

LOCAL COMMANDS BY USER ACTION IN
ftp (host) multics<CR> Connect to hos
establishing ¢
<---- 220 Serv
username Doe <CR> USER Doe<CRLF>
<---- 331 User
need
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host S:

ver via a mediating
| scenario. The

>' represents
esents replies from

VOLVED

tS, portL,

ontrol connections.
ice ready <CRLF>.
——

name ok,
password<CRLF>.
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password mumble <CR> PASS mumble<CR
<---- 230 User

retrieve (local type) ASCII<CR>

(local pathname) test 1 <CR> User-FTP opens

(for. pathname) test.pl1<CR> RETR test.pll<

<---- 150 File

about to

connecti
Server makes d
to port U.
<---- 226 Clos

file trans
type Image<CR> TYPE I<CRLF> -

<---- 200 Comm

store (local type) image<CR>
(local pathname) file dump<CR> User-FTP opens

(for.pathname) >udd>cn>fd<CR> STOR >udd>cn>f

<---- 550 Acce
terminate QUIT <CRLF> --

Server closes

connections.

8. CONNECTION ESTABLISHMENT

The FTP control connection is established via TC
process port U and the server process portL. T

LF>---->
logged in<CRLF>.

local file in ASCII.
CRLF> ---->
status okay;
open data
on<CRLF>.

ata connection

ing data connection,

fer successful<CRLF>.

—>
and OK<CRLF>

local file in Image.
d<CRLF> ---->

ss denied<CRLF>
->

all

P between the user
his protocol is

90

assigned the service port 21 (25 octal), that is L=21.
Postel & Reynolds [Page 59]
RFC 959 October 1985

File Transfer Protocol

APPENDIX | - PAGE STRUCTURE

The need for FTP to support page structure deriv
the need to support efficient transmission of f
systems, particularly the files used by NLS.

The file system of TOPS-20 is based on the conce
operating system is most efficient at manipulati
The operating system provides an interface to th
many applications view files as sequential strea
However, a few applications use the underlying p
directly, and some of these create holey files.

A TOPS-20 disk file consists of four things: a p
table, a (possibly empty) set of pages, and a se

The pathname is specified in the RETR or STOR co
the directory name, file name, file name extensi
number.

The page table contains up to 2**18 entries. Ea
EMPTY, or may point to a page. Ifitis not emp
some page-specific access bits; not all pages of
same access protection.

es principally from
iles between TOPS-20

pt of pages. The
ng files as pages.

e file system so that
ms of characters.
age structures

athname, a page
t of attributes.

mmand. It includes
on, and generation

ch entry may be
ty, there are also
a file need have the
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A page is a contiguous set of 512 words of 36

The attributes of the file, in the File Descript
contain such things as creation time, write time
byte-size, end-of-file pointer, count of reads a
system tape numbers, etc.

Note that there is NO requirement that entries i
contiguous. There may be empty page table slots
ones. Also, the end of file pointer is simply a
requirement that it in fact point at the "last"
Ordinary sequential 1/0 calls in TOPS-20 will ca
pointer to be left after the last datum written,

may cause it not to be so, if a particular progr
requires.

In fact, in both of these special cases, "holey"

end-of-file pointers NOT at the end of the file,
files.

Postel & Reynolds
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The TOPS-20 paged files can be sent with the FTP
TYPE L 36, STRU P, and MODE S (in fact, any mode

Each page of information has a header. Each hea
logical byte, is a TOPS-20 word, since the TYPE

The header fields are:

Word 0: Header Length.
The header length is 5.

Word 1: Page Index.
If the data is a disk file page, thisis t
page in the file's page map. Empty pages
are simply not sent. Note that a hole is
page of zeros.

Word 2: Data Length.
The number of data words in this page, fol
Thus, the total length of the transmission
Length plus the Data Length.

Word 3: Page Type.

A code for what type of chunk this is. A
the FDB page is type 2.

Word 4: Page Access Control.

91

bits each.

or Block (FDB),
, read time, writer's
nd writes, backup

n the page table be
between occupied
number. There is no
datum in the file.

use the end of file
but other operations
amming system so

files and
occur with NLS data
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unit is the Header
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The access bits associated with the page i
map. (This full word quantity is put into
the program reading from net to disk.)

After the header are Data Length data words. Da
currently either 512 for a data page or 31 for a
zeros in a disk file page may be discarded, maki

92

n the file's page
AC2 of an SPACS by

ta Length is
n FDB. Trailing
ng Data Length less

than 512 in that case.
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APPENDIX Il - DIRECTORY COMMANDS

Since UNIX has a tree-like directory structure i

are as easy to manipulate as ordinary files, it

the FTP servers on these machines to include com
the creation of directories. Since there are ot
ARPA-Internet which have tree-like directories (
Multics), these commands are as general as possi

Four directory commands have been added to FT
MKD pathname
Make a directory with the name "pathnam
RMD pathname
Remove the directory with the name "pat
PWD
Print the current working directory nam
CDUP
Change to the parent of the current wor
The "pathname" argument should be created (rem
subdirectory of the current working directory, u
string contains sufficient information to specif
server, e.g., "pathname" is an absolute pathname
Multics), or pathname is something like "<abso.l
TOPS-20.
REPLY CODES
The CDUP command is a special case of CWD, an

simplify the implementation of programs for t
trees between operating systems having differ

n which directories

is useful to expand
mands which deal with
her hosts on the
including TOPS-20 and
ble.

P:

hname".

king directory.

oved) as a

nless the "pathname”
y otherwise to the

(in UNIX and
ute.path>" to

d is included to
ransferring directory
ent syntaxes for
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naming the parent directory. The reply codes
identical to the reply codes of CWD.

The reply codes for RMD be identical to the r
file analogue, DELE.

The reply codes for MKD, however, are a bit m
freshly created directory will probably be th

Postel & Reynolds
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CWD command. Unfortunately, the argument to
a suitable argument for CWD. This is the cas

a TOPS-20 subdirectory is created by giving j
name. That is, with a TOPS-20 server FTP, th

MKD MYDIR
CWD MYDIR

will fail. The new directory may only be ref

"absolute" name; e.g., if the MKD command abo
connected to the directory <DFRANKLIN>, the n
could only be referred to by the name <DFRANK

Even on UNIX and Multics, however, the argume
not be suitable. Ifitis a "relative" pathn

which is interpreted relative to the current

would need to be in the same current director
the subdirectory. Depending on the applicati
inconvenient. It is not very robust in any ¢

To solve these problems, upon successful comp
command, the server should return a line of t

257<space>"<directory-name>"<space><commen

That is, the server will tell the user what s
referring to the created directory. The dir
contain any character; embedded double-quotes
double-quotes (the "quote-doubling” conventio

For example, a user connects to the directory
a subdirectory, named pathname:

CWD /usr/dm

200 directory changed to /usr/dm

MKD pathname

257 "/usr/dm/pathname" directory created

An example with an embedded double quote:

MKD foo"bar

257 "/usr/dm/foo""bar" directory created
CWD /usr/dm/foo"bar

200 directory changed to /usr/dm/foo"bar

93
for CDUP be

eply codes for its

ore complicated. A
e object of a future
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LIN.MYDIR>.
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The prior existence of a subdirectory with th
error, and the server must return an "access
in that case.

CWD /usr/dm

200 directory changed to /usr/dm

MKD pathname

521-"/usr/dm/pathname" directory already e
521 taking no action.

The failure replies for MKD are analogous to
cousin, STOR. Also, an "access denied" retur
name with the same name as the subdirectory w
creation of the subdirectory (this is a probl
shouldn't be one on TOPS-20).

Essentially because the PWD command returns t
information as the successful MKD command, th
command uses the 257 reply code as well.

SUBTLETIES

Because these commands will be most useful in
subtrees from one machine to another, careful
argument to MKD is to be interpreted as a sub
current working directory, unless it contains

for the destination host to tell otherwise.
example of its use in the TOPS-20 world:

CWD <some.where>

200 Working directory changed

MKD overrainbow

257 "<some.where.overrainbow>" directory ¢
CWD overrainbow

431 No such directory

CWD <some.where.overrainbow>

200 Working directory changed

CWD <some.where>

200 Working directory changed to <some.whe
MKD <unambiguous>

257 "<unambiguous>" directory created

CWD <unambiguous>

Note that the first example results in a subd

connected directory. In contrast, the argume
example contains enough information for TOPS-

Postel & Reynolds
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€ same name is an
denied" error reply

Xists;

its file creating

n is given if a file
ill conflict with the
em on UNIX, but

he same type of
e successful PWD

transferring

ly observe that the
-directory of the
enough information
A hypothetical

reated
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irectory of the
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20 to tell that the
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<unambiguous> directory is a top-level direct

in the first example the user "violated" the
attempting to access the freshly created dire
other than the one returned by TOPS-20. Prob
resulted in this case had there been an <over

this is an ambiguity inherent in some TOPS-20
Similar considerations apply to the RMD comma
this: except where to do so would violate a h
denoting relative versus absolute pathnames,

the operands of the MKD and RMD commands as s
257 reply to the MKD command must always cont
pathname of the created directory.

ory. Note also that
protocol by

ctory with a name
lems could have
rainbow> directory;
implementations.
nd. The pointis
ost's conventions for
the host should treat
ubdirectories. The
ain the absolute
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Dokumenty RFC stajq sie standardami dopiero jak ludzie beda
ich uzywag, a nie jest to narzucone przez jakies regulacje

prawne.
Proposed Standard (PS)

» dobry pomyst, ale nieznane problemy
* potrzebne implementacje

Draft Standard (DS)
» stabilny opis Proposed Standard
* wiele dziatajgcych implementacji

Internet Standard (STD)
» rozpowszechniony i powszechnie uzywany Draft Standard

Best Current Practices (BCP)
» opis regut i procedur IETF
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Proces standaryzacji przez IETF
1. Opublikowanie dokumentu Internet Draft
2. Dyskusje w grupach roboczych — wprowadzane poprawki
3. Do uzgodnieniach dokument wysylany do IESG
4. IESG publikuje IETF Last Call (2 tygodnie)
- kazdy moze komentowaé
5. IESG rozwaza komentarze oraz wtasne uwagi
- moze opublikowaé dokument jako standardowy RFC
- moze zwro6cié go grupie roboczej do poprawek

IETF Submission
Working group doc, or
individual standards track doc
Concerns
——»RrC Ediyy

Published RFC

“Last Call? Comments,

suggestions
IETF Community
Review
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Ross Callon Informacyjne [Strona 1]
RFC 1925 Fundamentalne Prawdy o Dziataniu Sieci 1 April 1996

(1) To musi dzial&.

(2) Bez wzgddu na to jak mocno chcesz oraz bez waglu na waznosé sprawy,
nie jest& w stanie zwekszy¢ predkosci swiatta.

(2a) (w praktyce). Bez wzgtu na to jak diugo bedziesz probowat, nie mana
zrobié¢ dziecka w mniej niz 9 miesgcy. Mozna probowat to przyspieszy, ale nie
stanie se to wczeniej.

(3) Przy wystarczajcej sile wyrzutu,swinie lataja normalnie. Jednak nie jest to
dobry pomyst. Jest bardzo trudno przewidzié, gdzie lzda one hdowa¢, z tego te
wzgledu niebezpiecznie jest siedzéew miejscu, nad ktérym one przelatug.

(4) Niektore rzeczy w naszyniyciu s3 tak dlugo niedoceniane lub nie w pelni
zrozumiate poki ich osobscie nie dédwiadczymy. Niektére zasady w dziataniu sieci
nie ;3 w petni zrozumiate, dopoki sami nie paticzymy urzadzen lub bedziemy
odpowiadat za dziatanie sieci.

(5) Zawsze jest mdiwos¢ potaczenia wielu oddzielnych problemow w jedno
wspotzalezne rozwigzanie. W wigkszasci przypadkow jest to zty pomyst.

(6) Zawsze fatwiej jest odsugé problem niz go rozwigzaé (na przyktad problem
mozna przesura¢ do innej czsci sieci).

(6a) (w praktyce). Zawsze jest niiwe wprowadzenie dodatkowego poziomu
posredniczacego.

(7) Ca jest zawsze czy$

(7a) (w praktyce). Dobre, Szybkie, Tanie: ybierz dwa (nie maesz mié
wszystkich trzech).

(8) To jest bardziej skomplikowane ni Ci si¢ wydaje.

(9) Posiadagc wszystkie zasoby, cokolwiek by to byto, potrzebegz wecej. For
all resources, whatever it is, you need more.

(9a) (w praktyce) Do rozwgzania kazdego problemu w sieci potrzeba vgcej
czasu ng sie pocatkowo wydaje.

(10) Jeden rozmiar nie pasuje do wszystkich.

(11) Kazdy stary pomyst maze by¢ zaproponowany ponownie ale pod inna nazyv
I W innej prezentacji, bez wzgédu na to czy on dziata.

(11a) (w praktyce). Patrz prawda 6a.

(12) W budowie protokotu czy standardu sieci, cgkonatas¢ jest osagnigta nie
wtedy, kiedy nie maemy go bardziej rozbudowa, ale wtedy — kiedy nie maemy
nic z niego usurg¢.
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The Security Flag in the IPv4 Hea
Status of this Memo

This memo provides information for the Internet
not specify an Internet standard of any kind. D
memo is unlimited.

Copyright Notice
Copyright (C) The Internet Society (2003). All
Abstract

Firewalls, packet filters, intrusion detection s
often have difficulty distinguishing between pac
malicious intent and those that are merely unusu
security flag in the IPv4 header as a means of d
cases.

1. Introduction

Firewalls [CBRO3], packet filters, intrusion det
the like often have difficulty distinguishing be
have malicious intent and those that are merely
is that making such determinations is hard. To
we define a security flag, known as the "evil" b
[RFC791] header. Benign packets have this bit s
are used for an attack will have the bit set to

1.1. Terminology

The keywords MUST, MUST NOT, REQUIRED, SHALL, SH
SHOULD NOT, RECOMMENDED, MAY, and OPTIONAL, when

document, are to be interpreted as described in
2. Syntax
The high-order bit of the IP fragment offset fie

bit in the IP header. Accordingly, the selectio
is not left to IANA.
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The bit field is laid out as follows:

0
+-+
|E|
+-+

Currently-assigned values are defined as follows
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ection systems, and
tween packets that
unusual. The problem
solve this problem,

it, in the IPv4

et to 0; those that

1.

ALL NOT, SHOULD,
they appear in this
[RFC2119].

Id is the only unused
n of the bit position
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0x0 If the bit is set to O, the packet has no e
network elements, etc., SHOULD assume that
harmless, and SHOULD NOT take any defensive
that this part of the spec is already imple
desktop operating systems.)

0x1 If the bit is set to 1, the packet has evil
systems SHOULD try to defend themselves aga
Insecure systems MAY chose to crash, be pen

3. Setting the Evil Bit

There are a number of ways in which the evil bit
applications may use a suitable API to request t
Systems that do not have other mechanisms MUST p
attack programs MUST use it.

Multi-level insecure operating systems may have
attack programs; the evil bit MUST be set by def
emanating from programs running at such levels.
MAY provide an API to allow it to be cleared for
activity by users who normally engage in attack

Fragments that by themselves are dangerous MUST
set. If a packet with the evil bit set is fragm
intermediate router and the fragments themselves
the evil bit MUST be cleared in the fragments, a
back on in the reassembled packet.

Intermediate systems are sometimes used to laund
connections. Packets to such systems that are i
to a target SHOULD have the evil bit set.

Some applications hand-craft their own packets.
part of an attack, the application MUST set the

In networks protected by firewalls, it is axioma
attackers are on the outside of the firewall. T
inside the firewall MUST NOT set the evil bit on

Bellovin Informational
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Because NAT [RFC3022] boxes modify packets, they
bit on such packets. "Transparent" http and ema
the evil bit on their reply packets to the innoc

Some hosts scan other hosts in a fashion that ca
detection systems. If the scanning is part of a
project, the evil bit MUST NOT be set. Ifthe s
innocent, but the ultimate intent is evil and th
has such an intrusion detection system, the evil

4. Processing of the Evil Bit
Devices such as firewalls MUST drop all inbound

evil bit set. Packets with the evil bit off MUS
Dropped packets SHOULD be noted in the appropria

vil intent. Hosts,

the packet is

measures. (We note
mented by many common

intent. Secure
inst such packets.
etrated, etc.

may be set. Attack
hat it be set.
rovide such an API;

special levels for

ault on packets
However, the system
non-malicious
behavior.

have the evil bit
ented by an

are not dangerous,
nd MUST be turned

er attack
ntended to be relayed

If these packets are
evil bit by itself.

tic that all
herefore, hosts
any packets.
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SHOULD set the evil
il proxies SHOULD set
ent client host.

n alert intrusion
benign research
canning per se is

e destination site

bit SHOULD be set.

packets that have the
T NOT be dropped.
te MIB variable.
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Intrusion detection systems (IDSs) have a harder
their known propensity for false negatives and f
MUST apply a probabilistic correction factor whe
bit. If the evil bit is set, a suitable random
[RFC1750] must be consulted to determine if the
logged. Similarly, if the bit is off, another r
generator must be consulted to determine if it s
despite the setting.

The default probabilities for these tests depend
Thus, a signature-based IDS would have a low fal
a high false negative value. A suitable adminis
MUST be provided to permit operators to reset th

Routers that are not intended as as security dev
examine this bit. This will allow them to pass
speeds.

As outlined earlier, host processing of evil pac
system dependent; however, all hosts MUST react
according to their nature.

5. Related Work

Although this document only defines the IPv4 evi
complementary mechanisms for other forms of evil
those here.

For IPv6 [RFC2460], evilness is conveyed by two

a hop-by-hop option, is used for packets that da
such as DDoS packets. The second, an end-to-end
packets intended to damage destination hosts. |
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option contains a 128-bit strength indicator, wh
packet is, and a 128-bit type code that describe
of attack intended.

Some link layers, notably those based on optical
bypass routers (and hence firewalls) entirely.
link-layer scheme MUST be used to denote evil.
lambdas, evil polarizations, etc.

DDoS attack packets are denoted by a special dif

An application/evil MIME type is defined for Web
mischief. Other MIME types can be embedded insi
this permit easy encoding of word processing doc
viruses, etc.

6. IANA Considerations

This document defines the behavior of security e
and 0x1 values of this bit. Behavior for other
be defined only by IETF consensus [RFC2434].

7. Security Considerations
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Correct functioning of security mechanisms depen
evil bit being set properly. If faulty componen

evil bit to 1 when appropriate, firewalls will n

their jobs properly. Similarly, if the bit is s
shouldn't be, a denial of service condition may
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